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Welcome to Ipswitch WhatsUp Gold

Welcome to Ipswitch WhatsUp Gold, the powerful network monitoring solution designed to
help you protect your changing business infrastructure. WhatsUp Gold provides standards-
based monitoring of any network device, service, or application on TCP/IP and Windows
networks.

WhatsUp Gold lets you discover devices on your network, initiate monitoring of those
devices, and execute actions based on device state changes, so you can identify network
failures before they become catastrophic.

Discovery and Mapping

The WhatsUp Gold roles-based discovery process searches for devices on your network and
helps determine the type of device based on the device attributes.

Device roles do two things:

= Specify the criteria that a device must match to be identified as the device role.
= Specify the monitoring configuration that is applied to the device when it is added to
WhatsUp Gold.

After devices are discovered, you can add them to the WhatsUp Gold database and view
monitored devices as a list of devices or as a graphical map.
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Polling/Listening

WhatsUp Gold actively polls devices to determine their status. You can use active monitors to
poll services on a device and to passively listen for messages sent across the network.
Performance monitors track device performance by checking and reporting on device
resources, such as disk, CPU, and interfaces.

Actions/Alerts

Depending on the responses received from polling, WhatsUp Gold fires actions to notify you
of changes on your network. Actions aid in problem resolution through assorted options such
as email and cell phone alerts, or service restarts. In addition to actions, WhatsUp Gold Alert
Center notifies you of issues on passive and performance monitors, the WhatsUp Gold
system, and WhatsUp Gold Flow Monitor through user-configured thresholds and
notification policies.

Reporting and Workspaces

Reports ensure 360-degree visibility into network status and performance, and historical data
for devices and monitors. Workspaces let you focus on segments of the network and create
your own views of report data. These views position crucial network data in one location,
which allows for quick and easy access. WhatsUp Gold offers more than 100 summary reports,
or workspace reports, that WhatsUp users can place into customized workspaces.
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WhatsUp Gold Interfaces

WhatsUp Gold offers two user interfaces, the Windows console interface and the web
interface, which offer similar functionality. We recommend that you do the initial set up—
discovery and mapping—on the console, then use the web interface for additional setup of
monitors and workspaces, users and permissions, and for day-to-day monitoring.

Windows console interface. The console is a Windows application, through which
you can configure and manage WhatsUp Gold and its database.

Web interface. The web interface provides access to WhatsUp Gold functionality (via
HTTP or HTTPS) from a web browser.

Mobile interface. You can now conveniently view your network's status from a
mobile device at any time through WhatsUp Gold Mobile Access.

WhatsUp Gold editions

WhatsUp Gold is available in four editions. Each edition tailors WhatsUp Gold's features to
meet the diverse needs of WhatsUp users, from small networks to those spanning multiple
geographic locations.

WhatsUp Gold Standard Edition provides core network management features.

WhatsUp Gold Premium Edition provides all of the network management
capabilities of WhatsUp Gold Standard Edition, plus advanced management for
Microsoft® Exchange™, Microsoft® SQL Server™, and SMTP email servers. Premium
Edition also includes several features that let you monitor performance data in real
time, as well as support for application monitoring using Microsoft's WMI™.

WhatsUp Gold MSP Edition gives managed solution providers the ability to use all
of the features of WhatsUp Gold Premium Edition to monitor their customers' remote
networks from a central location in the managed solution provider's network
operations center. Managing multiple companies' networks at once has never been
easier.

WhatsUp Gold Distributed Edition extends the features of WhatsUp Gold Premium
Edition to companies whose networks are segmented across multiple geographic
locations. WhatsUp Gold Distributed Edition can detect issues at any of the
company's sites and can then report the issue to the effected site and to a central
location.

10



Using WhatsUp Gold 14.4

Each edition includes a different set of features. The table below shows which features are
available in each edition. If a feature is not shown in the table, it is available in all editions.

Standard Premium MSP Distributed
Edition Edition Edition Edition

Application and Hardware Management

Monitor Microsoft Exchange e o o
Monitor SQL Server and MySQL o . L]
Monitor applications via WMI L L o
Monitor device hardware, such as cooling L L L]
systems, power supplies, and temperature

monitors

Monitor printers and APC UPS devices . L L
Monitor web content L o ®
Monitor device network statistics . L ®
Monitor device file and folder properties . g ®
Monitor email and FTP servers L L o
Monitor wireless access points (WAPs) b . o
Monitor Unix/Linux environments over SSH e L L
Real-time Monitoring

View real-time data about devices in reports b L o
Quickly access real-time data via Instantinfo . L L

popups

11
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Standard Premium MSP Distributed
Edition Edition Edition Edition

Monitor performance data with the Web ® ® ®
Performance Monitor

View real-time information about tasks running * b b
on a device using the Web Task Manager

Distributed Monitoring

Monitor devices on networks segmented across b b
multiple geographic locations

View report data from multiple remote sites from ® ®
one central location

Optional Plug-ins

WhatsUp Gold Flow Monitor. This plug-in . . . .
provides insight into how efficiently your network

is performing and how bandwidth is utilized,

giving you detailed information to assess network

quality of service and quickly resolve traffic

bottlenecks.

For more information, see the WhatsUp Gold Flow
Monitor User Guide on the WhatsUp Gold web site
(http://www.whatsupgold.com/NetFlowMonitor).

WhatsUp Gold WhatsConfigured. This . . . .
configuration management plug-in automates,

and reduces the time and effort required to

backup, compare, and upload configuration files

for networking devices and alerts when

configuration changes are detected.

For more information, see the WhatsUp Gold web

site
(http://www.whatsupgold.com/WhatsConfigured)

12
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Standard Premium MSP Distributed
Edition Edition Edition Edition

WhatsUp Gold WhatsVirtual. This plug-in lets . . . .
you monitor virtual environments using WhatsUp

Gold. The WhatsVirtual plugin provides WhatsUp

Gold with the ability to discover, map, monitor,

alert, and report on virtual environments.

For more information, see the WhatsUp Gold web
site http://www.whatsupgold.com/WhatsVirtual.

WhatsUp Gold VolP Monitor. This plug-in . . . .
delivers the ability to monitor and report on your

network's capacity to support and maintain

acceptable performance for VolP call quality.

For more information, see the WhatsUp Gold web
site
(http://www.whatsupgold.com/products/Voip_M
onitor).

Optional applications

WhatsUp Gold WhatsConnected. This plug-in is . . . .
a Layer 2/3 network mapping tool that discovers,

maps and documents your network down to the

individual port, making it simple to visualize the

physical topology and understand device

interconnections.

For more information, see the WhatsUp Gold web
site
(http://www.whatsupgold.com/products/WhatsC
onnected).

Access from mobile devices

WhatsUp Gold Mobile Access. Allows you to . . . .
conveniently view your network's status from a

mobile device at any time.

For more information, see the WhatsUp Gold

Mobile Access User Guide
(http://www.whatsupgold.com/wug14ma).
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WhatsUp Gold optional plug-ins are available for use with any of the WhatsUp Gold
editions. These plug-ins broaden your monitoring and reporting capabilities to give you a
more complete picture of your network and its many components. For more information, see
the WhatsUp Gold web site (http://www.whatsupgold.com/).

=  WhatsUp Gold Flow Monitor plug-in for WhatsUp Gold leverages Cisco NetFlow,
sFlow, and J-Flow data from switches and routers to gather, analyze, report, and alert
on LAN/WAN network traffic patterns and bandwidth utilization in real-time. It
highlights not only overall utilization for the LAN/WAN, specific devices, or interfaces;
it also indicates users, applications, and protocols that are consuming abnormal
amounts of bandwidth, giving you detailed information to assess network quality of
service and quickly resolve traffic bottlenecks. WhatsUp Flow Monitor protects
network security by detecting virus and worm activity on the network.
Comprehensive reporting takes the raw real-time network traffic data from routers
and switches and presents you with useful information to understand trends,
utilization, and where network bandwidth is consumed. For more information, see
the WhatsUp Gold Flow Monitor User Guide on the WhatsUp Gold web site
(http://www.whatsupgold.com/NetFlowMonitor).

=  WhatsUp Gold WhatsConnected plug-in for WhatsUp Gold provides layer 2/3
network discovery and topology mapping to visually depict device connectivity
down to the individual port. It also employs deep device scanning that provides
detailed Information about discovered devices in a simple device list view, a device
category view, and a detailed topology view. You can publish any of the network
maps as a network diagram in Microsoft® Visio™ or export detailed device information
to WhatsUp Gold to automate the creation of detailed network topology map views.
WhatsConnected also includes Layer 2 Trace and IP/MAC Finder tools to validate
connection paths and report real-time availability data on devices. For more
information, see the WhatsUp Gold web site
(http://www.whatsupgold.com/products/WhatsConnected).

WhatsUp Gold VolP Monitor plug-in for WhatsUp Gold measures your network's ability to
provide the quality of service (QoS) necessary for your VolP calls on your LAN and WAN links.
After a simple setup, the VolP Monitor accesses Cisco IP SLA (service level agreement)
enabled devices to monitor VolP performance and quality parameters including jitter, packet
loss, latency, and other performance values. The plug-in’s full integration with WhatsUp Gold
allows you to easily view graphs and metrics for bandwidth and interface utilization and
troubleshoot network issues that affect VolP performance. For more information, see the
WhatsUp Gold web site (http://www.whatsupgold.com/products/Voip_Monitor).

14
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New in Ipswitch WhatsUp Gold

Refer to the Release Notes (http://www.whatsupgold.com/WUG144relnotes) for Ipswitch
WhatsUp Gold product features, system requirements, fixed in this release, known issues, and
other information.

Sending feedback

We value your opinions on our products and welcome your feedback.

To provide feedback on existing features, suggest new features or enhancements, or suggest
ways to make our products easier to use, please fill out our product feedback form
(http://www.whatsupgold.com/wugfeedback).

Finding more information and updates

Following are information resources for WhatsUp Gold. This information may be periodically
updated and available on the WhatsUp Gold web site
(http://www.whatsupgold.com/wugtechsupport).

Release Notes. The release notes provide an overview of changes, known issues, and
bug fixes for the current release. The notes also contain instructions for installing,
upgrading, and configuring WhatsUp Gold. The release notes are available at Start >
Programs > Ipswitch WhatsUp Gold > Release Notes or on the WhatsUp Gold web
site (http://www.whatsupgold.com/WUG144relnotes).

Application Help for the console and web interface. The console and web help
contain dialog assistance, general configuration information, and how-to's that
explain how to use the features. The Table of Contents is organized by functional
area, and can be accessed from the main menu or by clicking Help in the console, or
the ?icon in the web interface.

Getting Started Guide. This guide provides an overview of WhatsUp Gold,
information to help you get started using the application, the system requirements,
and information about installing and upgrading. The Getting Started Guide is
available on the WhatsUp Gold web site (http://www.whatsupgold.com/wug144gsg).

Additional WhatsUp Gold resources. For a listing of current and previous guides
and help available for WhatsUp Gold products, see the WhatsUp Gold web site
(http://www.whatsupgold.com/support/guides.aspx).

WhatsUp Gold optional plug-ins. You can extend the core features of WhatsUp
Gold by installing plug-ins. For information on available plug-ins and to see release
notes for each plug-in, see WhatsUp Gold plug-ins documentation
(http://www.whatsupgold.com/support/guides.aspx).
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Licensing Information. Licensing and support information is available on the
Mylpswitch licensing portal (http://www.myipswitch.com/). The web portal provides
enhanced web-based capabilities to view and manage lpswitch product licenses.

Technical Support. Use the WhatsUp Gold Support Site for a variety of WhatsUp
Gold product help resources. From here you can view product documentation, search
Knowledge Base articles, access the community site for help from other users, and get
other Technical Support information. The Support Site is available on the WhatsUp
Gold web site (http://www.whatsupgold.com/wugtechsupport).
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Installing and Configuring WhatsUp Gold

In This Chapter
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System requirements

Refer to the Release Notes (http://www.whatsupgold.com/WC30relnotes) for
WhatsConnected product features, system requirements, fixed in this release, known issues,
and other information.

Installing WhatsUp Gold

.T'., Note: The Release Notes (http://www.whatsupgold.com/WUG144relnotes) contain the most
up-to-date information about installing WhatsUp Gold. Read the release notes prior to
installing to be aware of any potential installation issues.

Before installing WhatsUp Gold, you must decide where you want to store the network
management data WhatsUp Gold gathers.

By default, WhatsUp Gold installs Microsoft SQL Server 2005 Express Edition on the same
computer on which WhatsUp Gold is installed. This configuration works well for most
networks. However, Microsoft SQL Server 2005 Express Edition has a database size limit of 4
GB, which may be too small to contain the data collected on larger networks.
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Alternatively, you can configure WhatsUp Gold to use an existing Microsoft SQL Server
database. Microsoft SQL Server does not have the same size limitations as Microsoft SQL
Server 2005 Express Edition, but it does require a knowledgable database administrator for its
configuration and maintenace.

T Note: The installation instructions in this document apply only to WhatsUp Gold Standard
Edition and WhatsUp Gold Premium Edition. For installation instructions for WhatsUp Gold
Distributed Edition or WhatsUp Gold MSP Edition, see WhatsUp Gold Distributed Edition
Deployment Guide (http://www.whatsupgold.com/WUG144dsdg) or WhatsUp Gold MSP
Edition Deployment Guide (http://www.whatsupgold.com/WUG144mspdg).

Using IS for the WhatsUp Gold web server

Because of the need for a more robust and feature rich web platform, Microsoft IIS version 6,
or version 7 has become the recommended web server for supporting the WhatsUp Gold
Web Interface and its associated web services. The installation program has been updated to
automatically configure an existing IIS web server by default. The legacy WhatsUp Gold Web
Server is provided as a fall-back option.

For more information, see the Configuring the web server section of the Installing and
Configuring WhatsUp Gold (http://www.whatsupgold.com/wugiis_144) guide.
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About the console

The console is a Windows application used for the configuration and management of
WhatsUp Gold and its database. The console has six main components, which are indicated

on the image below.
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1 WhatsUp Gold Toolbar. The icons on this toolbar change according to the view you are
currently using. Button functions are identified with mouse-over tooltips. Additional
toolbar icons can be enabled for the Map view by selecting View > Toolbars.

2 Device Group Tree. This is a list of all device groups created through WhatsUp Gold.
When you perform a discovery scan, WhatsUp Gold creates a top level folder for that
scan. All discovered subnetworks are created in subgroups, but can be organized,
deleted, or renamed to fit your needs.

3 View pane. This pane displays the selected device group based on the view from the
tabs below (Device View or Map View).

4 View selectors. Choose the way you want to view your device groups. Each of these
views are explained in detail later in this chapter.

= Device View. This view provides an overview of each device and subgroup in a
selected device group.

= Map View. This view shows a graphical representation of the devices and subgroups
in a selected device group.

5 Polling Indicator Icons. These icons indicate the current state of the poll engine.
3 @ [] o~

Poll engine is connected Poll engine is not connected Polling is enabled Polling is disabled

6 Database Size Indicator Icon. This icon shows the current size of your database. The
color and shape changes according the database size thresholds:

B 49% and below
) 50% to 74%
] 75% and above

About the Task Tray and Desktop Actions icon

WhatsUp Gold installs two task bar icons on your computer.

= The Task Tray icon D alerts you to the status of the application as a whole.
=  The Desktop Actions icon E displays to indicate that the application for Sound and
Text-to-Speech actions is turned on.

T., Note: Desktop Actions must be running for the Sound and Text-to-Speech actions to work.
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WhatsUp Gold Icons

During normal operation, the Task Tray icon displays the worst state of all devices on your
map.

g Tip: You can enable tooltips to have the icon display any state change that occurs on the
system. To do this, right-click on the icon and select or clear Enable Tooltips.

ol o) )

When the WhatsUp Gold service is stopped and the polling engine is not running, this icon
appears:

e

In this case, you need to restart the WhatsUp Polling Engine service. If the polling engine is
not running, WhatsUp Gold is not connected to the database, and nothing in the application
functions properly.

= To turn off the Task Tray Application and icon ?D, right-click on the icon, then click
Close Task Tray Application.

= To turn off the Desktop Actions icon E right-click the icon, then click select Close.

.‘T.' Note: Sound and Text-to-Speech actions are disabled when you close the Desktop Actions
icon.

Using the WhatsUp Gold console menus

Additional menu commands, including the entire Arrange menu, are available in Map View.
The File menu (on page 22)

The Edit menu (on page 22)

The View menu (on page 23)

The Arrange Menu (on page 25) (Map View only)

The Configure Menu (on page 26)

The Tools Menu (on page 27)

The Reports Menu (on page 28)

The Window Menu (on page 28)

The Help Menu (on page 29)
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The File menu

Use this menu to discover devices, add new devices, create device groups and dynamic
groups, open and close device groups, print, and exit the application.

= New. Use the submenu that appears to select a command.

= New Device. Select this command to add a device.

= New Group. Select this command to create a new device group.

= New Dynamic Group. Select this command to create a new dynamic group.

= Discover Devices. Select this command to perform a device discovery scan using the
Discovery console.

= Open. Select this command to open a device group.

= Close. Select this command to close the device group.

= Print Set Up. Select this command to configure printing options.
= Print. Select this command to print the current page.

= Exit. Select this command to exit WhatsUp Gold.

The Edit menu

Use this menu to copy and paste, rename devices and groups, delete devices and groups,
perform a Bulk Field Change, and to access a device's or group's properties.
= Copy. Select this command to perform a copy-and-paste operation with a device.

= Paste. Select this command to perform a copy-and-paste operation with a device.

T.' Note: This command is unavailable until you have copied an item to paste.

= Rename. Select this command to rename a device or group.

= Delete. Select this command to delete a device or group from the Device List or from
a map.

= Bulk Field Change. Use the submenu that appears to select a Bulk Field Change
command.

T Note: This command is available only when you have multiple devices selected in either
Device View or Map View.

* Credentials. Select this command to perform a Bulk Field Change operation that
modifies device credentials.

= Polling Interval. Select this command to perform a Bulk Field Change operation that
modifies device polling intervals.

22



Using WhatsUp Gold 14.4

Maintenance Mode. Select this command to perform a Bulk Field Change operation
that modifies device maintenance modes.

Device Type. Select this command to perform a Bulk Field Change operation that
modifies device types.

Action Policy. Select this command to perform a Bulk Field Change operation that
modifies and applies Action Policies.

Up Dependency. Select this command to perform a Bulk Field Change operation that
modifies and applies up dependencies.

Down Dependency. Select this command to perform a Bulk Field Change operation
that modifies and applies down dependencies.

Notes. Select this command to perform a Bulk Field Change operation that configures
device notes.

Attribute. Select this command to perform a Bulk Field Change operation that
modifies and applies device attributes.

Performance Monitors. Select this command to perform a Bulk Field Change
operation that modifies and applies device performance monitors.

Active Monitor. Select this command to perform a Bulk Field Change operation that
modifies and applies device active monitors.

Active Monitor Properties. Select this command to perform a Bulk Field Change
operation that modifies device active monitor properties.

Properties. Select this command to view a device's or group's properties.

The View menu

Use this menu to select Device and Map View.

Device View. Select this command to select Device View.
Map View. Select this command to select Map View.

Navigate Up. Select this command to navigate to a device group higher in the device
tree.

Refresh. Select this command to refresh the application.

Zoom. Use the submenu that appears to select a Zoom command.
Note: The Zoom commands are only available only in Map View.

Percentages. Select one of the available percentage value commands to view the
map at the selected percentage value. Choose either 400%, 200%, 100%, 50%, or 25%.

All. Select this command to enlarge the entire map to fit the window.
In. Select this command to enlarge the size of the map by 25%.

Out. Select this command to decrease the size of the map by 25%.
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=  Window. Select this command to magnify a specific area of the map to fit the
window.

= Display. Use the submenu that appears to select a Display command.
T Note: The Display commands are only available in Map View.

= Device lcons. Select this command to disable or enable device icons in Map View.
Device Icons are enabled by default.

= Polling Dependency Arrows. Select this command to enable or disable polling
dependency arrows in Map View.

= Unconnected Links. Select this command to enable or disable unconnected links in
Map View.

= Snap to Grid. Select this command to enable or disable grid lines in Map View.
= Clip Device Names. Select the command to clip or un-clip device names in Map View.

=  Wrap Device Names. Select this command to wrap or un-wrap device names in Map
View.

= Remove Link Comments. Select this option to not display the link comments in the
Map View or deselect this option to display the link comments in the Map View.
Remove Link Comments is selected by default.

= Toolbars. Use the submenu that appears to select a Toolbar command.
T Note: The Standard toolbar is the only toolbar available in Device View.

= Standard. Select this command to remove or add the Standard toolbar to the
console. The Standard toolbar is enabled by default.

= Zoom. Select this command to remove or add the Zoom toolbar to the Map View. The
Zoom toolbar is enabled by default.

= Draw. Select this command to remove or add the Draw toolbar to the Map View. The
Draw toolbar is enabled by default.

= Edit. Select this command to remove or add the Edit toolbar to the Map View. The
Edit toolbar is enabled by default.

= Grid. Select this command to add or remove the Grid toolbar from the Map View.
= Align. Select this command to add or remove the Align toolbar from the Map View.

= Distribute. Select this command to add or remove the Distribute toolbar from the
Map View.

= Order. Select this command to add or remove the Order toolbar from the Map View.

= Grouping. Select this command to add or remove the Grouping toolbar from the Map
View.
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= Dependency. Select this command to add or remove the Dependency toolbar from
the Map View.

=  Flip. Select this command to add or remove the Flip toolbar from the Map View.

= Status Bar. Select this command to remove or add the Status Bar from the console.

T Note: Any changes made to the console Device and Map View are user-specific and only
effect the user account under which a change is made.

The Arrange menu

Use this menu in Map View to order, align, distribute, group, and flip the devices in your
device maps.

T Note: This menu is only available in Map View.

= Order. Use the submenu that appears to select an Order command.
T Note: The Order commands are only available for use with map annotations.

= Bring to front. Select this command to move a map annotation to the very front of
the map image.

= Bring to back. Select this command to move a map annotation to the very back of
the map image.

= Bring forward. Select this command to move a map annotation forward a level.
= Send backward. Select this command to move a map annotation backward a level.
= Align. Use the submenu that appears to select an Align command.

= Left. Select this command to align selected devices to the left side of the selected
area.

* Horizontal center. Select this command to align selected devices in the horizontal
center of the selected area.

= Right. Select this command to align selected devices to the right side of the selected
area.

=  Top. Select this command to align selected devices to the top of the selected area.
= Vertical bar. Select this command to align selected devices in a vertical bar.
= Bottom. Select this command to align selected devices to the bottom of the map.
= Distribute. Use the submenu that appears to select a Distribute command.

= Spacing horizontally. Select this command to space selected devices equidistant
from one another horizontally.
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Spacing vertically. Select this command to space selected devices equidistant from
one another vertically.

Center horizontally. Select this command to arrange selected devices around a
horizontal axis.

Center vertically. Select this command to arrange selected devices around a vertical
axis.

Device icons radially. Select this command to arrange selected devices into a circle.
Device icons in rows. Select this command to arrange selected devices in rows.
Device icons by links. Select this command to arrange selected devices by their links.

Grouping. Use the submenu that appears to select a Grouping command.

Note: The Group commands are only available for use with map annotations.

Group. Select this command to group two or more selected map annotations
together.

Ungroup. Select this command to ungroup map annotations.

Flip. Use the submenu that appears to select a Flip command.

T Note: The Flip commands are only available for use with map annotations.

Horizontally. Select this command to flip a selected map annotation horizontally.

Vertically. Select this command to flip a selected map annotation vertically.

The Configure menu

Use this menu to access the program options, all of the WhatsUp Gold libraries, recurring
actions and reports, device types, and global email settings.

T Note: The monitors and actions you configure via the Configure menu can be applied to a

device from its Properties dialog (Edit > Properties).

Program Options. Select this command to configure the WhatsUp Gold program
options.

Performance Monitor Library. Select this menu item to configure performance
monitors.

Active Monitor Library. Select this menu item to configure active monitors.
Passive Monitor Library. Select this menu item to configure passive monitors.
Action Library. Select this menu item to configure actions.

Action Policies. Select this menu item to configure action policies.
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Device Types. Select this menu item to configure device types.

.‘T_' Note: The functionality of device types has been replaced by device roles (on page 63). The

Device Type library is accessible for legacy support only.

Recurring Actions. Select this menu item to configure recurring actions.

Recurring Reports. Select this menu item to configure recurring reports.

T., Note: The functionality of Recurring Reports...

Credentials. Select this menu item to configure device credentials.

Email Settings. Select the menu item to configure the global email settings.

The Tools menu

Use this menu to discover devices, access a desktop remotely, view running actions, perform
database utilities, import trap definitions, and to acknowledge devices.

Discover Devices. Select this command to perform a device discovery scan using the
New Device Discovery Wizard.

VolP Configuration Utility. Select this command to run the WhatsUp Gold VolP
Configuration Utility. This command is only available if you have an active VolP
Monitor license.

WhatsConfigured. Select this command to open WhatsConfigured. This command is
only available if you have an active WhatsConfigured license.

Failover Console. Select this command to launch the WhatsUp Gold Failover
Console. This command is only available if you have an active WhatsUp Gold Failover
license.

Welcome Center. Select this command to access the WhatsUp Gold Welcome Center.
Remote Desktop. Select this command to connect to a remote desktop.

Running Actions. Select this command to view any actions that are currently
running.

Tip: You can use the Running Actions dialog to cancel running actions.

Database Utilities. Use the submenu that appears to select a Database Utilities
command.

Back Up WhatsUp SQL Database. Select this command to make a copy of your
WhatsUp Gold SQL database.

Restore WhatsUp SQL Database. Select this command to restore your WhatsUp Gold
SQL database with a previous version.

Back Up Flow Monitor SQL Database. Select this command to make a copy of your
Flow Monitor SQL database.
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Restore Flow Monitor SQL Database. Select this command to restore your Flow
Monitor SQL database with a previous version.

Services Manager. Select this command to start the WhatsUp Services Controller.
The WhatsUp Services Controller application (NMServiceManager .exe) provides a
single user interface to manage all Ipswitch WhatsUp Gold services.

Import Trap Definitions. Select this command to import trap definitions to the
Passive Monitor Library using the Trap Definition Import tool.

Acknowledge. Select this command to acknowledge device state changes.

The Reports menu

Use this menu to view WhatsUp Gold reports.

All. Select this command to view a list of all WhatsUp Gold reports.

System. Select this command to a view a list of WhatsUp Gold System reports, such
as Problem Areas reports with error logs and General reports with activity and action
logs.

Group. Select this command to view a list of WhatsUp Gold Group reports, such as
group performance reports.

Device. Select this command to view a list of WhatsUp Gold Device reports, such as
device performance reports and the Device Status report.

The Window menu

Use this menu manage the open windows on your computer desktop, and to enable the
WhatsUp Gold Network Explorer.

Close. Select this command to close the current window.

T Note: If you only one WhatsUp Gold window is open, you are unable to close the window

with this command. To exit the application, select File > Exit.

New Window:. Select this command to open a new window containing WhatsUp
Gold.

Cascade. Select this command to cascade the open WhatsUp Gold windows on your
desktop.

Tile Horizontally. Select this command to tile the open WhatsUp Gold windows on
your desktop horizontally.

Tile Vertically. Select this command to tile the open WhatsUp Gold windows on your
desktop vertically.

Network Explorer. Select this command to enable or disable the WhatsUp Gold
Network Explorer.
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The Help menu

Use this menu to view the WhatsUp Gold help system, Online Help, and information about
your licensed version of the product.

= Help Topics. Select to view the WhatsUp Gold help system.

= Online Help. Select to view the most recent WhatsUp Gold online help content.

= About WhatsUp. Select to view the About WhatsUp Gold dialog that displays your
license type, serial number, product edition, the registered user, the number of
currently monitored devices, the maximum number of monitored devices your
license type allows, and any installed plug-ins.

About the Device View

With a similar look and feel to Windows Explorer, the Device View gives you another option
to help you keep your complex network organized and performing properly. In this view,
devices are organized by device group, and appear in the list in alphabetical order based on
the name of the folder or the display name of the device.

Each device's icon provides information about its device state and the state of the monitors
associated to that device. In addition, the Status column indicates which specific monitor is
down and the duration of the interruption.

When the entry in the Device list is a group folder, the Status column shows the number of
devices in the group with a breakdown of how many devices are in each device state.
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About device icons

The following icons appear in the Device View when viewing the contents of a device group.

Icon Description
Q (Green) All monitors on the device are considered up.
IIJ—T Device entry appears in another device group. At least one monitor on the device is

unresponsive, but at least one is considered up.

(Orange) The device is currently in maintenance mode.

Em[ A bold device name shows that the device has undergone a state change, and that state
change has not been acknowledged. For more information about Acknowledgements,

see Device overview (on page 99).

Organizing Devices, Device Groups, and Maps with drag-and-drop

In the Device and Map views, you can quickly and easily organize your devices and device
groups by dragging the device you want in a particular group to the device group folder.
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After you drop the icon or icons, a menu appears, asking if you want to move or copy the
devices. If you move the devices, they are deleted from the previous device group. If you
copy the devices, the devices appear in both device groups.

L‘T, Note: When you copy a device using drag-and-drop, a shortcut is created in the new

location. Even though a device exists in multiple locations, it only exists once in the database.

Therefore, to modify a device, you can change the settings by opening the device properties
from any group in which the device appears, and the change is reflected in all other
instances of the device. This also means that each device is only polled once, no matter how
many times it appears in your device group tree.

About the Map View

Through the WhatsUp Gold Map View, you can create graphical representations of your
network, organized by any means that suit your needs. Devices can be placed on as many
maps as needed, without the devices being polled multiple times. In short, there is an
enormous amount of flexibility in the way you can use the Map View feature.

5 &ﬁ 2

|

& Device View | » -k Map View
J

The map above shows the relationships between the different sub-networks that WhatsUp
Gold discovered.

For more information on using the WhatsUp Gold Map View, see Using Maps (on page 146).
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Accessing the web interface

You can connect to the WhatsUp Gold web interface from any supported browser by
entering its web address. This web address consists of the hostname of the WhatsUp Gold
host and the web server port number. The default port number is 80.

For example, if your WhatsUp Gold host is named monitorl. ipswitch.com, then the web
address will be: http://monitorl. ipswitch.com:80.

T Note: When you use the default port number (80), you do not have to include the port
number in the address.

There are two default users on the Web server:

Account type Username Password
Administrator admin admin
Guest guest <password left blank>

.T'., Note: The WhatsUp Gold web interface Administrator account password can be changed in
the installation wizard during the WhatsUp Gold installation process.

You have the option to enable the web server during installation. You also can enable/disable
the web server in the WhatsUp Gold console (Configure > Program Options > Web Server),
then Select Enable web server on port.

T Note: Microsoft Internet Information Services (lIS) is also as the web server for WhatsUp Gold.
For more information, see the Configuring the web server section of the Installing and
Configuring WhatsUp Gold (http://www.whatsupgold.com/wugiis_144) guide.
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About the WhatsUp Gold web interface

The web interface allows you to view and modify almost all aspects of WhatsUp Gold using a
web browser. From the web interface, you can add devices, view or modify device groups,
view device maps, and access reports about your devices.

The web interface includes two features that are not available through the console:

= In WhatsUp Gold Premium, Distributed, and MSP Editions, Split Second Graphs
display up-to-the-second information on SNMP and WMI performance counters for
the devices on your network. Split Second Graphs can be viewed on the WhatsUp
Gold Web Performance Monitor, the Web Task Manager, device and group
performance reports, and several workspace reports.

= Full and workspace reports are only available through the web interface. From the
console, you can launch a web browser to view reports in the web interface, but you
cannot view the reports directly in the console.

There are also some features that are available in the console but are not available through
the web interface:

= Advanced mapping features, such as annotations, link lines, and automatic
arrangement of device icons are not available in the web interface.

= Device discovery is not available in the web interface, but you can add specific
devices by IP address.

The web interface is organized into four main sections: the GO menu, the Home tab, the
Devices tab, and the Reports tab.

About the GO menu

The main menu for the web interface is accessed using the GO button. The GO menu is
similar to the Microsoft Windows Start menu. The GO menu allows navigation to other areas
of the web interface with only a few clicks. It is always present in the top-left corner of the
browser window, except when viewing dialogs.

Home
=
Devices

Reporns

b
v
3
3
“w
5

L}
4t )
Alent Center

P Flow Monitor

Logged in as: ’

In some cases, plug-in products for WhatsUp Gold, such as WhatsUp Flow Monitor, add
additional sections to the GO menu. In these cases, select the name of the plug-in from the
list on the left to see the menu options for that plug-in.
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About the Home tab

The Home Workspace is the first screen you see after logging in to the web interface. The
Home Workspace is your customizable home page. It displays important information about
the health of monitored servers and network devices in a way that can be tailored to your
specific needs. The Home page comes pre-packaged with five preconfigured workspace
views:

= QGetting Started

= Active Management

= Passive Management

= Performance Managemant
= Distributed Overview*

*The Distributed Overview workspace view only exists if you have a license for WhatsUp Gold
Distributed Edition.

Each of these views contains four to six workspace reports related to the title's view.

In addition to these pre-configured views, you have the opportunity to create your own
workspace views.

For more information on your Home Workspace, see Customizing workspace views (on page
407).

The Workspace Toolbar

= Add Content. Use this button to add workspace reports to your workspace views.

= Workspace View. Use this drop-down menu to edit your workspace views and to
switch between workspace views.

= Help. Use this button to view the WhatsUp Gold Help for the window you are
currently viewing.

_J_ Workspace View: # @

|
Add Content REEUCEL Ml Options  Help

About the Devices tab

The Devices tab is used to view and manage the lists of devices you have added to WhatsUp
Gold. The Devices tab has two modes:
= Device View shows a list of devices and groups formatted like a table.
= Map View shows the map that you configured for the current device group in the
console.

You can add devices in either mode by using the Devices Menu or the Devices Toolbar
located along the top edge of your browser.
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The Devices Menu bar

File

File. Use this section of the menu to add new devices, device groups, and dynamic
groups.

Edit. Use this section of the menu to copy, move, edit, and delete devices and device
groups. You can also access Device Status and Device Properties from this section.

View. Use this section to switch between Device and Map views, to navigate to
device groups, and to refresh the screen.

Edit  View

The Devices Toolbar

New Device. Use this button to add a new device to your list of monitored devices.

New Group. Use this button to add a new device group to your list of monitored
devices.

New Dynamic Group. Use this button to add a new dynamic group to your list of
monitored devices.

EIE New Device 1F+ New Group 1& New Dynamic Group

The Right-Click Menu

You can also manage groups using the right-click menu, which includes quick links to many
common tasks, tools, and reports.

New Device...

New Group...

New Dimafmic Group...
Device Reports...
Group Reports..,
Copy

Move

Delete

Poll Now

Adknowiedge

& Remote Desktop.,.,
B web Task Manager
<\, Host Search. .

Device Status
Propertiss, .,

Drag and Drop

Just like in the console and most Windows applications, you can use your mouse to organize
devices and groups using drag and drop in the web interface. You can drag devices from the
device view or map view into device groups in the device groups list, in the list of devices and
groups contained in the current group, or on a map.
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About the Reports tab

The Reports tab is the starting point for launching Full Reports. When you select the Reports
tab, the Reports Overview screen appears.

ALL REFORTS
FAVORITES

slarta 9
e entre natmork and i
roubleshaot proems -

This screen divides the reports into several categories.

System reports show logs and diagnostic data for all devices.

Group reports allow you to compare availability and performance data for devices
within a group.

Device reports give a view into availability and performance data for a single device.
Alert Center reports allow you to view data generated by Alert Center threshold.

Performance reports allow you to view historical performance data for a device or
group.

Problem Area reports provide an indication of typical problems that may be
occurring on your network.

General reports give you access to your workspaces and show you data logged by
WhatsUp Gold during its operation.

All Reports opens a page with links to every available report.

Favorite reports is a customizable list of reports that you find useful.
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Report Category menu

The Report Category drop-down menu allows you to jump to report category screens from
where to choose reports for viewing.

Heport Category:

All Reports
Group
Performance

Problem Areas
General

Favorites

About the Alert Center tab

The Alert Center tab displays the Alert Center Home page, the control center for the WhatsUp
Gold Alert Center.
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From here you can view information about Alert Center thresholds and notification policies;
configure thresholds, notification policies and notifications; update items, and much more.
For more information, see Using the WhatsUp Gold Alert Center (on page 331).

About Instantinfo popups

Throughout WhatsUp Gold workspaces, full reports, and the Device List, you can hover over
some link types (such as hard drive names or network interfaces) and device icons to see real-
time data about the components of your network.

Top 10 - Disk Utilization

Device Disk

[E),192.168.3.133 C]
[E),192.168.3.133

192.168.3.133

801

G0

40

% LRilization

20

i+ T"T—"T—"T—TT
1:40:58 pm 104143 pm 1:42:28 pm 1431 3 pim 14355 pm 144:43 pm
Min: 86.43 Max 86.43 A 86.43 Last 86.43
Legend: Live Disk
I | abel: Serial Number 2c31fole
I, |abel. BACKUP Serial Mumber 2d3ddoSi

For more information, see Monitoring Performance Data in Real Time (on page 394).

Disabling Instantinfo popups

By default, Instantinfo popups are available in workspaces, full reports, and on the Device List,
but you can disable them if you prefer in any or all of the three locations.

To disable Instantinfo popups:

1
2

In the WhatsUp Gold web interfaces, click GO.

If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

Click Configure > Preferences. The User Preferences dialog appears.

Under Instantinfo, clear the check boxes for the areas where you do not want popups
to appear.

Click OK to save changes.
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About WhatsUp Gold Mobile Access

WhatsUp Gold provides mobile access to the WhatsUp Gold network management
application. Now you can conveniently view your network's status from a mobile device at
anytime. This new WhatsUp Gold feature ensures that you are informed about network issues
so that you can maintain critical network performance.

Mobile Access supported browsers

Because WhatsUp Gold Mobile Access does not depend on JavaScript to function, most
mobile web browsers support it. However, a JavaScript enabled browser enhances the
WhatsUp Gold look and navigation.

.‘T Note: Cookies are required for the standard web session to function.

Browsers supported to access the WhatsUp Gold mobile interface

=  Mobile Safari 2.2
= Microsoft Internet Explorer Mobile 6.1
=  QOpera Mini 4.2

g Tip: You may need to adjust your browser's viewing options to optimize for your device's
browser.
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Managing WhatsUp Gold Mobile Access

The WhatsUp Gold Mobile Access feature is enabled by default and the WhatsUp Gold Admin
user rights are selected by default. You can provide access to other WhatsUp Gold users in
the user rights options of the Edit User dialog. Use the following configuration options to
manage Mobile Access.

To enable or disable WhatsUp Gold Mobile Access (globally) in the Manage Web Server
configuration options:

1 Go to the Manage Web Server dialog.
=  From the web interface, click GO. The GO menu appears.
= [|f the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.
2 Select Configure > Manage Web Server. The Manage Web Server dialog appears.
3 Select the Enable Mobile Access option.

To enable or disable WhatsUp Gold Mobile Access users in the Manage Users
configuration options:

1 Go to the Manage Users dialog.
=  From the web interface, click GO. The GO menu appears.

= [f the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.
2 Select Configure > Manage Users. The Manage Users dialog appears.

3 Select a user that you want to give rights to access to WhatsUp Gold mobile features,
then click Edit. The Edit User dialog appears.

4 Under User Rights in the General options, click Mobile Access to enable the option.

Accessing WhatsUp Gold from a mobile device

You can access the WhatsUp Gold mobile interface from any supported mobile device
browser. Enter the WhatsUp Gold web address which includes the hostname of the WhatsUp
Gold host, the web server port number, followed by /NmConsole/Mobi le/Start. The
default port number is 80.

For example, if your WhatsUp Gold host is named monitorl. ipswitch.com, then the web
address will be: http://monitorl. ipswitch.com:80/NmConsole/Mobi le/Start/.

I’., Note: When you use the default port number (80), you do not have to include the port
number in the address.

T Note: If you want WhatsUp Gold Mobile Access to be accessible via the Internet (for example,
via mobile phones using EDGE or 3G), then make sure it is available on a server with a public
IP.
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The mobile access login screen opens. Enter your Username and Password, then click Login.

_all ATET 26 5:40 PM ==Y

Mobile/Start Login

In addition to the standard login, WhatsUp Gold Mobile Access includes a one-click login
feature. Because entering text in a mobile phone can be time consuming, WhatsUp Gold
allows you to create up to four one-click logins per mobile device. You can bookmark each
login or add to a mobile device Home Screen. One-click logins create an encrypted cookie on
the user's mobile phone that includes a username, password, root url (which helps with SSL
redirects), and the users last visited page (excluding dialogs) for session timeouts.

To create a new Mobile/Start Login:

1 Navigate to . .NmConsole/Mobi le/Start/

2 Click Create New Login. The Mobile Start utility appears.
3 Click Start. The Select a Login dialog appears.

< Tip: If WhatsUp Gold is configured to use an SSL connection and you are not using a secure
connection, you can click Switch to Secure Login to login on an SSL connection before
creating the one-click login.
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_all ATET 3G 1:15 PM =

Select a Login

You can create up to four different
accounts on your mobile device.
Select the account you would like to

o~ ~ e — ?

4 Select the login icon you want to use for the one-click login. The Create Login dialog
appears.

5 Enter the Username and Password, then click Create Mobile Login. The Login Created
dialog appears.

6 Click Done.

To login via the Mobile/Start Login:

T Note: If you want WhatsUp Gold Mobile Access to be accessible via the Internet (for example,
via mobile phones using EDGE or 3G), then make sure it is available on a server with a public
IP.

1 Start the WhatsUp Gold Mobile Access application on your mobile device browser.
2 Onthelogin page, click Mobile/Start Login. The Mobile/Start Login page appears.
3 Click the login icon for the account which you want to login to WhatsUp Gold.
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Navigating and using the WhatsUp Gold Mobile Access home screen

After you log in, the WhatsUp Gold Mobile Access home screen opens.

+) WhatsUp
- TR
Devices Reports
¥ Favorites
© ' Recent Reports
Preferences
} SRR

The home screen includes links to key WhatsUp Gold features so that you can view reports
and monitor your network devices from remote locations:

= Devices

= Reports

= Favorites

= Recent Reports

= Preferences

= Log Out
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Using Mobile Access Device List

-

Click Devices to access the WhatsUp Gold Mobile Access Device View and Map View. Within

the Devices view you can view individual device and device group reports.

_all ATET = 10:40 AM ==

Click toreturn to Click for
home screen Devices K Map View
Clickable Links to the
breadcrumb links - group status
Click to sortby i Click to sort
display name — by device
192.168.3.182 status
192.168.3.9
B ATL-NAS

5 192.168.3.23

5 192.168.3.25

E atl-nas2.ipswitch_m.ipswitch.com
H atldc.ipswitch_m.ipswitch.com

E atlde2.ipswitch_m.ipswitch.com

Click a device to view the device reports or click a device group to view devices within a

group.
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Using Mobile Access Reports

Lnd

Click Reports to access WhatsUp Gold Mobile Access Reports. Mobile Access is primarily a
reporting tool designed to extend the remote access to your network information. There are
a number of standard WhatsUp Gold reports that are available as WhatsUp Gold mobile
reports.

home screen
Favorites Click to expand
report categories

|

Each report includes options to specify the report data you want to view, such as date range,
chart preferences, add to favorites, and other options. If you have the WhatsUp Gold Flow
Monitor, Flow Monitor reports are also available in WhatsUp Gold Mobile Access.

Configuring device Notes and Attributes

All device Notes and Attributes information that you want to view from your mobile device
reports must be set up in the WhatsUp Gold console or web interface device properties
dialog. You can add phone numbers, email addresses, and Google Maps addresses to
function as links on mobile devices with browsers that support these features.

To add a phone number as a Note or Attribute:

1 From the WhatsUp Gold console or web interface, in the Device View, right-click a
device. In the right-click menu, select Properties, then select Notes or Attributes.
2 Inthe Attribute or Note field, use standard html code for a phone number link. For

example:
<a href="tel:(123) 123-1234">(123) 123-1234</a>
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To add an email address as a Note or Attribute:

1 From the WhatsUp Gold console or web interface, in the Device View, right-click a
device. In the right-click menu, select Properties, then select Notes or Attributes.

2 Inthe Attribute or Note field, use standard html code for an email link. For example:
<a href="mailto:<John Doe> jdoe@ipswitch.com">John Doe</a>

To add a Google Map address as a Note or Attribute:

1 From the WhatsUp Gold console or web interface, in the Device View, right-click a
device. In the right-click menu, select Properties, then select Notes or Attributes.

2 Inthe Attribute or Note field, use standard html code for a Google map link. Google
map links can be copied from the link field on the address's map view.

Using Mobile Access Favorites

WhatsUp Gold Mobile Access Favorites lets you view favorite reports that you mark with the

Add to Favorites button at the bottom of each report.

_all ATET = 1:52 PM =
- ) CPU Utilization

Click to view
other reports

1 192.168.3.182 Click to select a
different device

100
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1001 1045 10029 1142
@ Chart Display
Avg Util% 12.89%
Min Util% 3.00%
Max Util% 84.00%
B Add To Favorites —— Click to add
report to
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When you mark a report as a favorite, you can use the options to save the specific report
parameters such as the device, date range, and other report range selection criteria for the
report. This helps you view your favorite reports with the report preconfigured for your
viewing preferences. To add the Favorite report to your mobile device home screen, click
Also show on Home screen.

_all ATET = 2:27 PM ==
~ Cancel | Add to Favorites | Save

Name

[ CPU Utilization - Custom 1 - 192.168. ]

Group

[ Favorites '

Include these parameters Enter and

o — — o = select report
Date Range: Custom 1 Favorite &
Device: 192.168.3.182 preferences

Also show on Home screen

On the Home screen, click Favorites to expand and view your favorite reports. You can also
click Recent Reports to view the ten most recent reports you have viewed.
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Using Mobile Access Preferences

Click the Preferences button on the Home screen to set your WhatsUp Gold Mobile Access

preferences.

The Preferences dialog provides information about the browser and OS versions. You can also
set a limit on the number rows displayed in a report and set the preferred viewing language.

‘Preferences

Limit Report Rows 5 B

Browser

Mozilla’s.0 (iPhone; L

Language

| | English ™ ‘
Delete Mobile Start Logins

In the Preferences dialog, when you click Delete Mobile Start Logins, all mobile start logins

are deleted; no confirmation is required.
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Discovering Network Data

Discovering network devices

In This Chapter

Preparing devices for discovery....... 49
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Configuring Scheduled DiSCOVErY......neenseesseinssissisesssssssssssesass 60
Adding a single device manually.......cccceuerrerernnes 61

Network discovery is the process WhatsUp Gold uses to identify devices on your network that
you may want to monitor. Network discovery scans each device to determine its
manufacturer, model, and running software and services. WhatsUp Gold uses this information
to automatically assign commonly used monitors to each device.

Before you discover the devices on your network, you need to prepare both your devices and
WhatsUp Gold so that devices are discovered properly.

Preparing devices for discovery

For In order for WhatsUp Gold to properly discover and identify a device, the device must
respond to the protocols that WhatsUp Gold uses during discovery.

Preparing devices to be discovered

To discover that a device exists on an IP address, WhatsUp Gold uses the following methods:
=  Ping (ICMP)
= Scanning for open TCP port

If a device does not respond to ping or TCP requests, it cannot be discovered by WhatsUp
Gold. We recommend ensuring that all devices respond to at least one of these types of
requests.
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When using TCP port checks, discovery checks the ports listed in the following table.

Port

9

21

22

23

25

80

123

135

137

138

139

445

500

1900

Preparing devices to be identified

Description

Discard

FTP

SSH

Telnet

SMTP

HTTP

NTP

Microsoft COM RPC

Microsoft File and printer sharing
Microsoft File and printer sharing
Microsoft File and printer sharing
Microsoft File and printer sharing
Microsoft authentication

UPnP

After WhatsUp Gold discovers a device on an IP address, it queries the device to determine its
manufacturer and model, components (such as fans, CPUs, and hard disks), operating system,

and specific services (such as HTTP or DNS). To gain this information, WhatsUp Gold uses a

combination of SNMP and WMI.

Enabling SNMP on devices

We recommend that important devices be configured to respond to SNMP requests. For

information about how to enable SNMP on a specific device, see Enabling SNMP on Windows

devices (on page 318) or consult the device documentation.
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Enabling WMI on devices

Alternatively, WhatsUp Gold can gather information about Windows computers using WMI.
In most cases, however, the information available via WMl is also available via SNMP. Becaus
SNMP requests are more efficient than WMI requests, we recommend using WMI only when
SNMP cannot be enabled or does not provide the same information as WMI.

.T'., Note: If a firewall exists between WhatsUp Gold and the devices to be discovered (or if the
Windows Firewall is enabled on the computer where WhatsUp Gold is installed), make sure
that the appropriate ports are open on the firewall to allow WhatsUp Gold to communicate
via SNMP and WMI. For more information, see Troubleshooting SNMP and WMI connections
(on page 539).

Preparing WhatsUp Gold for discovery

Before running discovery for the first time, you need to configure credentials and action
policies in WhatsUp Gold.

Configuring credentials

The discovery process uses SNMP and WMI credentials to correctly identify devices. For the
best results, you should configure all of the credentials used by devices on your network
before starting a discovery scan.

To configure credentials:

1 From the WhatsUp Gold console, select Configure > Credentials. The Credentials
Library appears. (In the Web interface, select GO > Configure > Credentials.)

2 Click New. The Select Credential Type dialog appears.

3 Select the type of credential you want to create, then click OK. The Add New Credential
dialog appears.

4 Enter the information for the credential you want to create, then click OK. The Add New
Credential dialog closes.

5 Repeat steps 2 through 4 for each credential that you want to use during the discovery
process.

For more information about credentials, see Using Credentials (on page 100).

4 Tip: You can also configure SNMP credentials from the WhatsUp Gold Welcome Center
(accessible on the console from Tools > Welcome Center).

e
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Creating action policies

The discovery process gives you the ability to associate action policies, which describe what
actions should be taken when a device's status changes. To use these action policies during
discovery, you must configure them in WhatsUp Gold before starting a discovery session,
then associate them with a device role.

To create an action policy:

1

8

From the WhatsUp Gold console, select Configure > Action Policies. The Action
Policies dialog appears.

Click New. The New Action Policy dialog appears.

Enter a name for the action policy. This name is used to help you identify this action
policy in WhatsUp Gold.

Click Add. The Action Builder wizard appears.

Follow the on-screen instructions in the Action Builder wizard to create or select actions
for the policy. At the end of the wizard, click Finish to close the Action Builder wizard
and add the action to the action policy.

To add additional actions to the action policy, click Add again.

After you have added all of the actions to the action policy, verify that they are listed in
the correct order. If they are not, you can select actions and use the Up and Down
buttons to change the actions' order in the list.

Click OK. The New Action Policy dialog closes.

To associate an action policy with a device role:

1

After creating the action policy, select File > Discover Devices from the WhatsUp Gold
menu. The Discovery console appears.

From the Discovery console menu, select Advanced > Device role settings. The Device
Role Settings dialog appears.

Select the device role that you want to use in the action policy, then click Configure.
The Role Settings Editor appears.

Select the Action Policy tab.
Select the action policy, then click OK. The Role Settings Editor dialog closes.

For more information about action policies, see About Action Policies (on page 303).

Tip: If you enter email information into the WhatsUp Gold Welcome Center, an action that
emails the address you enter is automatically created and added to a default action policy.

Configuring and running discovery

Discovering devices on your network is a three-stage process that includes:

= configuring discovery settings (on page 53)
= running discovery (on page 57)
= adding discovered devices to WhatsUp Gold (on page 58)
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To begin discovering devices on your network, select File > Discover Devices from the
WhatsUp Gold menu.

¢ Tip: You can also run discovery from the web interface. From the WhatsUp section of the GO
menu, select Device > Discover devices. The <DiscoveryAppWeb> appears.

Configure discovery settings

Before you can run a discovery scan on your network, you need to configure the discovery
settings. These settings are all located in the Settings column of the Discovery Console.

Select scan settings

WhatsUp Gold can use several different methods to scan your network. Select the scan type
that best suits your network.

=  SNMP Smart Scan. WhatsUp Gold discovers devices by reading SNMP information on
your network. This scan type uses one or more SNMP-enabled devices to identify the
devices and sub-networks on your network. For more information, see Using SNMP
Smart Scan (on page 54).

= IP Range Scan. Using this option, WhatsUp Gold scans a range of IP addresses. For
more information, see Using IP Range Scan (on page 55).

= Hosts File Scan. WhatsUp Gold imports devices from a hosts file. For more
information, see Using Hosts File Scan (on page 56).

= VMware Scan. WhatsUp Gold connects to VMware servers and uses the VMware
vSphere API to gather infrastructure information about your virtual environment. The
VMware Scan uses a list of user provided VMware vCenter servers or VMware hosts as
targets for the scan. For more information, see Using VMware Scan.

Select SNMP,Windows and VMware credentials

To correctly identify devices, WhatsUp Gold needs to query the devices using SNMP, WMI, the
VMware API or all of these methods. In these sections, select the credentials that you want
WhatsUp Gold to use during discovery. You can select multiple credentials. The credentials
list contains the credentials currently configured in the Credential Library. To use a credential
that is not listed, you must first add the credential to the Credential Library in WhatsUp Gold.
For more information, see Using Credentials (on page 100).

T Note: Selecting too many credentials may significantly increase the time required to run
discovery. To decrease the amount of time it takes for discovery to run, select only the
credentials that are used by the devices you want to discover.
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Configure scan method

WhatsUp Gold can use two methods to detect that a device exists on an IP address:

= Ping. When using this method, WhatsUp Gold detects devices by issuing a ping
request via ICMP and listening for a response.

= Advanced. When using this method, WhatsUp Gold first detects all devices that
respond to ping. Then, if a device does not respond to ping, WhatsUp Gold scans
common TCP ports for a response. For a complete list of TCP ports that WhatsUp Gold
scans using this method, see Preparing devices for discovery (on page 49).

Configure advanced settings

You can modify the timeout and retry settings for SNMP and WMI requests. By default,
WhatsUp Gold has a 2 second timeout for SNMP requests, 10 seconds for WMI requests, and
retries failed SNMP requests once.

If the Use SNMP SysName to name devices option is selected, WhatsUp Gold attempts to
identify the SNMP SysName as the first measure to define the device name. If SNMP is not
enabled on a device, WhatsUp Gold attempts to resolve the DNS host name of discovered
devices if the Resolve host names option is selected. If neither the SNMP SysName nor the
DNS host name is available, WhatsUp Gold uses the device IP address to name the device.
Clear Resolve host names and Use SNMP SysName to name devices if you do not want
WhatsUp Gold to resolve the device name with either of these discovery methods.

By default, WhatsUp Gold automatically scans for virtual machines hosted by discovered
VMware servers. If you do not want WhatsUp Gold to scan for the virtual machines hosted by
discovered VMware servers, clear Automatically scan virtual machine devices after
scanning the VMware server hosting them.

Using SNMP Smart Scan

Scan Type

[ Smart Scan - |

Seed Addresses:

Add | Edit | Remove

Scan Depth:

2
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To use SNMP Smart Scan, configure these settings:

Seed Addresses. Enter the IP addresses that indicate where you want to start the
network discovery scan. The discovery engine reads SNMP data from these devices
and continues to scan the network for additional devices based on the SNMP
responses from the seed devices.

» Add. Click to enter a new seed address for the discovery scan.
= Edit. Select a seed address to change.
= Remove. Select a seed address to delete.

Scan Depth. Enter an integer value that defines how deep discovery should scan to
find network devices. This sets the levels of your network that you want to scan. With
a value of 1, the scan discovers and maps your top-level network and any sub-
networks of that top-level. To discover a sub-network within that sub-network, you
must enter a scan depth of 2 or greater. The default value of 2 means that the scan
discovers and maps the top-level network and two sub-network levels.

Using IP Range Scan

Scan Type:

[ Range Scan = |

Start Address:

19218831

End Address:

192188.3.12

To use IP Range Scan, configure these settings:

Start Address. Enter the first IP address in the range you want to discover.

End Address. Enter the last IP address from the range you want to discover.

For example, if you want to discover devices between 192.168.0.1 and 192.168.0.128, enter
192.168.0.1 for Start Address and 192.168.0.128 for End Address.
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Using Hosts File Scan

Sean Type:

[H::usb’. File 5can vl

Host= File:

CaWindows\System32idriversietc\hosts

E Load/Reload... 1

To use Hosts File Scan:

= C(lick Load/Reload (console) or Upload (web interface) to browse to the Hosts file
location. Discovery scans and imports the IP addresses mapped to host names listed
in the Hosts text file. You can also select other text files that include a list of IP
address.

@ Important: If you update the Hosts text file, you must click Load/Reload (console) or
Upload (web interface) to update the host file information. If you do not, the Hosts file
changes will not be updated for new Hosts File Scans.

Using VMware Scan

Scan Type:

["."Mware Scan vl

Rescan existing WUG YMware vCenter servers
and hosts. (recommended)

Add new VMware vCenter servers or hosts:

172164213, 192.168.3.178, 192.168.204.10,
17215424

= VMware Scan. This scan connects to VMware servers and uses the VMware vSphere
API to gather infrastructure information about your virtual environment. The VMware
Scan uses a list of user provided VMware vCenter servers or VMware hosts as targets

for the scan.
= Rescan existing WUG VMware vCenter servers and hosts (recommended). Use

this option to rescan previously discovered vCenter servers and hosts. Choosing this
option updates the device lists and maps provided in the Device View and Map View.

= Add new VMware vCenter servers or hosts. Enter the IP address of the managing
vCenter or VMware hosts.
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L‘T Note: You can enter a vCenter IP address as a target and WhatsVirtual will discover all
VMware hosts and virtual machines the vCenter manages.

LTT Note: If you want detailed information about VMware hosts to be available for the VMware
Host Details report, you must add credentials for the VMware hosts.

T Note: You must have VMware credentials for all of the servers in the list of targets for the
scan.

< Note: Ensure that VMware Tools are installed on each virtual machine you want to discover.

If VMware tools are not installed on a virtual machine, the device will not be discovered
during the VMware Scan.

Running discovery

After you have configured discovery settings, click Start a discovery session to find devices

on your network.

When you begin a new discovery session:

= The Settings pane is replaced by the Progress Summary pane, which lists information

about the running discovery session.

= Discovered devices are added to the list in the Devices Discovered pane. As each
device is scanned, additional information about it becomes available, such as its
brand, model, and operating system. Based on what it discovers about a device,

WhatsUp Gold designates a device role, which defines what monitors WhatsUp Gold

attempts to apply to the device.

& Whatillp Gold v14.0
Fle  Advanced  Falp
Progress Summary ] Devices Discovered [ ]
Dievice Summary Brand [ Cperating Systern Rele St

Device Limit Undimited Wieh senser
& £icting Devices 147 b WP LA R =
N

Discovered Devices 84 —
Metwaork Traffic

O ShMP Bytes finjout) 73324 7 68618

& oo vt 1468/ 1517
i ot s Wnls yarver
Session Metrics
T Sean Start GRN00 2TIIPM |y HP Caor Las e
™} Cean En
SE Vieh serves
Elugrsed Time 000020
it arver
Session Settings
B scanType Range Vieh server
SNMP Condpntions (171} Vieh server
Windows Credentials (04 0) ieh server
Progress - 30.20 %
Device Information ®
-/I Stop the curmnt dacovery saiian

Add comgeted devices to WhatsUp Gald = = | =
B Device Information Schedied Dacoveries [0} | bl Saved fiesults (7
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To see detailed information about a discovered device:

1

Select a fully discovered device from the list in the Devices Discovered pane. You can tell
a device has been fully discovered when the Status column lists completed. The row
highlights when the device is selected.

If it is not already selected, select the Device Information tab from the bottom of
window. This section shows detailed information about the selected device.

To stop a running discovery session:

If a discovery session has not completed fully (reached 100% on the progress bar), you can
stop it by clicking Stop the current discovery session.

:(

Tip: When you stop a running discovery session, the devices that have been completely
discovered remain in the Devices Discovered list and can still be added to WhatsUp Gold.
Devices that show a Status of Canceled, however, cannot be added to WhatsUp Gold unless
you run another discovery session and allow them to be discovered completely.

Add discovered devices to WhatsUp Gold

After WhatsUp Gold discovers and identifies the role of devices, you can add those devices to
a device group. You do not have to wait for the discovery session to reach 100% before you
can add devices; after a device is listed as Complete in the Status column, it can be added to a
device group.

Tip: If a device identifies with an incorrect role or a role other than the one you want to use,
you can change it in the drop down in the Role column. This field lists all of the roles for
which the device met the criteria. If the role you want to use is not in this list, you must
modify the device identification on the role. For more information, see Using Device Roles (on
page 63).

To add all completed devices to a device group:

1

Click Add completed devices to WhatsUp Gold. The Add Devices to WhatsUp Gold
dialog appears.

:’F Note: Only devices that are listed as Complete in the Status column can be added. If any

2

selected devices are in any other status, they are not added to WhatsUp Gold.

In Group name, enter the name of the device group to which you want to add devices.
To use a device group that already exists in WhatsUp Gold, enter its name exactly as it
appears in WhatsUp Gold. If the entered name does not already exist in WhatsUp Gold, a
device group with that name is created. To use a default name, which includes the type
of scan and the time the scan started, click Default name.

Click Add devices to WhatsUp Gold. A progress dialog appears as the devices are
added to the device group.

When you are finished adding devices, click Close. The Save Device Settings dialog
closes.
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To add a subset of completed devices to a device group:

1 Inthe Devices Discovered pane, select the device or devices you want to add to a device
group.
= To select a single device, click on the device in the Devices Discovered pane.

» To select a contiguous group of devices, hold down the Shift key on the keyboard and
click on the first device and last device in the group.

o Tip: To easily add all devices of a role, such as all routers, sort the Devices Discovered pane
by Role before selecting the devices.

= To select multiple non-contiguous devices, hold down the Ctrl key on the keyboard
and click on each device you want to add.
2 Right-click on the selected devices, then select Add Selected Devices to WhatsUp
Gold. The Add Devices to WhatsUp Gold dialog appears.

T Note: Only devices that are listed as Complete in the Status column can be added. If any
selected devices are in any other status, they are not added to WhatsUp Gold.

3 In Group name, enter the name of the device group to which you want to add devices.
To use a device group that already exists in WhatsUp Gold, enter its name exactly as it
appears in WhatsUp Gold. If the entered name does not already exist in WhatsUp Gold, a
device group with that name is created. To use a default name, which includes the type
of scan and the time the scan started, click Default name.

4 C(lick Add devices to WhatsUp Gold. A progress dialog appears as the devices are
added to the device group.

5 When you are finished adding devices, click Close. The Save Device Settings dialog
closes.

After discovered devices are added to the device group, WhatsUp Gold begins monitoring
them immediately.
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Saving discovery results

You can save the results of a network discovery to return to at a later time. This is useful if you
are discovering a large network and will be creating device groups and adding devices over
more than one session.

To save the results of a discovery session:

@ Important: When you save the device discovery results, the list of devices found in the
discovery are saved. This does not save the devices to the WhatsUp Gold database.

1 From the Discovery console, click File > Save Discovery Results. The Save Discovery
Session dialog appears.

2 Enter a Name and Description for the saved discovery session, then click OK. The
discovery session is saved under the Saved Results tab.

To open a saved discovery session:

" .
(. Caution: Saved results are not updated when they are opened. If your network changes
between the time of the initial scan and when you open the saved results, the saved results
will not be accurate.

1 From the Discovery console, select the Saved Results tab.

2 Select the saved discovery session that you want to open, then click View. The saved
discovery session results appear in the Devices Discovered pane.

Configuring Scheduled Discovery

After you have optimized discovery settings for your network, you can schedule discovery to
run periodically using those settings. Each time discovery runs, it detects new devices on your
network and suggests adding monitors on devices that have changed since the last
discovery.

:’F Note: Scheduled discovery replaces the active discovery feature from versions released
before WhatsUp Gold v14.

To create a scheduled discovery:

1 From the WhatsUp Gold console, select File > Discover Devices. The Discovery console
appears.

2 In Discovery console, configure the settings for the discovery you want to schedule. For
more information, see Configure discovery settings (on page 53).

3 Select Advanced > Create a Scheduled Discovery. The Scheduled Discovery Settings
dialog appears.

4 Configure the discovery settings, schedule information, and schedule recurrence
settings.
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5 To have this discovery detect both new devices and new services on existing devices,
click Test for new monitors on existing devices. If this option is not selected, WhatsUp
Gold does not scan for new services on existing devices.

6 To receive an email notification of the discovery's results, click Send email notification
upon completion.

a) Click Email to configure the email notification. The Email Settings dialog appears.

b) Enter the information for the email. In Body, you can use HTML and discovery percent
variables.
c) After you have configured the email, click OK. The Email Settings dialog closes.
7 Verify that Schedule enabled is checked.

8 Click OK to save the scheduled discovery. The Scheduled Discovery Settings dialog
closes.

To view and edit scheduled discoveries:

1 From the WhatsUp Gold console, select File > Discover Devices. The Discovery console
appears.

2 Inthe tabbed section at the bottom of the Discovery Console, click Scheduled
Discoveries. The Scheduled Discoveries tab appears.

3 Select a scheduled discovery in the list that you want to view or edit, then click Edit.
4 Change the discovery schedule as required.

To delete a scheduled discovery:

1 From the WhatsUp Gold console, select File > Discover Devices. The Discovery console
appears.

2 Inthe tabbed section at the bottom of the Discovery Console, click Scheduled
Discoveries. The Scheduled Discoveries tab appears.

3 Select a scheduled discovery you want to delete, then click Delete.

Adding a single device manually
There are two ways to add individual devices to the monitoring database:

= Inthe Map View or Device View, in the console or the web interface, right-click and
select New > New Device.

=  From the console, click File > New > New Device.
- Or -
=  From the web interface, click GO. The GO menu appears.

= [|f the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

=  Select Devices > New Device.
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Adding a device without scanning

You can add a "bare bones" device to the database immediately without scanning. The new
device is generically categorized as a workstation.

This option is sometimes useful for testing purposes, as it allows you to add the same device
to a database multiple times. At this time there no limit for the number of times you can add
the same device to your database. For more information, see Adding a new device (on page
114).
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When WhatsUp Gold discovers devices, it tries to determine the type of each device so that it
can monitor them appropriately. To determine a device type, WhatsUp Gold compares the
discovered attributes of each device to a set of criteria called device roles.

Device roles do two things:

= Specify the criteria that a device must match to be identified as the device role.
= Specify the monitoring configuration that is applied to the device when it is added to
WhatsUp Gold.

WhatsUp Gold provides more than 15 default device roles that are used to identify most
common network devices. If your network includes devices that are not identified by this
default set, you can create custom device roles.
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Configuring device role settings

When a device is added to WhatsUp Gold, its initial configuration is specified by its device
role. You can use the Device Role Settings dialog to configure and modify custom device
roles for use with your network.

f _| Device Role Settings
‘-;r"

This dislog allows you ta specify the default configuration behaviar of the WhatsUp discovery, how a devics is going to be

configured after its role has been identified

Device : "
I % Device

8 DHCP Server et
By default, this role is assigned to devices that do not maltch any other device role.

%, Email server
v

B Performance monitors (none) -
E’ Firewall
i . Printer @ Passive monitors  (none) =
v
| e
&= Router
v
.‘: SAN device ™ Context menu items (4) = [
v
g Telnet server P Notes (69 characters) -
v #+ Device attributes  (12) il '
B vCenter S
o vCenter Server
C_RViVH = £
| Configure... | Add. b
Help Close

L’E Note: The Device Role Settings dialog is only available from the WhatsUp Gold console.

To configure device role settings:

1 From the Discovery console available from the WhatsUp Gold console, select Advanced

> Device role settings. The Device Role Settings dialog appears.
2 Select the device role you want to modify, then click Configure.

-OR-

Click Add to create a new device role. The New Role dialog appears.

L’E Note: You cannot modify the role identification criteria of a default role. You can, however,
duplicate a default role and modify the new role's criteria, then disable the default role.
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Riole Settings Editor = |E| I8
[
New Role
This dialog allows you change the configuration settings associated with a device role.
W Context menu items - Web links * Notes | & Device atributes Role identification
¥ General * Performance maonitars | s Active monitors | Passive monitars %y Actions
lcan: Mame: "]
New Aale
| a = MNewly added role
Device type naming scheme:
% Dvscovery. Device Brand %Discovery Device Model %Discovery. Device. 05 %Discovery. Device Brimanyfiole
| oK | Cancel || Help |

3 Configure the device properties. The following table lists the device properties that can
be configured to be automatically added to discovered devices that match a device role.

To configure this property Use this tab
The deviFe's icon and |' 7 General 1
informational overlay text, as

seen on the device map

Notes

Supports discovery percent
variables (on page 69). For
more information, see the
General tab Help.

Performance monitors applied to

. 2 Performance monitors
the device

Active monitors applied to the
device, including which active
monitors are critical

Active monitors ‘|

C

1 For more information, see the
Performance monitors tab
Help.

To make an active monitor
critical, click the checkbox in
the Critical column of that
monitor. For more
information, see About critical
active monitors (on page 246)
and the Active monitors tab
Help.

Passive monitors associated with |'
the device

. . . .
Actlpn policy applied to the W Actions ‘|
device

. Passive monitors 1

We do not recommend
enabling the Any options.
The Any options cause
WhatsUp Gold to save a large
volume of data and can lead
to performance problems
caused by a large database.
For more information, see the
Passive monitors tab Help.

For more information, see the
Actions tab Help.

Context menu items available

. s . [ @ Context menu items
when right-clicking on the device

1 Supports discovery percent
variables (on page 69). For
more information, see the
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in the console Context menu items tab Help.

Web links available for the device | &8 Web links Supports discovery percent

in the web interface variables (on page 69). For
more information, see the
Web links tab Help.

The initial content of the device's [ 2 Nodes ] Supports discovery percent

Notes field variables (on page 69). For
more information, see the
Notes tab Help.

Attributes added to the device [ T e TeTee ] Supports discovery percent
variables (on page 69). For
more information, see the
Device attributes tab Help.

The criteria a discovery scan uses | & Role identification For more information, see

to determine whether a device Configuring device role

fits a specific role identification settings (on page
66).

Configuring device role identification settings

To determine if a device is a certain role, WhatsUp Gold can use several different types of
criteria ranging from simple DNS and TCP port checks to complex SNMP queries.

To configure how a role is identified:

1 From the Discovery console available from the WhatsUp Gold console, select Advanced
> Device role settings. The Device Role Settings dialog appears.

2 Select the device role you want to modify, then click Configure.
-OR-

Click Add to create a new device role. The New Role dialog appears.

L Note: You cannot modify the role identification criteria of a default role. You can, however,
duplicate a default role and modify the new role's criteria, then disable the default role.

3 Select the Role identification tab.

4 To add a new criterion, click Add. The Select an identification criterion type dialog
appears.

-OR-

To edit an existing criterion, click Edit. The Edit Criterion dialog appears. Skip to step
7 to continue.
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5 Select a criterion from the list.

DNS hostname contains. Select to set criteria that passes if the value of the polled
SNMP object (OID) contains the specified hostname value. For example, you can
check that a device name contains "ATL," the prefix used in the Atlanta office
computer names.

SNMP object contains. Select to set criteria that passes if the value of the polled
SNMP object (OID) contains the specified value. For example, you can check for
devices that contain the OID value 1.3.6.1.2.1.1.1.0 (Microsoft branch) with "Version
5.1" system description information to determine the devices that are running
Windows XP.

SNMP object has a child which contains. Select to set criteria that passes if the value
of the polled SNMP object (OID) includes a child object. For example, you can check
for devices that contain the OID value 1.3.6.1.2.1.17 (dot1dBridge, the root of the
bridge MIB). If this OID has a child, it means the device supports the Bridge MIB, and
therefore the device must be a switch.

SNMP object has a number of children greater than. Select to set criteria that
passes if the value of the polled SNMP object (OID) includes child objects greater than
x number of children. For example, you can check the number of instances of a device
interface by discovering instances of the interface table. This criterion could be used
to identify "critical" network switches by identifying switches with 200 or more
interface tables.

SNMP object has a value. Select to set criteria that passes if the value of the polled
SNMP object (OID) contains the specified value. For example, you can check for
devices that contain the OID value 1.3.6.1.2.1.1.6 (sysLocation) with "Server Room"
system description information to determine the devices that are network servers.

SNMP object has at least one child. Select to set criteria that passes if the value of
the polled SNMP object (OID) includes at least one child object. For example, you can
check that a printer OID includes at least one child printer OID. This criterion
determines that the device is definitely a printer device. Printer OIDs must include a
printer child OID.

SNMP object is. Select to set criteria that passes if the value of the polled SNMP
object (OID) is equal to the specified value. For example, you could poll the sysContact
object to make sure the configured contact information is equal to "Jane Doe."

SNMP object matches regular expression. Select to set criteria that passes if the
value of the polled SNMP object (OID) matches the specified regular expression (on
page 181) value. For example, you could check for devices that contain the OID value
1.3.6.1.2.1.1.1.0, the Catalyst switch sysDescr. If this system description matches the
regular expression value (.*Catalyst), the criteria is matched.

SNMP object starts with. Select to set criteria that passes if the value of the polled
SNMP object (OID) starts with the specified value. For example, you can check for
devices that contain the OID value 1.3.6.1.2.1.1.2.0, an HP enterprise OID. If this OID
starts with 1.3.6.1.4.1.11, the root of the HP Enterprise MIB space, it means the
specified device is supported.
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SNMP SysObjectID is. Select to set criteria that passes if the value of the polled
SysObjectID object the specified value. For example, the criterion could poll the
SysObjectID and check that it starts with 1.3.6.1.4.1.9.1.502, a Catalyst switch
SysObjectID. This criteria will pass only if the polled device is a Catalyst machine.

SNMP SysObjectID starts with. Select to set criteria that passes if the value of the
polled SysObjectID object starts with the specified value. For example, the criterion
could poll the system object ID and check that it starts with 1.3.6.1.4.1.9, the root of
the Cisco Enterprise MIB space. This criteria will pass only if the polled device is a Cisco
machine.

NIC card brand name matches regular expression. Select to set criteria that passes
if the value of the device NIC card brand name matches the specified regular
expression (on page 181) value. For example, SNMP is used to identify all NIC MAC
addresses and they are converted to NIC vendor strings. The criterion could use the
regular expression .*intel to check for a criteria match on all Intel NIC cards.

TCP portis open. Select to set criteria that passes if the value of the of the device port
open is equal to the specified port open value. For example, if you want to find
devices that have TCP ports 1234 open, then enter the port number "1234" for the
port check criteria.

Is always a successful match. Select to set all criteria to always match when the
option is selected.

Device is a VMware host server (ESX/ESXi). Select to set criteria that passes if the
device type is a VMware host server.

VMware server is hosting a number of VMs greater than. Select to set criteria that
passes if the number of VMs hosted is greater than the specified value.

Name of VM hosted by VMware server is. Select to set criteria that passes if the
name of the VM hosted by the VMware server is the specified name.

Name of VM hosted by VMware server contains. Select to set criteria that passes if
the name of the VM hosted by the VMware server contains the specified value.

Device is a VMware vCenter Server. Select to set criteria that passes if the device
type is a VMware vCenter Server.

6 After selecting a criterion, click OK. The Edit Criterion dialog appears.

7 Configure the settings for the criterion, then click OK. For specific information about the
criterion's settings, click Help.

T Note: By default, a device must match ALL role identification criteria to be identified as that

device role. To identify devices that match ANY of the role identification criteria, clear Match
all criteria.
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Using the percent variables in the Discovery Console

You can customize discovery, device role, and scheduled discovery information with the
variables in the following tables. For more information about where you can use the
discovery percent variables, see Configuring device role settings (on page 64).

Device Discovery variables

Description

%Discovery.Device.

DevicelD

Returns the device ID.

%Discovery.Device.

Description

Returns the device description
information.

%Discovery.Device.

Contact

Returns the device contact
information.

%Discovery.Device.

Location

Returns the device location
information.

%Discovery.Device.

Name

Returns the device name information.

%Discovery.Device.

OoID

Returns the device OID information.

%Discovery.Device.

PrimaryRole

Returns the device's primary role
setting.

%Discovery.Device.

Model

Returns the device product model
information.

%Discovery.Device.

Brand

Returns the device product brand
information.

%Discovery.Device.

0S

Returns the device operating system
information.

%Discovery .Device.

OSVersion

Returns the device operating system
version.

%Discovery.Device.

PhysicalAddress

Returns the device MAC address.

%Discovery.Device.

PhysicalAddressVendor

Returns the device vendor name
information.

%Discovery.Device

-VMware.Host.Name

Returns the VMware host name.

%Discovery.Device

-Wware .Host.Ful IName

Returns the full name of the VMware
host.

%Discovery.Device

-VWMware .Host.OSType

Returns the VMware host operating
system information.

%Discovery.Device

-Wware.Host.VIMVersion

Returns the VMware virtual server
version.

%Discovery.Device

-VWware.Host.APIVersion

Returns the VMware virtual server API
version.

%Discovery.Device

-VMware.Host.APIType

Returns the VMware virtual server API
type.
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Device Discovery variables

Description

Y%Discovery.Device.VMware.

Host.Build

Returns the VMware virtual server
build number.

%Discovery .Device.VWware.

Host.BootTime

Returns the VMware virtual server
boot time.

Y%Discovery.Device.VMware.

Host.HardwareVendor

Returns the hardware vendor name of
the VMware host server.

Y%Discovery.Device.VMware.

Host .HardwareModel

Returns the hardware model of the
VMware host server.

%Discovery.Device.VWWware.

Host.NumberCPUCores

Returns the number of CPU cores on
the VMware host server.

%Discovery .Device.VWware.

Host .NumberCPUPkgs

Returns the number of CPU packages
on the VMware host server.

Y%Discovery.Device.VMware.

Host .NumberCPUThreads

Returns the number of CPU threads on
the VMware host server.

%Discovery.Device.VWMware.

Host.CPUFrequency

Returns the CPU clock frequency of
the VMware host server in Hz.

%Discovery .Device.VWWware.

Host.CPUModel

Returns the CPU model used by the
VMware host server.

Y%Discovery.Device.VMware.

Host.MemorySize

Returns the amount of memory in the
VMware host server.

Y%Discovery.Device.VMware.

Host.NumberVWsTotal

Returns the total number of virtual
machines hosted by the VMware
server.

%Discovery .Device.VWMware.

Host .NumberVMsPoweredOn

Returns the number of virtual
machines hosted by the VMware
server that are in the powered on
state.

Y%Discovery.Device.VMware.

Host . NumberVWWsSuspended

Returns the number of virtual
machines hosted by the VMware
server that are in the suspended state.

%Discovery.Device.VWWware.

Host .NumberVMsPoweredOff

Returns the number of virtual
machines hosted by the VMware
server that are in the powered off
state.
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Device Session variables

Description

YDiscovery.Session.ExistingDevices

Returns the total number of devices that reside in
the WhatsUp Gold database.

%Discovery.Session.NewDevices

Returns the number of new devices identified in
the discovery session.

%Discovery.Session.ModifiedDevices

Returns the number of device roles identified in
the discovery session.

%Discovery.Session.LicensedDevices

Returns the number of devices WhatsUp Gold is
licensed to manage.

Y%Discovery.Session._DiscoveredDevices

Returns the total number of devices identified in
the discovery session.

Y%Discovery.Session.StartDate

Returns the discovery session starting date and
time.

Y%Discovery.Session.EndDate

Returns the discovery session ending date and
time.

YDiscovery.Session.ElapsedTime

Returns the total discovery session scan time
from start to finish.
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Managing device roles

Use the Device Role Settings dialog to manage device roles for discovery. From this dialog
you can:

= Create new device roles (on page 72)

= Duplicate existing device roles (on page 72)

= Modify device roles (on page 72)

= Enable or disable device roles (on page 73)

= Restore device roles to their original settings (on page 73)

= Delete device roles

The Device Role Settings dialog is accessible from the Discovery console (Advanced > Device
role settings).

Creating new roles

To create a new device role:

1

4

From the Discovery console, select Advanced > Device role settings. The Device Role
Settings dialog appears.

Click Add. The Role Settings Editor dialog appears.

Configure the new device role. When you are done, click OK. The Role Settings Editor
dialog closes.

Duplicating device roles

To duplicate an existing device role:

1

From the Discovery console, select Advanced > Device role settings. The Device Role
Settings dialog appears.

Select a device role, then click the gear icon ( “ ). Amenu appears.

Select Duplicate selected role from the menu. A copy of the selected role is added to
the list and selected.

To modify it, click Configure. The Role Settings Editor dialog appears.

Modify the device role. When you are done, click OK. The Role Settings Editor dialog
closes.
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Modifying device roles

To modify an existing device role:

1

From the Discovery console, select Advanced > Device role settings. The Device Role
Settings dialog appears.

Select a device role, then click Configure. The Role Settings Editor dialog appears.

Modify the device role. When you are done, click OK. The Role Settings Editor dialog
closes.

Enabling or disabling device roles

To enable/disable a device role:

1

From the Discovery console, select Advanced > Device role settings. The Device Role
Settings dialog appears.

Select a device role, then click the gear icon ( “ ). Amenu appears.

If the device role is disabled, select Enable selected role. If the device role is enabled,
select Disable selected role. The device role's status is immediately updated in the list.

Restoring a device role to its original settings

To restore a default device role to its original settings:

=l

w

Note: Only default device roles can be restored.

From the Discovery console, select Advanced > Device role settings. The Device Role
Settings dialog appears.

Select a device role, then click the gear icon ( w ). A menu appears.
Select Restore selected role to factory defaults. A confirmation dialog appears.

To restore the device role to its default settings, select Yes. The device role is restored to
its original settings.
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Managing Users

In This Chapter

ADOUL USEI QCCOUNTS ..cceereereereeetieiasisesssssssssssssssesssesassssssssssssssessssssssssssesass 74

ADOUL USET FIGNTS cuureetrrreirressseisssessisssssssssssssssssssssssssssssssssssssssssssssssssssssess 77

About device group acCess MghTS .......eeeeeneereesseessenssesssessanes 80
About user accounts

User accounts in WhatsUp Gold define a person's role and determine what actions the person
can perform.

Default user accounts
There are two default user accounts:

1 Administrator account. The Administrator account is given all user rights, including
Manage Users, which grants the the right to create and edit user accounts. The
Administrator is also given all group access rights, so that when enabled, this account
will be able to view and edit devices in all device groups.

2 Guest account. The Guest account allows people to see the application without giving
them the ability to modify any settings. By default, all user rights and all group access
rights are disabled for this account. This limits the account to only seeing a limited
number of things in the application. The Administrator (or anyone else with Manage
User rights) can modify the Guest account rights using the Manage Users dialog.
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Additional user accounts

The Administrator can create additional user accounts as needed. There is no limit to the
number of user accounts allowed on the system, though each additional account does

increase the maintenance overhead for WhatsUp Gold. Each time permissions and rights are

modified, the Administrator should verify that each user has only the intended rights.

L Note: We recommend limiting the number of users to whom you grant the Manage Users
right. If multiple user accounts are given permission to create and delete user accounts,
confusion could surface as a result. Open communication between all user accounts with the
Manage Users right is crucial to a smooth network management operation.

Creating and modifying user accounts

User accounts that are granted the Manage User right can create and edit user accounts.

& Manage Users

User name Authentication type
& admin Intemal

& guest ntermal

| Enable Device Group Access Rights

Home group

|5
Mew
Edit
Delete

Close

To create a new or edit a WhatsUp Gold user account:
1 From the WhatsUp Gold web interface, select GO. The GO menu appears.

2 If the WhatsUp section of the GO menu is not visible, click WhatsUp. The WhatsUp
section of the GO menu appears.

3 Select Configure > Manage Users. The Manage Users dialog appears.
4 Click New. The Add User dialog appears.
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_Or_

Select a user account and then click Edit. The Edit User dialog appears.

& Add User x|
User name
Bob
Authentication type. Language
Intemal ~ English ~
Intemal passward.
wesen

Confirm password

Home group:
My Network
User rights
General
¥| Change Your Password ¥ Manage Workspace Views
4| Configure Workspaces ¥ Mobile Access
Manage Users Manage IP Security
Configure LDAP Credentials Manage Web Server
Manage SNMP MIBs Translations

Monitors | Actions

#| Configure Active Monitors ¥ Configure Passive Monitors
Configure Performance Manitors 4 Configure Action Palicies
4| Configure Actions 4| Manage Recurring Actions
Devices
#| Manage Groups 4| Manage Devices
¥| Access Active Discovery Resulis 4 Configure Credentials
. e OK
Check all fights Cancel

5 Enter the appropriate information.

User name. Enter the name of the user.

Authentication type. Select the method of authenticating the user.
= Internal. Use the internal user database built in to WhatsUp Gold.
= LDAP. Use an external LDAP database.

Language. Select the language to display for the user.

Internal password. Enter a password for the user. This option is disabled if
Authentication Type is set to LDAP.

Confirm password. Confirm the user's password. This option is disabled if
Authentication Type is set to LDAP.

Home device group. Select the device group that the user will see when they log into
the WhatsUp Gold web interface. If they have the correct group access rights, they will
be able to navigate out of this group.

User rights. Select the rights that correspond to the actions you want to allow the
user to complete.

Check all rights. Select this option grant the user rights to perform all of the actions
listed.

6 Click OK to save changes.
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7 If you have enabled Group Access Rights, you will be prompted if you would like to
specify Group Access Rights for the new user account.

@

user?

P

2

Would you like to specify device group access rights for this

Clicking "Yes' will open the Device Group properties dialog for
the users home group.

==

[

[ o |

Select Yes to open the Device Group Properties dialog for the user's home group.

-0r-

Select No to close the dialog and return to the Manage Users dialog.

For more information, see About User Rights in the Help.

About user rights

User rights govern what actions users in WhatsUp Gold can perform. Any user who has been
granted the Manager Users right can manage user rights on the Add/Edit User dialog in the

web interface.

& Caution: When creating an account for a novice user, do not grant all user rights. An
inexperienced user with too many user rights may make inappropriate selections that
accidentally interrupt network monitoring. In the case of a new user, we recommend that
you restrict the account to only those rights that they will need to gain familiarity with the
application. Grant additional rights as the user gains confidence and application knowledge.

The table below lists and describes each of the user rights.

General

Manage Users

Enables users to create and edit users for the web interface. This option
also allows users to specify Group Access Rights.

Change Your Password

Enables users to change their own password from the Preferences
dialog (GO > Configure > Preferences).

Manage IP Security

Enables users to control access to the web interface based on specific IP
addresses.

Manage Workspace Views

Enables users to add, delete, and copy workspace views, as well as edit
the properties of a specific workspace view.

Manage SNMP MIBs

Enables users to download and delete SNMP MIBs through the SNMP
MIB Manager.

Email Settings

Enables users to configure WhatsUp Gold email settings from the
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Configure Email Settings dialog (GO > Configure > Email Settings).

Configure LDAP Credentials

Enables user to configure LDAP credentials for connecting to an LDAP
server for user authentication in the web interface.

Translations

Enables users to view the translation system as well as import and
export languages.

Manage Web Server

Enables users to change the configuration of the web server.

Configure Workspaces

Enables users to add workspace views as well as configure, move, and
delete workspace reports within workspace views.

Mobile Access

Enables users to access the mobile web interface.

Monitors/Actions

Configure Active Monitors

Enables users to create, edit, and remove active monitors on devices in
the groups to which the user has access.

Configure Passive Monitors

Enables users to create, edit, and remove passive monitors on devices
in the groups to which the user has access.

Configure Performance
Monitors

Enables users to create, edit, and remove performance monitors on
devices in the groups to which the user has access.

Manage WhatsConfigured
(optional)

Enables users to configure WhatsConfigured tasks and task scripts on
devices in the groups to which the user has access.

Configure Actions

Enables users to create, edit, and remove actions on devices in the
groups to which the user has access.

Manage Recurring Actions

Enables users to create, edit, and remove recurring actions on devices
in the groups to which the user has access.

Configure Action Policies

Enables users to create, edit, and remove action policies on devices in
the groups to which the user has access.

Devices

Configure Credentials

Enables users to configure SNMP and Windows credentials.

Manage Devices

Enables users to add new devices and edit existing devices in the
groups in which the user has access. Note: A user must have this right
to view and hear Web Alarms.

Manage Device Groups

Enables users to create, edit, or remove device groups on the network.

Access Discovery Console

Enables users to access the Discovery Console. Granting users access to
this dialog also enables users to discover network devices, define
device roles that help identify specific device features, and add them to
the WhatsUp Gold database.
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Reports

Access Group and Device
Reports

Enables users to view group and device reports for the groups the user
has access.

Access SSG Reports

Enables users to view Split Second Graph reports in workspace and full
reports.

Create Scheduled Reports

Enables users to configure Scheduled Reports in the WhatsUp Gold
web interface (Go > Configure > Scheduled Reports).

Access System Reports

Enables users to view system reports.

Manage Scheduled Reports

Enables users to manage and view other user's Scheduled Reports in
the WhatsUp Gold web interface (Go > Configure > Scheduled
Reports).

Remote (WhatsUp Gold
Central and Remote Site
Editions) - (optional)

Access Remote Reports

Enables users to view reports on WhatsUp Gold remote sites.

Configure Remote Sites

Enables users to create, edit, and delete remote sites for use with
WhatsUp Gold Central and Remote Site Editions.

Alert Center

Access Alert Center Reports

Enables users to view WhatsUp Gold Alert Center reports.

Configure Alert Center

Enables users to create, edit, and delete WhatsUp Gold Alert Center
thresholds and notification policies.

Flow Monitor

Access Flow Monitor Reports

Enables users to view WhatsUp Gold Flow Monitor reports.

Configure Flow Monitor

Enables users to create, edit, and delete WhatsUp Gold Flow Monitor
sources, collection intervals, and data intervals for reports.
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About Remote User Rights

When using WhatsUp Gold Distributed or MSP editions, make sure that Access Remote
Reports is selected on the Central Site for each user that you want to provide access to the
Remote Site reports. Also, make sure that you select Configure Remote Sites if you want a
user to be able to access and change options in the Configure Remote Sites dialog. This
dialog provides a list of all of the Remote Sites that have connected to the Central Site. You
can view and edit two important settings in this dialog:

Accept remote site connection. Allows authorized users to enable or disable
accepting connections from Remote Sites. This option is checked by default. The
primary reason to clear the option is if you need to disable the Central Site from
accepting any connections from this Remote Site. For example, this option could be
helpful if one of the Remote Sites connected to the Central Site has an unusual
amount of activity and is using too much bandwidth between sites. This option lets
you temporarily disable a single Central Site from accepting remote site connections
until you determine what the problem is.

Local device. Allows authorized users to select a local device to associate with the
Remote Site. Click the browse (...) button to select a device. This device is often the
computer that is running the WhatsUp software on a Remote Site. Associating a local
device allows you to view the device status from the Remote Site, keeping you
informed about the connection status with the Remote Site. It also provides easy
access to the Network Tools for the local device you selected.

About device group access rights

Device group access rights enable WhatsUp Gold users to see or make changes to specific
groups and devices. These rights can be enabled or disabled by the administrator and are
disabled by default.

Device group access rights are useful when users need to view and edit only those groups
that matter to them, as would be the case with a large network with multiple network
administrators. Device group access rights allow an administrator to grant each user rights to
only the devices on the network for which that user is responsible.

Types of device group access rights

There are four types of device group access rights:

1 Group Read. This right allows users to view groups and devices in the selected group.
This right allows users to see the group's map and device list. Group-level reports are not
affected by group access rights but are affected by user rights.

2 Group Write. This right allows users to edit group properties and add, edit, and delete
devices and subgroups within the selected group.

3 Device Read. This right allows users to view the device properties of all devices within
the selected group. Device-level reports are not affected by group access rights but can
are affected by user rights.

80



Using WhatsUp Gold 14.4

4 Device Write. This right allows users to edit the device properties of any device within
the selected group and to delete the device from the group.

I

Note: To add a device to a group, a user must have Group Write rights to the group. Device
Write rights allow users to modify and delete existing rights, but do not allow them to add
new devices to the group.

Tip: When enabled, group access rights are applied throughout WhatsUp Gold. Device
pickers, group pickers, and group views all respect what a user account is granted permission
to view and edit. Reports are not affected by group access rights but are affected by user
rights.

The following is a list of operations and the group access rights that must be assigned for the
user to perform that task:

List and Map in the Group Views menu require Group Read access.

Create Group and Group Properties in the Group Operations menu require Group
Read and Group Write access.

Copy Group requires Group Read in the source group, and Group Read and Group
Write in the destination group. (Permissions to groups and sub-groups are copied,
not inherited from the new parent).

Move Group requires Group Read and Group Write in both the source and the
destination groups. (Permissions of the group and sub-groups remain the same.)

Delete Group requires Group Read, Group Write, Device Read, and Device Write
recursively. (Device Read Write may not be required if the group is empty).

Create Device requires Group Read, Group Write, Device Read, and Device Write. If
the device already exists in other group(s), you must also have Group Read, Group
Write, Device Read, and Device Write in one or more of those groups.

Copy Device requires Group Read in the source group and Group Read and Group
Write in the destination group. The level of device permissions must be the same in
both groups. Downgrade from Device Read and Device Write to Device Read is also
permitted.

Move Device requires Group Read and Group Write in both the source and the
destination groups. The level of device permissions must be the same in both groups.
Downgrade from Device Read and Device Write to Device Read is also permitted.

Viewing Device Properties requires Device Read.

Modifying Device Properties, Bulk Field Change, and Acknowledgement require
Device Read and Device Write.
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Enabling device group access rights

Device group access rights may be enabled and disabled from the Manage Users dialog.

& Manage Users

User name Authentication type Home group
& admin Intemal

& guest ntermal

| Enable Device Group Access Rights

|5
Mew
Edit
Delete

Close

To enable device group access rights:

1
2

From the WhatsUp Gold web interface, select GO. The GO menu appears.

If the WhatsUp section of the GO menu is not visible, click WhatsUp. The WhatsUp
section of the GO menu appears.

Select Configure > Manage Users. The Manage Users dialog appears.

Select Enable Device Group Access Rights at the bottom of the dialog. The setting is
immediately saved.

Simply enabling group access rights does not ensure that the rights are set up the way that
you want. You also need to assign group access rights to each group on your network.

Assigning group access rights

From the web interface, select a device group and go to Properties for that group. There are
several ways to do this:

= Select a device group from the Devices tab in either Map View or Device View, and
right-click. From the right-click menu, select Properties.

= Select a device group from the Devices tab in either Map View or Device View. From
the Devices Menu bar, go to Edit > Properties.
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From the Device Group Properties dialog, you can add and edit the access rights for the
selected group.

& Device Group Properties [~/

Group Name:
|ATLDEV

Description:

|Deve|0per devices in Atlanta

Group access rights

User name

& admin

a
a guest

Group Access Rights for: admin

Right

Group Read

Group Write

Device Read

Device Write

Apply changes to all sub Device Groups recursively for: admin Gancel

@ Important: You must enable device group access rights for a user account before a user can
add or edit access rights for a device group. To do this, the WhatsUp Gold Administrator will
have to enable group access rights in the Manage Users dialog (From the WhatsUp section
of the GO menu, select Configure > Manage Users).

T., Note: Device group access rights cannot be assigned directly to Dynamic Groups. Instead,
devices are governed by the group access rights assigned to the other group or groups
where the device is located. For more information, please see About device group access rights

(on page 80).

Propagating group access rights to subgroups

Group access rights are passed from parent group to subgroup: when a new a group is
created, all of the group access rights that exist in the parent group are copied to the new
group. If the rights on a parent group are modified after subgroups have been created, you
can propagate the changes to the subgroup by selecting Apply changes to all sub Device
Groups recursively on the Device Group Properties dialog.
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Determining the highest right

Devices can belong to more than one device group, and each group can specify a different
set of group access rights. When a device exists in multiple groups, the group access rights
from all of the groups are added together to determine the rights granted to a user when
accessing the device. This means that if a device is granted a right (Device Read, for example)
in one group, it has that right from every group to which the device belongs.

The table below demonstrates the effective rights granted to a user accessing a device that
exists in three groups that each have different group access rights.

Device Read right | Device Write right

Rights granted in Group A X

Rights granted in Group B X

Rights granted in Group C

Effective rights when accessing device from any group X X

In this example, the device is granted Device Read by its membership in Group A and Device
Write by its membership in Group B. The result is that the user can access the device with full
rights from any device group to which the device belongs, even Group C where no explicit
rights are set.

Understanding device group access rights and user access rights

When device group access rights are enabled, WhatsUp Gold determines effective rights by
first negotiating user rights, then group access rights. This means that, while device group
access rights govern access to device groups, a user must first have user access rights to a
device or group before group access rights are considered. If a user does not have the
Manage Devices user access right, for example, then Device Write group access rights are not
honored.

4 Tip: By disabling the Manage Groups and Manage Devices user access rights, you can
prevent a user from modifying any groups or devices in WhatsUp Gold.
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About group access rights and users' home groups

Users are given Group Read rights for their Home group by default. If Group Read rights are
removed from a user's home group, the user cannot access the Device List until the Group
Read right is restored or the user's Home group is changed to a group for which the user has
Group Read rights.

.T'., Note: Changing a user's Home group does not change the user's Group Access rights for
original Home group. Be careful to prevent unintentionally granting access to a device group
to which you do not want a user to have access.

For example, an administrator creates a new user account and leaves the Home group as the
default My Network. The new user account automatically receives Group Read rights to My
Network. At a later date, the administrator changes the user account to use a subgroup as the
user's Home group. Unless the administrator deliberately removes the Group Read right from
My Network, the user continues to have Group Read rights to My Network, potentially
granting the user more visibility into WhatsUp Gold than the administrator intended.
Changing the user's Home group is not enough to restrict what he or she can see in WhatsUp
Gold.

About group access rights and dynamic device groups

Group access rights cannot be assigned to dynamic device groups. However, every device
within a dynamic device group belongs to at least one other group. Therefore, when a user
accesses a device accessed through a dynamic device group, the rights he or she is granted
to the device are equal to the sum of the rights granted in each of the groups to which the
device belongs.

For more information, see Determining the highest right (on page 83).
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Enabling the polling engine
To enable or disable the WhatsUp polling engine:
1 From the console main menu, click Configure > Program Options.
Click the General icon.

2
3 Select Enable polling engine to turn on polling. Clear the selection to turn polling off.
4 (lick OK to save changes.

g Tip: In the bottom right corner of the WhatsUp Gold console, the Polling icon shows if the
engine is active.
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Enabling actions

To enable or disable the WhatsUp Gold actions:

1 From the console main menu, click Configure > Program Options.
2 Click the General icon.
3 Select Enable actions to enable actions. Clear the selection to disable all actions.

)

Important: If you disable WhatsUp Gold actions, any configured actions or action policies do
not run.

4 Click OK to save changes.

Enabling performance monitors

To enable or disable WhatsUp Gold performance monitors:

1 From the console main menu, click Configure > Program Options.
2 (lick the General icon.

3 Select Enable performance monitors to enable WhatsUp Gold performance monitors.
Clear the selection to disable all performance monitors.

Q9

Important: If you disable performance monitors, WhatsUp Gold ceases to gather device data
using any of the default or custom performance monitors that exist in the Performance
Monitor Library.

4 Click OK to save changes.

Enabling FIPS 140-2 mode

There are several important things to take into consideration if you plan to operate WhatsUp
Gold in FIPS 140-2 mode:

WhatsUp Gold does not recommend that you enable FIPS if you plan to use SNMPv1,
SNMPv2, or SNMPv3 credentials that do not use encryption or authentication.

WhatsUp Gold will detect a FIPS compliant operating system and will place the system
in FIPS 140-2 mode automatically upon initial start-up.

WhatsUp Gold recommends that SSHv1 not be used on a server or device with
associated SSH monitors or SSH actions, because WhatsUp Gold does not support
communications using SSHv1.

WhatsUp Gold recommends that SSHv2 only be used with FIPS 140-2 certified
algorithms, because WhatsUp Gold in FIPS 140-2 mode does not support
communications using non-certified algorithms.

SNMPv3 credentials using MD5 and DES56 are prohibited; you are unable to enable
FIPS if SNMPv3 credentials using MD5 exist in the Credentials Library (on page 100).
You must modify or remove such credentials in order to enable FIPS.
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To enable or disable FIPS 140-2 mode:
1 From the console main menu, click Configure > Program Options.
2 C(lick the Generalicon.

3 Select Operate in FIPS 140-2 mode to enable FIPS 140-2 mode. Clear the selection to
stop WhatsUp Gold from operating in FIPS 140-2 mode.

T Note: WhatsUp Gold will automatically enable FIPS 140-2 mode when it detects that it is
operating on a FIPS-compliant operating system.

T., Note: This option is disabled if any of the configured credentials in the Credentials Library
are not FIPS-compliant. In order for this option to be available, you must go to the
Credentials Library and either modify or remove the non-compliant credentials.

4 Click OK to save changes.

About operating WhatsUp Gold in FIPS 140-2 mode

There are several important things to take into consideration if you plan to operate WhatsUp
Gold in FIPS 140-2 mode:

=  WhatsUp Gold does not recommend that you enable FIPS if you plan to use SNMPv1,
SNMPv2, or SNMPv3 credentials that do not use encryption or authentication.

=  WhatsUp Gold will detect a FIPS compliant operating system and will place the system
in FIPS 140-2 mode automatically upon initial start-up.

»  WhatsUp Gold recommends that SSHv2 only be used with FIPS 140-2 certified
algorithms, because WhatsUp Gold in FIPS 140-2 mode does not support
communications using non-certified algorithms.
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-
&) Program Options

SNMPv3 credentials using MD5 and DES56 are prohibited; you are unable to enable
FIPS if SNMPv3 credentials using MD5 exist in the Credentials Library (on page 100).
You must modify or remove such credentials in order to enable FIPS.

—]

Categories

Web Server

Device States

o

Passive Monitor
Listeners

Q.

Map Fort

r.
¥

i
Regional

Enable palling engine
Enable actions

Enable performance maonitors

Throttle pings...

Enable WhatsVirtual event collection

[ ] operate in FIPS 140-2 mode (restart required)

This option is disabled because the SMNMPv3 credentials are not FIPS
compliant. Please go to the Credentials Library to edit or remove the
following SMMP credentials: "SMMPw 3", After editing or remaving the
credentials, this option will be enabled.

ok | [ cance | [ hep

The following are scenarios that may occur when you try to enable FIPS 140-2 mode
in the Program Options dialog:

If a message is presented that you have non-compliant SNMPv3 credentials (but
you have a compliant SSL certificate):

This option is disabled because the SNMPv3 credentials are not FIPS compliant. Go to
the Credentials Library (on page 100) to edit or remove the SNMP credentials. After
editing or removing the credentials, you can enable this option in the Program
Options dialog.

89



Using WhatsUp Gold 14.4

If a message is presented that you have non-compliant SSL certificate (but you
have a compliant SNMP credentials):

This option is disabled because the SSL certificate is not FIPS compliant. Replace your
current SSL certificate with a FIPS-compliant SSL certificate. To automatically replace
your current SSL certificate with the default FIPS-compliant SSL certificate, click the
link in the on-screen messsage. After replacing the SSL certificate, you can enable this
option in the Program Options dialog.

If a message is presented that you have non-compliant SNMPv3 credentials and
a non-compliant SSL certificate:

This option is disabled because the SNMPv3 credentials and the SSL certificate are not
FIPS compliant. Go to the Credentials Library (on page 100) to edit or remove the
SNMP credentials. Also, replace your current SSL certificate with a FIPS-compliant SSL
certificate. To automatically replace your current SSL certificate with the default
WhatsUp Gold FIPS-compliant SSL certificate, click the link in the on-screen message.
After editing or removing the credentials and replacing the SSL certificate, you can
enable this option in the Program Options dialog.

If a message is presented that confirms you have used the WhatsUp Gold default
SSL certificate:

You have selected to use the default FIPS-compliant SSL certificate in WhatsUp Gold.
Your certificate password will not be backed up automatically. Make sure you back up
the SSL certificate password before completing this action. The current SSL certificate
will be backed up as server.crt.bak and server.key.bak.

For more information about SSL certificates in WhatsUp Gold, see About the WhatsUp Gold
default SSL certificates.

For more information about the FIPS 140-2 specification, see the U.S. Department of
Commerce documentation (http://www.whatsupgold.com/wug_USDOC_FIPS).

Enabling WhatsVirtual event collection

To enable or disable WhatsVirtual event collection:
1 From the console main menu, click Configure > Program Options.
2 C(lick the General icon.

3 Select Enable WhatsVirtual event collection to enable the collection of events from all
of the configured vCenter servers. Clear the selection to disable the collection of events.

T Note: The Enable WhatsVirtual event collection option is selected by default, enabling
event collection for all configured vCenter servers.

4 Click OK to save your changes, or click Cancel to discard your changes.
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Enabling the WhatsUp Gold web server

To start or stop the WhatsUp Gold web server:
1 Onthe WhatsUp Gold console, select Configure > Program Options.
2 Onthe Program Options dialog, select Web Server.

& Program Options [==

Enable web servers

[¥] Enable web server on port: 8080
[] Enable SSL web server on port: | 543
\Web report access from Windows console
Web Server address:
‘Web Server port: a0
[ Use S5L access
Automated report login from Windows console

[7] Automatically login to access reports

[ oc | [ coce | [ Heb

3 Select Enable web server on port to start the server, or clear the option to stop the
server.

4 C(lick OK to save your changes.

You can change the port that the server runs on by changing the port number next to the
Enable web server on port option. For more information, see Program Options - Web Server
topic in the help.

'l Tip: To restart the web server, clear Enable web server on port and click OK to close the

dialog. Then, open Program Options dialog again and select Enable web server on port
again.

“uf Tip: You can also restart the web server using the WhatsUp Services Controller. For more
information, see About the WhatsUp Services Controller (on page 96).
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Changing the date and time format

To change the date and time format:
1 From the WhatsUp Gold main menu, select Configure > Program Options.
2 Select the Regional section.
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3 For each of the three date formats, select the one that best suits your needs.
4 C(Click OK.

These formats can be seen in use on several of the reports available on the Reports view.



Using WhatsUp Gold 14.4

Changing how long report data is stored
Ping Active Monitor data is stored in the WhatsUp Gold database to populate the

performance reports available in the application.

To configure WhatsUp Gold report data:

1 From the main menu, select Configure > Program Options.

2 InProgram Options, select Report Data.
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3 Onthe Report Data section, you can change the data settings for performance monitors,

active monitors, and passive monitors.
4 C(lick OKto save the changes.

You can see how many rows in the database that the data takes up by viewing the numbers

under the time settings.
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Changing the device state colors or icons

To change the device state colors or icons:

1 From the main menu, select Configure > Program Options.

2 InProgram Options, select Device States.
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3 To change an existing icon or state, select the entry from the list and click Edit.
4 Adjust the shape and color of the icon using the settings in the Device State Editor.

5 Click OK to save changes.

If the default settings do not fit your needs, click Add to create a new device state, using the
internal state and state time that you need.
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Changing clock/regional preferences

To use a 24-hour clock instead of the default 12-hour clock:
1 From the WhatsUp Gold main menu, select Configure > Program Options.

2 Select the Regional section.
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3 Select the Use 24 hour clock option.
4 C(lick OK.



Using the WhatsUp Services Controller

In This Chapter

Managing Services using the WhatsUp Services Controller................ 96

Managing Services using the WhatsUp Services Controller

The WhatsUp Gold Services Controller application (NMServiceManager -.exe) provides a
single user interface to manage all Ipswitch WhatsUp Gold services. WhatsUp Gold services
controller includes services that you can start, stop, or restart:

L=

Note: Some services are optional. If the associated product is not licensed and enabled you
may not be able to start and stop the service with the WhatsUp Services Controller dialog
(Ipswitch Services Control Manager). Your license file determines whether or not you can
access a plug-in. To update your license to purchase WhatsUp Gold Flow Monitor, VolP plug-
in, WhatsConnected, or WhatsConfigured, visit the Mylpswitch portal
(http://www.myipswitch.com).

Polling Engine (nmservice.exe)

Flow Collector (bwcol lector .net.exe)

Alert Center (alertcenterservice.exe)

Trivial File Transfer Protocol Server (TFTPservice.exe)

Whats Configured (networkconfigservice.exe)

Discovery (discoveryservice.exe)

Web Server (nmwvebservice.exe)

Failover Manager (nmfai lover .exe)

APl (nmapi .exe)

Whats Connected Data Service (networkviewerdataservice.exe)

Whats Virtual Service (whatsvirtualservice.exe)

This application communicates with the Ipswitch Service Control Manager service
(ServiceControlManager -exe) to issue start, stops, and restarts to the services used by
WhatsUp Gold and its plug-in applications.
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The following information is displayed in the WhatsUp Services Controller dialog:

Description. Lists the description of the WhatsUp service, as gathered by the
Ipswitch Service Control Manger service.

Process Name. Lists the WhatsUp process .exe as listed in the Windows Task Manager
Process tab.

Status. Lists the current state of the service.

To stop a WhatsUp Gold or plug-in service:

1 Go to the WhatsUp Services Controller dialog.

From the console, select Tools > Services Manager. The WhatsUp Services Controller
dialog appears.
- Or -

From the the Programs menu, click Ipswitch WhatsUp Gold > Utilities > Service
Manager. The WhatsUp Services Controller dialog appears.

2 Inthe WhatsUp Service Controller, select the service you want to stop by clicking its
service Description.

3 Click Stop.

To start a WhatsUp Gold or plug-in service:

1 Go to the WhatsUp Services Controller dialog.

From the console, select Tools > Services Manager. The WhatsUp Services Controller
dialog appears.
- Or -

From the the Programs menu, click Ipswitch WhatsUp Gold > Utilities > Service
Manager. The WhatsUp Services Controller dialog appears.

2 Inthe WhatsUp Service Controller, select the service you want to start by clicking its
service Description.

Click Start.

To restart a WhatsUp Gold or plug-in service:

1 Go to the WhatsUp Services Controller dialog.

From the console, select Tools > Services Manager. The WhatsUp Services Controller
dialog appears.
- Or -

From the the Programs menu, click Ipswitch WhatsUp Gold > Utilities > Service
Manager. The WhatsUp Services Controller dialog appears.

2 Inthe WhatsUp Service Controller, select the service you want to restart by clicking its
service Description.

3 Click Restart.
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About Device Basics

In This Chapter

Viewing network devices and data........enrnsennsnsscssiessnssnssssssnsens 98
Device overview 929
About the Device View 99
USING Cred@NTIAlS ...vvcveeevreeeiertrsssssesseesissssssesssessssssssssssssssssssssssssssssassssssennes 100
Learning about the Device Properties 101
Adding a new device......cccouenreenreerenens 114
ClONING @ AEVICE ottt ssssss s sessasssassssssasssensans 119
Using Device Groups.......ereseseessees 122
ADOUL POIIING w.coourrenrrerrererieereeenecsseeesnesssnessaseesns 136
Using Acknowledgements................ 145
Using Maps. .......... 146
Creating custom CONTEXt MENUS........cuorurererereseneiesireissessissssssssssssssssssens 159

Configuring multiple devices with the Bulk Field Change feature 160

Performing a device search using Find Device 162

Viewing network devices and data

After you have discovered and configured your network with the appropriate monitors, you
can begin viewing the information WhatsUp Gold is gathering for you. There are several ways
to view network data with WhatsUp Gold.

Device and Map Views

While Device and Map Views are good for viewing device information or the location of a
device, they are also useful for viewing the current status of network devices. Devices on both
are displayed with device state icons that show the status for devices at the time of the last
poll. The Device and Map Views are viewable on both the WhatsUp Gold console and web
interface.
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Workspace views and reports

WhatsUp Gold's workspace views let you organize various workspace reports by the type of
information they display or by devices and device groups. Workspace views and reports are
viewable from the WhatsUp Gold web interface.

Full reports

In WhatsUp Gold, reports are used to troubleshoot and monitor performance and historical
data that has been collected during the operation of the application. Reports are viewed from
the WhatsUp Gold Reports tab and can be sent on a regular basis to an email address you
identify through the Recurring Report feature on the WhatsUp Gold console or Scheduled
Reports feature on the WhatsUp Gold web interface.

Device overview

In WhatsUp Gold, devices are virtual representations of resources (computers/workstations,
servers, routers, switches, etc.) that are connected to your computer through a LAN (Local
Area Network), a wireless network, or even over the Internet. WhatsUp Gold watches these
devices through a network connection. When those network resources are cannot be
reached by WhatsUp Gold, the device is considered down and an action can be configured to
fire.

Device Services

WhatsUp Gold associates Active Monitors with devices on your network. Active monitors
query the network services installed on a device and then wait for a response. These monitors
query the services running on a network resource, checking to make sure that the FTP server,
web server, email server, etc., is up and responding. Active Monitors include DNS, SNMP,
Telnet, Ping, TCPIP, and NT Service. If a response is either not received or is not what is
expected, the service is considered down. If the query is returned as expected, the service is
considered up.

For a more information about service monitors, see Active monitors overview (on page 165).

About the Device View

This view provides an overview of each device in a selected group. Each device's icon
provides information about its status. In addition, the Status column indicates which specific
active monitor is down and the duration of the interruption. When the entry in the Device list
is a group folder, the Status column shows the number of devices in the group with a
breakdown of how many devices are in each device state.

T Note: Dynamic groups will not show information about the number of devices in a group or
a breakdown of how many devices are in each device state in the Status column. For more
information, see Using Dynamic Groups.
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Following is an example of a device list.

Display Name « Host Mame Address Device Type Status
58 192.168.3.1 192 168.3.1 192 168.31 Router Interface[64 GigabitEtheme(Do
Bl 192.168.3.10 192.168.3.10 192.168.3.10 HP Printer
Bl 192.168.3.19 192.168.3.19 192.168.3.19 Workstation
Bl 192.168.3.20 192.168.3.20 192.168.3.20 Web Senver
| £1192.168.3.204 192.168.3.204 192.168.3.204 Web Server
8192166.3.210  192.168.3.210 192.168.3.210 Web Senver
8192168.3.215  192.168.3.215 192.168.3.215 Web Senver
Bl 192.168.3.226 192.168.3.226 192 168.3.226 Web Server

The indicators in the Display Name column show the current state of the items in this group.

Routers is a dynamic group.

Device NorthPoint is a server that is currently up. The icon shows that this device is
also in another device group.

Device HRA is a workstation that is currently up.
Device ASA is an HP Device that is up, but one of the interfaces (E3) is not responding.
Device JMA is a wireless access point that is currently in maintenance mode.

Device RRA is a workstation that is currently up. Its icon shows that this device is also
in another device group.

Device JTA is a workstation that is currently responding to polls, but it has a monitor
(FTP) that is down.

Device Hub 1 is in an unknown status because the device has not been polled. In this
case, it is due to a down dependency set on the Router.

Using Credentials

The Credentials system stores the applicable login, community string, or connection string
information for the following applications:

Windows (WMI Active Monitors, WMI Performance Monitors, and the Web Task
Manager)

SNMP v1, 2, and 3 devices in the WhatsUp Gold database
ADO database

VMware

Telnet

SSH

Credentials are configured in the Credentials Library (found on the web interface menu in the
WhatsUp section of the GO menu at Configure > Credentials Library) and used in several
places throughout the application. They can be associated to devices in Device Properties >
Credentials, or through the Credentials Bulk Field Change option.
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A device needs SNMP credentials applied to it in order for SNMP-based active monitors to
work. Similarly, NT Service Checks must have Windows credentials applied, and WhatsUp

Gold database monitors require ADO connection information.

VMware vCenter, and ESXi devices require VMware credentials to access system performance

counters.

WhatsConfigured plug-in requires either an SSH or Telnet connection to gather configuration

data and to perform various task scripts.

Related Topics

About General Device Properties

About Device Property Performance MONItors .......coceereeereesecesneennes
About Device Property Active MONITOIS .....cvuvrreerenresernsssssesssssensssssenns

About Device Property Passive MONITOIS ........crenienernsrssissseesssnns

About Device Property Actions
About Device Property Credentials ........ccennensinnrnssssssssnssssenssssenns
About Device Property POIIING .......ooccceeeenneemeerneneenssecsseeesseessessane
About Device Property NOLES .........ceereesseisseessissssssesssssssesssesasssases

AbOoULt DeVice Property MENUS.......reissersissesssssssssssssssssssssssssssssssns

About Device Property CUStOM LINKS .......ovvvvrerneenrenreessenseessesssesessanns

About Device Property Attributes
About the Deviceldentifier attribute

About DeVice Property TASKS .......ceeeessssssessssssssssssssssssssssssssssssses

Learning about the Device Properties

You can modify individual device properties by right-clicking a device icon in either the

102
103
104
105
106
107
108
109
110
111
112
113

Device View or Map View, then selecting Properties. Following is an overview of the device

properties available to use in WhatsUp Gold.

101



Using WhatsUp Gold 14.4

About General Device Properties

The General section of the Device Properties dialog box provides, and lets you modify, basic
information for the selected device.

L1

& Device Properties : 192.168.11.133 ===

b 5, General

P4 Performance Monitors |192_168_11_133 .
w Active Monitors Eolling type: Q§$ T
ICMP (TCP/UDP) v -

.7/} Passive Monitors

__'d Pell using: HTTP
T A
L\‘;\ Actions Address v Web Server b
=3 Credentials Host name: (DNS name)
@ Foi [192.168.11.133

‘olling
Address: (IP Address)

7 Notes [192 168.11.133
@ Custom Links [ Additional Network Interfaces... |
‘i. Attributes

Display name: Device type:

[ oK [ Cancel |

Display name. An identifying name for the current device. This name is populated
during discovery, but can be changed by the user at any time. Changing the name will
not change how the device is polled, only how it is displayed in WhatsUp Gold.

Polling type. Select the type of polling you want WhatsUp Gold to use for this device.
= |ICMP (TCP/UDP)

= IPX

= NetBIOS

Note: If NetBIOS is selected, the Host Name box must contain a valid NetBIOS name. If IPX is
selected, the Address box must contain a valid IPX address. If NetBIOS or IPX is selected, you
cannot monitor TCP/IP services on this device.

Poll using. Select if you want WhatsUp Gold to use the IP address or the Host name
(DNS) of the device for polling.

Host name (DNS). This should be the official network name of the device if the
polling method is ICMP. The network name must be a name that can be resolved to
an IP address. If the polling method is NetBIOS or IPX, this must be the NetBIOS or IPX
name.

Address. Enter an IP or IPX address.

Additional Network Interfaces. Click this button to configure an additional Network
Interface for the current device.

Device Type. Select the appropriate device type from the pull-down menu. The icon
displayed will represent the device in all views.
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About Device Property Performance Monitors

Use Performance Monitors dialog to configure and manage performance monitors for the
selected device. For more information, see Using Performance Monitors (on page 310).

LT Note: For some performance monitors, the SNMP credential on the device must be
configured. For WMI performance monitors, the Windows credential is required.

& Device Properties : 192.168.11.122 |
L_ .|
';_I‘) General Enable global performance monitors:
i Name Dlescription ~| | Eonfigure...
b 7{ Performance Monitors [ Library ]
e [] CPU Utilization Enables CPU Utilization r... a—
' Active Monitors ] S
L ' [ Disk Utilization Enables Disk Utilization re...
2J Passive Monitors [ Interface Utilization  Enables Inteface Utilizati...
[\1’;\ O [ Memory Utilization  Enables Memory Utilizatio...
£ >
II(E Credentials R : : :
Enable individual performance monitors: (for this device only)
@ Palling MName Description New...
7 Notes
@@ Custom Links
5 Attributes
[ oK [ Cancel |

For more information, see Performance monitor overview (on page 310).
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About Device Property Active Monitors

Use the Active Monitors dialog to display and manage Active Monitors for this device. There
are several ways to add an active monitor to this list: You can manually add the monitor by
clicking the Add button on this dialog, or have WhatsUp Gold scan the device for all active
monitors by clicking the Discover button (on the WhatsUp Gold console). Monitors may have
been added during initial discovery, when WhatsUp Gold first added the device to the

database.
@ Device Properties : 192.168.3.20 (et
ACTYS (s -ir'i':-
o) Gererdl Active Monitors attached to this device:
| ?c Petform Moritor Monitar Name «  Argument Cricical Metwork Interface Comment Add.., |
L FHTTF Ha (defant Eck...
[ [ y ; : Ty Ping Mo |defadt)
.' - Active Monitors : Remove... |
Pazsive Monitors =
= Critical;..
' ‘!5\ Achions
Disable... | |
-ﬁ Credenbals _
Er
Qs |
Rescan,..
j Neotes
u Menu * Chick the 'Critical.. " butbon bo select critical monikors and set their poling order. '
Altributes r - 5
oK Cancel tep |

= (lick Add to configure a new active monitor.
= Select an active monitor, then click Edit to change the configuration.
-or-
Double-click an active monitor to edit the configuration.
= Select an active monitor, then click Disable to disable the monitor on the device.
= Select an active monitor, then click Enable to enable the monitor on the device.
= Select an active monitor, then click Remove to remove the monitor from the device.
= Click Configure to select critical monitors for this device and set their polling order.

= Onthe WhatsUp Gold console, you can click Discover to have WhatsUp Gold scan the
device for active monitors on the device.

For more information, see Active monitors overview (on page 165).
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About Device Property Passive Monitors

Some elements on a network may not provide a clear up or down status when queried. For
example, a message may get logged to the system's Event log by another application (such
as an antivirus application alerting when a virus is found). Because these messages/events
can occur at any time, a Passive Monitor Listener listens for them, and notifies WhatsUp Gold
when they occur.

& Device Properties : 192.168.11.122 ===
L]
"—;‘_'-) General Passive monitors associated with this device Add...
j"% Performanc e Monitors Name Type [ Edit... ]
o Active Monitors % Any OIS (SUE L Honova..
L _‘_d-' Passive Monitors
L-\?“,\ Actions
=3 Credentials
& Foling
7 Notes
@@ Custom Links
_i. Attributes

[ oK [ Cancel |

This dialog displays all Passive Monitors configured for this device.

= C(Click Add to configure a new Passive Monitor.

= Select a Passive Monitor, then click Edit to change the configuration
-or-
Double-click a Passive Monitor to edit the configuration.

= Select a Passive Monitor, then click Remove to remove the monitor from the device.

For more information, see Passive monitor overview (on page 250).
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About Device Property Actions

You can select an Action Policy to use on this device or configure alerts specifically for this

device.
& Device Properties : 192.168.11.122 ===
L]
B General , is Apti ;
Fp IS O Apply this Action Policy.
PE Performance Monitors
w Active Monitors
Ly Passive Monitors OR

b L-\?;;\ Actions

@ Apply individual actions.

=3 Credentials
. State Change Action to perform Add...
& roling Cen. )
Down Sound-Down20 —
2 toes
@@ Custom Links
‘i. Attributes
[ oK [ Cancel |

Select a policy from the Apply this Action policy pull-down menu. You can also create a
new, or edit an existing action policy by clicking the Browse button next to the pull-down
menu box.

Configured alerts appear in the Apply individual actions list, displaying the action type that
is to be fired and the state change that will trigger the action. You may have multiple actions
on a single device.

This dialog displays all Actions configured for this device.
= C(Click Add to configure a new Action.
= Select an Action, then click Edit to change the configuration
-or-
Double-click an Action to edit the configuration.

= Select an Action, then click Remove to remove the action from the device. Removing
the action from the list also deletes all records for this action (on this device) from the
Action Log.

For more information, see About actions (on page 264).
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About Device Property Credentials

The Credentials dialog displays Windows, SNMP, ADO and VMware credentials
information for the current device.

& Device Properties : VMware ESX Server 3i h 1‘
,‘:‘ General
_ Cindrtal
?ﬁ] Petfamance Monitars *
= Twe | Name [oosotion | e
) Active Monitors SNMP (None) Mo VP credentisls selacted,
Windows  (Nome) Mo Windoves credentials select. .
Passive Wonita ADO (MNome) Mo ADC credentials selected.
W bt Telnet (Nene) Mo Telnet credertials selected.
- S5H {Maone) Mo S5H credentiaks selected,
! k.ﬁ\ Actions 2 YMware 192.168.3.178
» -E Ciedentials
@ Poling
—— ShNMP
‘a ilnkeston Device Obiect 10: (01D
/ MNotes |
_ Meru
5 Alhibutes
oK I Cancel I Help I

Devices that are SNMP manageable devices appear on the map view with an icon with a
white star in the top right corner.

e

HP Pro

First Floor Workstation whs2d3

Credentials

Windows. Select the Windows credential to connect to this device. Click the browse
(«..) button to browse the Credentials Library.

SNMP v1/v2/v3. Select the SNMP credentials to connect to this device. If the Identify
devices via SNMP option was selected during discovery (or if an SNMP discovery was
performed) the correct SNMP credential was used during the discovery process, and if
the device is an SNMP manageable device, then the correct credential is selected
automatically. If any of these conditions are not met, None is selected.

ADO. Select the ADO credentials for database connection string information to be
used when a database connection is required for WhatsUp Gold database monitors.

VMware. Select the VMware credentials to be used when connecting to a VMware
host or vCenter server.

Edit.... Click to open the Select Credentials dialog, then select the credential from
the list or click the browse ... button to browse the Credentials Library.

107



Using WhatsUp Gold 14.4

= Device Object ID (OID). Enter the SNMP object identifier for the device. This
identifier is used to access a device and read SNMP data.

For more information, see Credentials overview (on page 100).

About Device Property Polling

Polling is the term used for monitoring discovered devices in WhatsUp Gold. The Polling
dialog lets you configure polling options and/or schedule maintenance times for the selected

device.
& Device Properties : 192.168.11.122 |
L]
':;_'-_) General Palling
PE Performance Monitors Eollinterval:
[0 (seconds) Up dependency...
w Active Monitors
Down dependency...
Ly Passive Monitors
— Maintenanc e
L\;;\ Actions
[J Eorce this device into maintenance mode now
m@ Credentials Recurring maintenance times:
» @ Polling Days Start Time End Time Add...
Edit...
2 Notes Sa 08:00 AM 08:00 PM [ Edt. |
@@ Custom Links
‘i. Attributes
OK ][ Cancel
Polling

= Pollinterval. This number determines how often WhatsUp Gold will poll the selected
device. Enter the number of seconds you want to pass between polls.

L Note: Polling dependencies & blackouts only apply to the collection of device active
monitors.

= Up dependency. Click to configure additional options, based on when another
device is operational, that determine when the selected device is polled.

= Down dependency. Click to configure additional options, based on when the
selected device is operational, that determine when other devices are polled.
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Maintenance

Use this section of the dialog to manually set the device Maintenance state, or schedule the
maintenance state for a certain time period. Any device placed in Maintenance mode will not
be polled, but it remains in the device list with an identifying icon. By default, the
maintenance state is represented by an orange background color.

= Force this device into maintenance mode now. Select this option to put the
selected device in maintenance mode. Clear the option to resume polling the device.

= Recurring maintenance times. This box displays all scheduled maintenance times
for the device.

= C(Click Add to schedule a new maintenance time for the device.
= Select an entry, then click Edit to change a scheduled time.
-or-
Double-click a Schedule to edit its configuration.

= Select an entry, then click Remove to delete a scheduled time.
For more information, see Polling overview (on page 136) and Dependencies overview (on page
138).

About Device Property Notes

The Notes dialog provides an option to enter free-form messages to the device database.

& Device Properties : 192.168.11.122 ===

L]

-—‘I. Genera - N
=1 General Enter text for anything you'd like to note for

the device in this box.

PE Performance Monitors
w Active Monitors
oy Passive Monitors
L-\?;;\ Actions
=3 Credentials
& Foling
b7 Notes
@@ Custom Links

‘i. Attributes

OK ][ Cancel
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About Device Property Menus

In the WhatsUp Gold console, you can use the Menu dialog to create a custom context menu
for a device. Context menus are custom menu items that appear when you right-click a
device; they serve as "shortcuts” to launch applications.

The menu item can launch programs based on the command line you enter. You can also
append command line arguments, including WhatsUp Gold Percent Variable arguments to
include device IP address, device host name, and other types of percent variable arguments.
When you select the new menu item, the associated command is launched with the
arguments that were included in the device's custom menu configuration.

%:' General

= I Customize the menu on this device (don't use device type menu)
99‘| Performance Monitors
s Menu Name -~ | Command and Arguments | |
) Active Morit Browse http://%Device Address/ TS |
F ik Connect % SystemBoot %4\ System 32'emd .exe /C...
Fing %SystemBoot %2\ System 32 cmd exe /...
{ :}) Passive Monitors Traceroute “.SystemPoot %\ System32'emd exe /C...
V;E% Actions
_(Cl Credentials
g |
@ Paolling
j Notes
> g e

5 Attributes
OK ‘ Cancel ‘ Help ‘

= Customize the menu on this device (don't use device type menu). Select this
option to create and/or modify a context menu for this device. This will override any
separate context menu that has already been created for the device type of the
device.

= Menu list. This box displays the commands that are currently configured for the
device. After an item has been configured, it appears on the context (right-click)
menu. When you click the menu item, the menu item is executed.

= (Click Add to add a new menu item.

= Select a Menu Name, then click Edit to change the settings.
-or-
Double-click a Menu Name to edit its configuration.

= Select an Menu Name, then click Remove to delete it from the list.

@ Important: Menu items can only be configured on the WhatsUp Gold console.
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About Device Property Custom Links

In the WhatsUp Gold web interface, you can use this dialog to create a custom link for a
device.

=/ Properties Custom Links

G |
g e Display Name | HyperLink
m Performance Meonitors

Google http//:www. google.com
Q Active Monitors

@ Passive Maonitors

‘ Actions

=3 Credentials

& Attributes

To view custom links created for a device, you need to add the Device Custom Links
workspace report to its Device Status workspace view. For more information, see Adding
workspace reports to a Device Status workspace (on page 410).

=  (Click Add to add a new custom link.

= Selectacustom link in the list, then click Edit to change the settings.
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- Or -
Double-click a custom link to edit its configuration.

= Select a custom link in the list, then click Remove to remove it from the list.

@ Important: Custom links are only configurable and viewable in the web interface.

About Device Property Attributes

The Attributes dialog lists information about the associated device, such as contact person,
location, serial number, etc. The first three attributes in the list (Contact, Description, and
Location) are added by WhatsUp Gold when the device is added to the database, either by
the Device Discovery wizard, or through another means.

& Device Properties : 192.168.11.122 ===
L]
':;_'-_, General Attributes that are attached to this device: Add...
PE Performance Monitors Name Value [ Edit... ]
; ; Contact Bob Brown Remove...
w Active Monitors Description Sales
.y Passive Monitors Location Atlanta Office
R, Actions Phone Number 404-555-1234
=3 Credentials
& Foling
7 Notes
@@ Custom Links
b ‘i. Attributes
OK ][ Cancel

= (Click Add to add a new attribute.

I’., Note: When you add or edit an attribute, ensure Attribute name does not contain a space.
For example, use Phone_Number as an attribute name, instead of Phone Number. WhatsUp
Gold returns an 'No Such Attribute' error when an attribute variable such as
Y%Device.attribute. [attribute_name] is used in a message and the attribute name
contains a space.

= Select an attribute on the list, then click Edit to change the settings.
- Or -
Double-click an attribute to edit its configuration.

= Select an attribute in the list, then click Remove to remove it from the list.
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About the Deviceldentifier attribute

When a Beeper Action fires, it looks for and returns a device attribute called Deviceldentifier.
You can add this attribute to a device via its Properties (Device Properties > Attributes).

If the Beeper Action does not find the Deviceldentifier in a device's attributes, WhatsUp Gold
uses the last two octets of the IP address to identify the device. For example, a numeric
message is sent to a beeper when a device returns to the up state after being down:

0-149-238

The first digit is the number configured in the Up, Down, or passive monitor code, the second
two sets of numbers identify the device using the last two octets of the device's IP address.

To configure a Deviceldentifier attribute for a device:

1 Open the device's Properties:
= Right-click a device, then click Properties. The Device Properties dialog appears.
= Click Attributes. The Attributes dialog appears.

2 Click Add. The Add Attribute dialog appears.

3 In Attribute name, enter Deviceldentifier.
4 |n Attribute value, enter the desired numeric value.

T Note: The Deviceldentifier attribute value should contain only numeric characters or the
asterisk (*); alphabet characters, spaces, and other special characters are not recognized by
the Beeper Action.

5 Click OK to save changes.

About Device Property Tasks

The Tasks section of the Device Properties dialog displays, and lets you modify and run
WhatsConfigured scheduled tasks, and modify and compare WhatsConfigured configuration
archives assigned to this device.

F Note: To add tasks to a device and/or view configuration information, WhatsConfigured
must be activated. To update your license to purchase WhatsConfigured plug-in, visit the
Mylpswitch portal (http://www.myipswitch.com).
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@ Device Properties - QA-2821 h.com =]
S, WhatsConfig scheduled tasks attached to this device
2 Parf ; . Name Description Last run | Add
Test 1- Backup S 8/20/2009 03:43.02 PM | Remove...
bl Test
| -,;\ !
=2 Cre | Run Now
@ : — Aschives saved for this device
Z Not Time created Created by Key - !_R;ES_UK_
= 8/17/2009 02:59:23 PM  Test 2 - Backup Running Config  running-config | Delete...
8/17/2009 03:43:15 PM  Test 1 - Backup Startup Config statup-config |
5 B8/18/2009 02.57-25 PM  Test 2 - Backup Running Config  running-config
p B Tasks 8/20/2009 02:57-46 PM  Test 2 - Backup Running Config  running-config ==
e - I
- | Compare
Close |

Tasks attached to this device

Each scheduled task is listed by Name, Description, and the time it was Last Run.

= (Click Add to add a scheduled task to this device.
= Select a task, then click Remove to delete a scheduled task from this device.

= Select a task, then click Run Now to perform the selected task immediately. The task
will run only for the currently selected device. To run a task for all devices to which it
is assigned, use the Run Now option in the WhatsConfigured Task Library.

Configuration archives saved for this device

Each archived configuration is listed by its Time Created and Activity.
= Select a configuration, then click Restore to restore the device to the selected
configuration.

= Select a configuration, then click Delete to remove the configuration from the
device's list of archives.

= Select a configuration, then click View to see the configuration details.

= Select two configurations, then click Compare to view the two configuration files
side-by-side.

Adding a new device
There are two ways to add devices to the monitoring database:

= Discover devices automatically. For more information, see Discovering network devices
(on page 49).

= Manually add devices.
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To manually add a new device:
1 Inthe Device view, right-click, then select New Device. The Add New Device dialog
appears.

# Add Device

This dialog allows you to add a device to the WhatsUp Gold database.

Add Device to Group: IPRangeScan (2009-05-15 08:52:34)

IP address or host name of the new device:

Example: 192,168.200.123 or www.somedomain.com

Add device immediately without scanning | oK
Force device role: Cancel

2 Enterthe IP address or hostname for the device you want to add.

Click Advanced to select a number of additional options for which to scan the device.

4 If you want to add a device without scanning, select Add device immediately without
scanning. This immediately adds a "bare-bones" device, generically categorized as a
workstation.

5 If you want to apply a device role to a new device, select Force device role. For more
information, see

6 Click OK to save changes. The WhatsUp Gold attempts to resolve the IP address or
hostname, then scans that device for device roles (if selected). When the scan is
complete, Device Properties dialog appears, allowing you to further configure the
device as needed.

w

lT Note: If WhatsUp Gold already contains the number of devices that your license allows, a
message appears telling you that you must upgrade your license or remove existing devices
to add a new device.

115



Using WhatsUp Gold 14.4

Adding additional network interfaces to a device

To configure a network interface:

1 Inthe Device List or Map View, right-click a device, then click Properties. The Device
Properties dialog appears.

2 Click General. The General dialog appears.

& Device Properties : 192.168.11.133 ===
h .
3 '{I‘) General
- Display name: Device type:
j"f Ferformance Monitors |192_168_11_133
w Active Monitors Polling type: =
) Passive Monit ICMP {TCP/UDF) [ +
>/} Passive Monitors
__'d Pell using: HTTP
L\Té\ Actions Address v Web Server v
=3 Credentials Host name: (DNS name)
- [192.168.11.133
& Foling
Address: (IP Address)
7 Notes [192 168.11.133
() (et L' [ Additional Network Intefaces... ]
_i. Attributes
[ oK [ Cancel |

3 Click Additional Network Interfaces. The Add Network Interfaces dialog appears.
4 C(Click Add. The Add Network Interfaces dialog appears.

& Add Network Interface |
Eolling type:
ICMP {TCP/UDF) hd
Pell using:
Address hd

Host name: (DNS name)

Address: (IP Address)
|

5 Enter the network information for the new interface.
6 Click OK to return to the General section.

To change the default network interface on a device:

1 Inthe General section of Device Properties, click Additional Network Interfaces.

2 Onthe Network Interfaces dialog, select the interface you want to make the default.
3 Click Set Default.

4 C(Click OK to return to the General section.
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Adding attributes to a device

To add attributes to a device:

1 Inthe Device List or Map View, right-click a device, then click Properties. The Device
Properties dialog appears.

2 Click Attributes. The Attributes dialog appears.

& Device Properties : 192.168.11.122 ===
L_ .
';_I‘) General Attributes that are attached to this device: Add...
PE Performance Monitors Name Value [ Edit... ]
o ; Contact Bob Brown Remove...
y Active Monitors Description Sales
‘—‘_é.zl Passive Monitors Location Atlanta Office
Mgy, Actions Phone Number 404-555-1224
=3 Credentials
& Foling
7 Notes
@@ Custom Links
b 5 Attributes
OK ][ Cancel

3 Use the following options:
= Click Add to add a new device attribute. The Add Attribute dialog appears.
= Select a device attribute in the list, then click Edit to change the settings.
= Select a device attribute in the list, then click Remove to remove it from the list.

4 Enter information in the Attribute name and Attribute value boxes.
5 Click OKto save changes.
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Adding notes to a device

To add a note to a device:

1 Inthe Device List or Map View, right-click a device, then click Properties. The Device
Properties dialog appears.

2 Click Notes. The Notes dialog opens.

& Device Properties : 192.168.11.122 ===

(]

".I- Genera - -
E=] General Enter text for anything you'd like to note for

the device in this box.

j"f Performance Meonitors

w Active Monitors
oy Passive Monitors
L-\?;'z\ Actions
=3 Credentials
& Foling
b7 Notes
@@ Custom Links

_i. Attributes

OK ][ Cancel

3 Enter the note in the Notes box.

Notes. The first line of the notes box displays information about when the device was
added to the database.

You can customize the notes with any information you want to include about the
device. For example, you may want to record historical information about a device,
physical location information, or perhaps notes relating to the actions configured for
the device.

LT., Note: There is no automatic word wrap. Add a return to display information in the dialog
without requiring you to scroll to view it.

4 C(lick OK to save changes.

Changing a device IP address

To change a device IP address:

1 In Device view, right-click a device. In the context menu, select Properties > General.
2 Enterthe new IP address in the Address box.

3 Click OK to save changes.
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Changing a device name

Changing the name of a device changes how it appears in the list views.

To change a device name:
1 In Device view, right-click a device. In the context menu, click Properties > General.

2 Inthe General section of Device Properties, enter the new name in the Display Name
box.

3 Click OK to save changes.
Changing Device Types

@ Important: Prior to the WhatsUp Gold v14 release Device Types were used to identify the
role a device performed on the network for the active and passive monitors, menu items, and
icons associated with each device. WhatsUp Gold v14 and later has moved Device Type
information to be managed in the Discovery Console Device Role Settings.

The Device Types dialogs now have limited functionality. Active monitors, passive monitors,
and action policies are no longer editable in the Device Type dialog. The device General and
Menu ltems information is editable. For more information, see Discovering and Viewing
Network Data.

Cloning a device

The WhatsUp Gold cloning feature, available in the web interface, allows you to do a deep
copy of a device. The term deep copy means that the device is copied to a new device with all
active monitors, passive monitors, actions, attributes, etc. applied to the new device. This
functionality makes it easy to create a new device with monitors, actions, and attributes set
up based on ones you have already taken the time to set up for a previously created device.
This reduces the time required to setup new monitors, actions, and attributes for a new
device.

.‘T_' Note: Any monitors and action policies associated with the device you are cloning from are
not duplicated for the new cloned device, rather the new cloned device has the existing
monitors and action policies applied to it. If you want to assign new monitors to the newly
cloned device, see Monitoring Devices or if you want to create a new action policy and
associate it with the device, see About Action Policies (on page 303).

Methods to clone a device

There are three ways to clone a device, from the device right-click menu, dragging-and-
dropping a device from a device list or a map view to a new device group, or from the Edit
menu in the top toolbar (Edit > Clone).
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After you have cloned a device, you need to change the device host name and address in the
Device Properties - General dialog settings so that WhatsUp Gold can monitor the new device
and all of the active monitors, passive monitors, actions, and attributes that are applied to the
new device. For more information, see Changing the cloned Device Properties (on page 121).

Cloning a device from the right-click menu

To clone a device from the right-click menu:

1

From the WhatsUp Gold web interface, in the Device List or Map View, right-click the
device for which you want to clone attributes. The right-click menu appears.

Click Clone. The Clone selected items from x to .... dialog appears.

Select the group that you want to clone the device into, then click OK. A status dialog
appears indicating the cloning process status.

Click Close to complete the cloning process.

Note: The new cloned device display name is as shown in the following device name
example:

- Original name: Device-WHO

- First clone (in new group): Device-WHO

- Second clone: Device-WHO - Clone

- Third clone: Device-WHO - Clone (2)

- Subsequent clones: Device-WHO - Clone (nnn)

Tip: You can also use the Device Properties - Notes dialog to verify if a device is a cloned
device. Right-click the device you want to check, then click Properties > Notes. If the device
is a cloned device, a message appears; for example, This device was cloned on
6/24/2010 10:12:37 AWM.

5 Change the cloned device properties as required. For more information, see Changing

the cloned Device Properties (on page 121).
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Cloning a device using drag-n-drop

To clone a device using drag-n-drop:

1

From the WhatsUp Gold web interface, in the Device List or Map View, select the device
(or multiple devices) for which you want to clone attributes, then drag the device(s) to
the device group where you want the device(s) to reside. The Copy, Move, Clone, Cancel
menu appears.

Click Clone. A status dialog appears indicating the cloning process status.

Click Close to complete the cloning process.

Note: The new cloned device display name is as shown in the following device name
example:

- Original name: Device-WHO

- First clone (in new group): Device-WHO

- Second clone: Device-WHO - Clone

- Third clone: Device-WHO - Clone (2)

- Subsequent clones: Device-WHO - Clone (nnn)

Tip: You can also use the Device Properties - Notes dialog to verify if a device is a cloned
device. Right-click the device you want to check, then click Properties > Notes. If the device
is a cloned device, a message appears; for example, This device was cloned on
6/24/2010 10:12:37 AWM.

4 Change the cloned device properties as required. For more information, see Changing

the cloned Device Properties (on page 121).

Changing the cloned Device Properties

After you have cloned a device, you need to change the device host name and address in the
Device Properties - General dialog settings so that WhatsUp Gold can monitor the new device
and all of the active monitors, passive monitors, actions, and attributes that are applied to the
new device.

To change the cloned Device Properties:

1

From the group where the new cloned device resides, right-click the device, then click
Properties. The Device Properties dialog appears.

Click General. The General dialog opens.

Enter the new device Host name, Address, and other information you want to change
for this device, then click OK.
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About device groups

In WhatsUp Gold, devices are organized in groups to allow you to quickly find and diagnose
problems. You can create as many device groups as you wish to organize your network in a
way that is meaningful to you and your monitoring needs.

Device group types
Two types of device groups exist in WhatsUp Gold:

= Non-dynamic groups

= Dynamic groups

Non-dynamic groups are simply referred to as "device groups." Each time you discover
devices on your network, a new device group is created containing the devices found in the
scan that you choose to monitor. The group is named using the type of scan you used during
discovery, and the date and time the scan took place. For example, "SNMPScan (2007-08-03
10:24:37)." Devices that are already in the database are added to the new group as a shortcut
to the original device reference. This is only to relay that there are more than one reference in
the My Network tree, as you configure devices by clicking either the original reference icon or
the shortcut. Functionally, they serve the same purpose and display the same device status.

Dynamic groups are created by using SQL queries that search for devices based on user-
specified criteria. By default, all devices discovered on your network are placed into a
dynamic group named All devices. Similarly, each time a router is discovered it is placed into
a similar dynamic group named All routers.
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Device group icons

Just as devices in WhatsUp Gold, device groups use icons to display the current state of the
group, or to indicate the type of device group.

ta All of the monitors on all devices in the group are up.
L The device group contains at least one device that is considered down.

(3 The device group is empty, or devices have not been polled due to a dependency on
another device.

| Indicates a dynamic group.

Device group maps

The Map View is based on device group folders, meaning that each device group will have a
separate map. If a device group folder contains a subfolder, or subgroup, you can double-
click on the folder in Map View to display the subfolder's map.

Device group reports

Device groups are particularly important when you are viewing full and workspace reports
pertaining to a specific group, or group reports (on page 441). When viewing Group Reports,
you choose one specific device group in which to view network data. It's a good idea to think
of ways to easily distinguish device groups from one another for this reason. An easy way to
distinguish groups is using group names that are meaningful, such as "Atlanta Developers"
and "Atlanta Tech Support." As a result, you can easily tell what each device group is when
choosing a group on which to view Group Report information.

Device Group Access Rights

Similar to user rights are the WhatsUp Gold group access rights which link permissions to
device groups. For more information, see About group access rights (on page 80).

Creating device groups
To create a new device group:

@ Important: You cannot create a new device group within a dynamic group.

.‘T Note: There is a separate procedure for creating new dynamic groups.

On the WhatsUp Gold console
1 Select File > New Group. A new device group appears in the My Network Tree named
"New Device Group." You will need to rename this group.

2 Torename the group, select the new group and right-click. The right-click menu
appears. Select Rename and enter a new name for the group.
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On the WhatsUp Gold web interface

. . "_'_New Group
1 From the Devices tab, click the New Group button.

- Or -
From the Devices tab, select File > New Group.

The Create Group dialog appears.

2 Enter a title and short description for the group in the Group Name and Description
fields.

3 Click OKto add the group to the My Network tree.

About Dynamic Groups

This feature provides the ability to create device groups based on whatever criteria users
choose, without having to create device shortcuts. Dynamic groups can be created for
specific device types, device attributes, active monitors, or anything else that is stored for
individual devices in the database. Dynamic groups act as SQL queries that run on the
WhatsUp Gold database, and can display real-time data if viewed through a report that is set
to automatically refresh.

WhatsUp Gold is pre-configured with dynamic group examples, which you can see in the
Devices view, under Device Groups.

Device Groups

=B My Metwork
EJAIl devices (dynamic group)
Al routers (dynamic group)
=-[1Dynamic Group Examples
PICisco Devices
1 Completely down devices
1 Devices collecting CPU performance data
1 Devices collecting Disk performance data
[ Devices collecting Interface performance data
1 Devices collecting Memory performance data
1 Devices collecting Ping performance data
P 1Devices in maintenance mode
P 1Devices with at least one down monitor
1 Devices with SNMP credentials
1 Devices with Windows Credentials
P71 Devices without credentials
1 Devices without SNIMP cpdentials

\"T‘E]_g_\.'ices wit """*qr]_t_ials

"

All of the Dynamic Group examples are active, so if you have devices that meet the criteria,
you will see the device displayed within the group. In the web interface, the dynamic group
display is refreshed every 2 minutes. A group is also refreshed when you select it.
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To view or edit the criteria for a dynamic group, right-click the group name, then select
properties.

T., Note: Dynamic groups on the web interface do not follow group access rights. Anyone with
the ability to view the device group that a dynamic group is in can access that dynamic
group. However, only devices that the user has the permission to view appear in the group.

To configure Dynamic Groups:

1 Inthe WhatsUp Gold web interface, right-click on the device view, then select New
Dynamic Group. The SQL Dynamic Group dialog appears.

2 From here, you must select a method for configuring the new Dynamic Group. You can
either Use the WhatsUp Gold Dynamic Group Builder, or the SQL dialog. If you are an
advanced SQL user, you should choose the second option. Otherwise, we recommend
selecting the Dynamic Group Builder.

To use the Dynamic Group Builder:
1 Enter a name and description for the new dynamic group:

=  Group Name. Enter a name for the Dynamic Group as it will appear in the WhatsUp
Gold Device List.

= Description (Optional). Enter a short description for the new Dynamic Group. This
description is visible to all users who can open the dynamic group.

2 InFilter, select which groups to search for devices that match the dynamic group
Criteria.

= Select All devices to show all devices that match the criteria of the dynamic group.

= Select All devices in the parent group to show all devices that match the criteria of
the dynamic group and are located in the group in which the dynamic group is
located.

= Select All devices in the parent group and its children groups to show all devices
that match the criteria of the dynamic group and are located in the group in which
the dynamic group is located or any of that group's children groups.

3 Create and edit rules to form an SQL filter for the Dynamic Group.
To begin writing the rules for your SQL filter, click Add. The Dynamic Group Editor
appears.

4 In the Dynamic Group Editor, enter the appropriate information (for more information,
see the help topic for this dialog). As you create rules, they are added to the Dynamic
Group Builder dialog where you can add more rules, edit, or delete existing rules by
clicking the Add, Edit, or Delete buttons.

Parentheses (single, double, triple, and quadruple) are available for use in your filter code -
add them by selecting them from the lists before and after your rules.

You can move existing rules up or down within your filter code by selecting a rule and then
clicking on the Up and Down buttons.
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Validating your filter code

Keep in mind that as you configure your rules, the SQL filter is displayed at the bottom of the
Builder dialog. When you are satisfied with the filter code that is displayed, click the Validate
button to test the filter code sytnax. If the test returns no errors, click OK to save the
configured SQL filter and to add the new Dynamic Group to your Device List.

If the code returns errors, either make the needed changes at this time, then click OK.
Additionally, you have the option to save the filter code so that you may edit it at a later time.
You can then select the Dynamic Group from the Device List and right-click, then select
Properties to edit the group filter code.

Converting your filter code

You can convert a Dynamic Group created with the Dynamic Group Builder to the SQL dialog
by clicking the Convert button. It is important to note that once you convert the Dynamic
Group to the SQL dialog, you will not be able to edit the group in the Dynamic Group Builder
again - you will only be able to make changes to the group from the SQL dialog. If you aren't
an advanced SQL user, we recommend that you make a copy of the Dynamic Group so that
you can keep a copy available for edit in the Dynamic Group Builder.

To use the SQL Dynamic Group dialog:
1 Enter a Display name for the group, enter the group Description, and enter an SQL
query in the Filter box that identifies the devices you want to appear in that group.

2 Click OK to add the group to the device list. SQL validation occurs as soon as you click
OK. If the filter fails, an error message appears.

In addition to the pre-configured dynamic groups, we have provided several sample filters for
you to create some very interesting dynamic groups.

cl Tip: You can learn more about the database structure by downloading the database schema
file on the WhatsUp Gold support page (http://www.whatsupgold.com/wugtechsupport).

Dynamic Group Examples

WhatsUp Gold is pre-configured with dynamic group examples, which you can see in the
Devices view, under Device Groups. For more information on these groups, see Using
Dynamic Groups.

The following examples show several dynamic group filters that you can use to create some
interesting dynamic groups for your devices. To use these examples, select the text of the
filter, and then copy and paste the text into the Filter box of the Dynamic Group dialog.

T., Note: You may have to remove the copyright information from the cut and paste if it appears
when you copy from this help file.
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To show all devices that have had a state change in the last three hours:

SELECT DISTINCT Device.nDeviceID
FROM Device
JOIN PivotActiveMonitorTypeToDevice
ON Device.nDeviceID = PivotActiveMonitorTypeToDevice.nDeviceID
JOIN ActiveMonitorStateChangeLog
ON PivotActiveMonitorTypeToDevice.nPivotActiveMonitorTypeToDeviceID =
ActiveMonitorStateChangeLog.nPivotActiveMonitorTypeToDeviceID
WHERE Device.bRemoved = 0

AND DATEDIFF (Hh,ActiveMonitorStateChangeLog.dStartTime,GETDATE()) <= 3

To show all devices with multiple interfaces:

SELECT DISTINCT NetworkInterface.nDeviceID
FROM Device
JOIN NetworkInterface
ON Device.nDeviceID = NetworkInterface.nDeviceID
WHERE Device.bRemoved = 0
GROUP BY NetworkInterface.nDeviceID

HAVING  COUNT (NetworkInterface.nDeviceID) > 1

To show all devices that have gone down in the last two hours and are still down:

SELECT DISTINCT Device.nDeviceID
FROM Device
JOIN PivotActiveMonitorTypeToDevice
ON Device.nDeviceID = PivotActiveMonitorTypeToDevice.nDeviceID
JOIN ActiveMonitorStateChangeLog
ON PivotActiveMonitorTypeToDevice.nPivotActiveMonitorTypeToDeviceID =
ActiveMonitorStateChangeLog.nPivotActiveMonitorTypeToDeviceID
JOIN MonitorState
ON Device.nWorstStateID = MonitorState.nMonitorStateID
WHERE Device.bRemoved = 0

AND PivotActiveMonitorTypeToDevice.bDisabled = 0
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AND DATEDIFF (hh, ActiveMonitorStateChangeLog.dStartTime, GETDATE()) <= 2

AND MonitorState.nInternalMonitorState = 1

To show all the devices (in one specific group) that have had an action fire in the last
two days:

SELECT DISTINCT Device.nDeviceID
FROM Device
JOIN ActionActivityLog
ON Device.nDeviceID = ActionActivityLog.nDeviceID
JOIN PivotDeviceToGroup
ON Device.nDeviceID = PivotDeviceToGroup.nDeviceID
JOIN DeviceGroup

ON PivotDevi .nDevi ID = Devi .nDevi ID

WHERE Device.bRemoved = 0
AND DATEDIFF (Dd,ActionActivityLog.dDateTime,GETDATE()) <= 2

AND DeviceGroup.sGroupName = 'My Key Resources Group'

To show all devices that need acknowledgement:

SELECT DISTINCT Device.nDeviceID
FROM  Device
JOIN PivotActiveMonitorTypeToDevice
ON Device.nDeviceID = PivotActiveMonitorTypeToDevice.nDeviceID
JOIN ActiveMonitorStateChangeLog
ON PivotActiveMonitorTypeToDevice.nPivotActiveMonitorTypeToDeviceID =
ActiveMonitorStateChangeLog.nPivotActiveMonitorTypeToDeviceID
WHERE Device.bRemoved = 0
AND ActiveMonitorStateChangeLog.bAcknowledged = 0

AND PivotActivelMonitorTypeToDevice.bRemoved = 0

To show all devices with disks that are 90% full or fuller:

SELECT DISTINCT Device.nDeviceID

FROM  Device
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JOIN PivotStatisticalMonitorTypeToDevice

ON Device.nDeviceID = PivotStatisticalMonitorTypeToDevice.nDeviceID

JOIN StatisticalDiskIdentification

Ol

2

PivotStatisticalMonitorTyp ice.nPi isticalMonitorTypeToDeviceID =

StatisticalDiskIdentification.nPivotStatisticalMonitorTypeToDeviceID

JOIN StatisticalDiskCache

Ol

2

StatisticalDiskIdentification.nStatisticalDiskIdentificationID =
StatisticalDiskCache.nStatisticalDiskIdentificationID
WHERE Device.bRemoved = 0
AND PivotStatisticalMonitorTypeToDevice.bEnabled = 1
AND StatisticalDiskCache.nDataType = 1
AND (((nUsed Avg / nSize) > 0.90)
AND (NOT nSize = 0
OR nSize IS

NULL) )

To show all devices in maintenance or with at least one down active monitor and match
the specified device types:

SELECT DISTINCT Device.nDeviceID
FROM  Device
JOIN MonitorState
ON Device.nWorstStateID = MonitorState.nMonitorStateID
WHERE Device.bRemoved = 0
AND MonitorState.nInternalMonitorState IN (1,2)

AND Device.nDeviceTypeID IN (3,4,38,63,64,65,66,67,68,71,72)

To show only devices on which all active monitors are down:

SELECT DISTINCT Device.nDeviceID
FROM Device
JOIN MonitorState
ON Device.nWorstStateID = MonitorState.nMonitorStateID

WHERE Device.bRemoved = 0
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AND MonitorState.nInternalMonitorState = 1

AND Device.nWorstStateID = Device.nBestStateID

To show only those devices on which all active monitors have been down for 20
minutes or more:

SELECT DISTINCT Device.nDeviceID
FROM Device
JOIN PivotActiveMonitorTypeToDevice
ON Device.nDeviceID = PivotActiveMonitorTypeToDevice.nDeviceID
JOIN ActiveMonitorStateChangeLog
ON PivotActiveMonitorTypeToDevice.nPivotActiveMonitorTypeToDeviceID =
ActiveMonitorStateChangeLog.nPivotActiveMonitorTypeToDeviceID
JOIN MonitorState
ON PivotActiveMonitorTypeToDevice.nMonitorStateID =
MonitorState.nMonitorStateID
WHERE Device.bRemoved = 0
AND PivotActiveMonitorTypetoDevice.bRemoved = 0
AND PivotActiveMonitorTypeToDevice.bDisabled = 0
AND MonitorState.nInternalMonitorState = 1
AND DATEDIFF (Mi,ActiveMonitorStateChangeLog.dStartTime,GETDATE()) >= 20

AND Device.nWorstStateId = Device.nBestStateId

To show devices to which a particular performance monitor is assigned:

SELECT DISTINCT Device.nDeviceID
FROM  Device
JOIN PivotStatisticalMonitorTypeToDevice
ON Device.nDeviceID = PivotStatisticalMonitorTypeToDevice.nDeviceID
JOIN StatisticalMonitorType

ON StatisticalMonitorType.nStatisticalMonitorTypeID =

PivotStatisticalMoni TypeT: ice.nStatisticalMonitorTypeID
WHERE Device.bRemoved = 0

AND PivotStatisticalMonitorTypeToDevice.bEnabled = 1
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AND StatisticalMonitorType.sStatisticalMonitorTypeName

LIKE '%Interface Utilization%'

To show devices to which a particular passive monitor is assigned:

SELECT DISTINCT Device.nDeviceID
FROM Device
JOIN PivotPassiveMonitorTypeToDevice
ON Device.nDeviceID = PivotPassiveMonitorTypeToDevice.nDeviceID
JOIN PassiveMonitorType
ON PassiveMonitorType.nPassiveMonitorTypeID =
PivotPassiveMonitorTypeToDevice.nPassiveMonitorTypeID
WHERE Device.bRemoved = 0
AND PivotPassiveMonitorTypeToDevice.bRemoved = 0

AND PassiveMonitorType.sMonitorTypeName LIKE '%Cold Start%"'

To show devices to which a particular active monitor is assigned:

SELECT DISTINCT Device.nDeviceID
FROM Device
JOIN PivotActiveMonitorTypeToDevice
ON Device.nDeviceID = PivotActiveMonitorTypeToDevice.nDeviceID
JOIN ActiveMonitorType
ON ActiveMonitorType.nActiveMonitorTypeID =
PivotActiveMonitorTypeToDevice.nActiveMonitorTypeID
WHERE Device.bRemoved = 0
AND PivotActiveMonitorTypeToDevice.bRemoved = 0

AND ActiveMonitorType.sMonitorTypeName LIKE '%Ping%'
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To find a device by its display name, host name, or IP address:

SELECT DISTINCT Device.nDeviceID
FROM Device
JOIN NetworkInterface
ON Device.nDeviceID = NetworkInterface.nDeviceID
AND Device.nDefaultNetworkInterfaceID =
NetworkInterface.nNetworkInterfaceID
JOIN DeviceType
ON Device.nDeviceTypeID = DeviceType.nDeviceTypeID

WHERE (Device.sDisplayName LIKE '%Mail Server%'

OR I; . LIKE '%serverl.ipswitch.com%"'
OR NetworkInterface.sNetworkAddress LIKE '%1.2.3.4%')

AND Device.bRemoved = 0

To show devices whose actions (or whose active monitors' actions) have a specific word
in their name:

m Note: To search for a different action, change the action name after LIKE. Be sure to leave
both % symbols.

SELECT DISTINCT Device.nDeviceID
FROM  Device
JOIN ActionPolicy
ON Device.nActionPolicyID = ActionPolicy.nActionPolicyID
JOIN PivotActionTypeToActionPolicy
ON ActionPolicy.nActionPolicyID =
PivotActionTypeToActionPolicy.nActionPolicyID
JOIN ActionType
ON PivotActionTypeToActionPolicy.nActionTypeID =
ActionType.nActionTypeID
WHERE Device.bRemoved = 0
AND ActionType.sActionTypeName LIKE '%Critical%’

UNION
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SELECT DISTINCT Device.nDeviceID
FROM  Device
JOIN PivotActiveMonitorTypeToDevice
ON Device.nDeviceID = PivotActivelMonitorTypeToDevice.nDeviceID
JOIN ActionPolicy
ON PivotActiveMonitorTypeToDevice.nActionPolicyID =
ActionPolicy.nActionPolicyID
JOIN PivotActionTypeToActionPolicy

Ol

2

ActionPolicy.nActionPolicyID =

PivotActionTypeToActionPolicy.nActionPolicyID

JOIN ActionType

ON PivotActionTypeToActionPolicy.nActionTypeID =

ActionType.nActionTypeID

WHERE Device.bRemoved
AND PivotActivelMonitorTypeToDevice.bRemoved = 0
AND ActionType.sActionTypeName LIKE '%Critical%'
UNION
SELECT DISTINCT Device.nDeviceID
FROM  Device
JOIN ActionPolicy
ON ActionPolicy.nActionPolicyID=0 and bGlobalActionPolicy=1
JOIN PivotActionTypetoActionPolicy P
ON P.nActionPolicyID = ActionPolicy.nActionPolicyID
JOIN [ActionTypel
ON P.nActionTypeID = ActionType.nActionTypeID

WHERE ActionType.sActionTypeName LIKE '%Critical%'
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Building Dynamic Groups

1 Enter a name and description for the new dynamic group:

= Group Name. Enter a name for the Dynamic Group as it will appear in the WhatsUp
Gold Device List.

= Description (Optional). Enter a short description for the new Dynamic Group. This
description is visible to all users who can open the dynamic group.

2 In Filter, select which groups to search for devices that match the dynamic group
Criteria.

= Select All devices to show all devices that match the criteria of the dynamic group.

= Select All devices in the parent group to show all devices that match the criteria of
the dynamic group and are located in the group in which the dynamic group is
located.

= Select All devices in the parent group and its children groups to show all devices
that match the criteria of the dynamic group and are located in the group in which
the dynamic group is located or any of that group's children groups.

3 Create and edit rules to form an SQL filter for the Dynamic Group.

To begin writing the rules for your SQL filter, click Add. The Dynamic Group Editor
appears.

4 Inthe Dynamic Group Editor, enter the appropriate information (for more information,
see the help topic for this dialog). As you create rules, they are added to the Dynamic
Group Builder dialog where you can add more rules, edit, or delete existing rules by
clicking the Add, Edit, or Delete buttons.

Parentheses (single, double, triple, and quadruple) are available for use in your filter code -
add them by selecting them from the lists before and after your rules.

You can move existing rules up or down within your filter code by selecting a rule and then
clicking on the Up and Down buttons.

Validating your filter code

Keep in mind that as you configure your rules, the SQL filter is displayed at the bottom of the
Builder dialog. When you are satisfied with the filter code that is displayed, click the Validate
button to test the filter code sytnax. If the test returns no errors, click OK to save the
configured SQL filter and to add the new Dynamic Group to your Device List.

If the code returns errors, either make the needed changes at this time, then click OK.
Additionally, you have the option to save the filter code so that you may edit it at a later time.
You can then select the Dynamic Group from the Device List and right-click, then select
Properties to edit the group filter code.

134



Using WhatsUp Gold 14.4

Converting your filter code

You can convert a Dynamic Group created with the Dynamic Group Builder to the SQL dialog
by clicking the Convert button. It is important to note that once you convert the Dynamic
Group to the SQL dialog, you will not be able to edit the group in the Dynamic Group Builder
again - you will only be able to make changes to the group from the SQL dialog. If you aren't
an advanced SQL user, we recommend that you make a copy of the Dynamic Group so that
you can keep a copy available for edit in the Dynamic Group Builder.

135



About Polling

In This Chapter

Polling overview 136
Dependencies OVEIVIEW ..........ocrreenssensnsssssnssnns 138
IPX SUPPOIT «coteierreieireisississsssisssssssssssssssssessssssssssssssssssssssssssssssssssssssssssssssssssones 144

Polling overview

Polling is the active watching, or monitoring, of your network by WhatsUp Gold. This is done
in a variety of ways, depending on the service monitors you have configured on your devices.
The default polling method is done through Internet Control Message Protocol (ICMP). The
default polling interval for WhatsUp Gold is 60 seconds.

A small amount of data is sent from the WhatsUp Gold computer across the network to the
device it is watching. If the device is up, it echoes the data back to the WhatsUp Gold
computer. A device is considered down by WhatsUp Gold when it does not send the data
back.

Changing how you poll devices

After a device is added to the database, WhatsUp Gold begins watching that device using
ICMP (Internet Control Message Protocol). WhatsUp Gold 'bounces' a message off of the
device, then waits for the echo reply. If the reply is not returned, WhatsUp Gold considers it
unresponsive device and changes the status color of the device.

By default, WhatsUp Gold uses the IP address of the device to send this message. You can
change this to use the Host name or the Windows name of the computer, and you can

change the means it uses to poll the devices.

To change how you poll a device:

1 Double-click on the device you want to edit to view Device Properties.

2 (lick the General icon.

3 Select the type of poll you want to check the device with in the Polling type list box.
4 Select IP address or Host name from the Poll using list box.

5 Ifyou select Host name in the Poll using box, you must complete the Host name box.
6 Click OK to save changes.

This is useful if you want to monitor a device that has a dynamic IP address instead of an
address assigned to that device. You will need to choose Poll using Host name so the DNS
will be able to find the device on the network.
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Using Maintenance mode

This feature lets you place devices in Maintenance mode, where they will not be polled by the
engine.

Any device placed in maintenance mode is not polled, and actions are not fired for it, but it
remains in the device list and historical data is preserved. By default, the maintenance state is
represented by an orange color in both the device list view and the map view.

E‘ Device view
L;?“ Map view

The mode can be set in two ways:

= Force this device into maintenance mode now. Set this device options manually by
selecting Device Properties > Polling.

= Scheduled maintenance times. Schedule maintenance times for the device.
= (lick Add to schedule a new maintenance time for the device.
= Select an existing entry, then click Edit to change a scheduled time.

= Select an existing entry, then click Remove to delete a scheduled time from the list.

Setting how often your devices are polled
The default polling interval is 60 second. You can change this on a per-device basis.

Double-click on the device you want to edit to view Device Properties.
Click the Polling icon to view the Polling section of Device Properties.
Change the interval in the Poll Frequency box.

Click OK to save changes.

A W N =

Stopping and starting polling

To stop or start the polling on all devices by turning the polling engine off or on:

1 From the console main menu, click Configure > Program Options.

2 (lick the General icon.

3 Select Enable polling engine to turn on polling. Clear the selection to turn polling off.
4 (lick OK to save changes.

g Tip: In the bottom right corner of the WhatsUp Gold console, the Polling icon shows if the
engine is active.
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Stopping and starting polling on a monitor

To stop and start polling on a per-monitor basis:

Double-click on the device you want to edit to view Device Properties.
Click the Active Monitor icon.

Select the Active Monitor you want to change the polling on.

Click Edit to view the Monitor Properties for that monitor.

Click the Polling icon.

Select Enable polling for this Active Monitor to turn polling on, clear the option to
turn it off.

7 Click OK to save changes.

A BNl A WIN =

Dependencies overview

By default, WhatsUp Gold polls all of the devices and active monitors on your Device List,
often creating unnecessary overhead by polling devices whose state could be assumed based
on the status of other devices. The dependency feature reduces polling overhead in these
cases by allowing you to create conditions under which a device will not be polled. These
conditions determine if a dependent device is to be polled based on the state of another
device which is the target of the dependency. The state of the target device is determined by
the state of one or more of its active monitors. You can establish dependencies on either the
up or down states of these active monitors, resulting in Up dependencies, or Down
dependencies.

Up Dependencies

An up dependency establishes a condition so that a device is polled only if the selected active
monitors on a second device are in the up state. The device can be thought of as being
“behind” the device to which it has a dependency, so that it will only be polled if the device
"in front" of it is up.

Example

In this example, an active monitor has been configured for each of the devices, and is
denoted using Ping (device_name). Without dependencies, WhatsUp Gold attempts to poll
the Ping monitors on the hosts even if the switch has been powered down, or is otherwise
unreachable. This situation results in network and system overhead that could be avoided by
creating up dependencies on the hosts.

138



Using WhatsUp Gold 14.4

By adding an up dependency on each host so that the polling of the hosts is dependent on
the Ping monitor on Switch N being up, denoted Up Dependency: Switch N (Ping Monitor),
you create the condition where WhatsUp Gold discontinues polling the hosts when Switch N
is powered down or otherwise unavailable to the Ping(Switch N) monitor. This reduces the
overhead required to monitor the dependent host devices, while providing information
about their accessibility based on the accessibility of Switch N.

Up Dapandency: Swilch N {Ping hMoniior)

Ping {Host &)
Host A
Switch M . . t
Up Dependency: Swilch N (Ping Monitor)
Ping (Swilch N) Ping (Host B)
o :.
Host B
Up Dependency: Switch N (Fing Monibor)
Ping (Host C)

Host C

Down Dependencies

A down dependency establishes a rule so that a device is polled only if the selected active
monitors on a second device are in the down state. The device can be thought of as
something is “in front of” the device to which it has a dependency. The dependant devices in
front will not be polled unless the device further down the line is down.
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Example

In this example, a network segment has a group of devices, each with a dependency on
another for its connectivity. Each of these devices has a Ping monitor used to determine the
state of the device, denoted Ping (device). If Host A can be pinged from another network
segment, then it can be assumed that Router R, and Switch N are up and available, so to
operate separate ping monitors on these devices creates unneeded overhead as long as Host
Ais up. However if Host A is powered down, or otherwise unreachable by the Ping monitor,
we must rely on the Ping (Switch N) and Ping (Router R) monitors to ensure that these devices
are up and accessible.

Ping (Switch M)

Pirg (Host A) Ping (Router R}

Router R

Switch N

Adding a down dependency on Switch N to the Ping monitor on Host A, Down
Dependency: Host A (Ping Monitor), and a down dependency on Router R to the Ping
monitor on Switch N, Down Dependency: Switch N (Ping Monitor), creates a chain of
dependencies that will monitor the network segment and reduce the active monitors that
must operate on the segment when it is fully operational.

Down Dependency: Diown Dependency:
Hast & (Ping Monitor) Switch N (Ping Monitar)

Pirg (Host ) Ping (Switch M) Pirvg (Router R)

Fouter R
Switch M

With these dependencies added, if Ping (Host A) should go into a down state, the down
dependency on Switch N will cause WhatsUp Gold to begin polling Switch N. If the polling of
Switch N is successful, it will continue to be polled until Host A is recovered. However if
Switch N is also unreachable and Ping (Switch N) goes into a down state, the down
dependency on Router R will cause WhatsUp Gold to begin polling Router R. When Ping
(Switch N) returns to an up state, Router R will no longer be polled. Likewise when Ping
(Host A) returns to an up state, Switch N will no longer be polled.

Down dependencies and the "assumed up" state

A down dependency on a device can lead to an "assumed up" state, where a monitor on the
dependent device indicates that it is up, regardless of its actual state.

This condition occurs when the dependent device is in an inactive state, and is able to
respond to an echo request from a ping of the device. Because of the down dependency, the
dependent device is not being polled and is "assumed up", yet the actual state of the
monitored service or process is unknown, and may have even failed.
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An example of the dependent system would be a passive, or standby server, in support of a
high-availability (HA) database cluster that has a down dependency on the active server. If
the database management system (DBMS) on the standby server fails to start on a reboot,
WhatsUp Gold will not show this failure until the active server fails and the standby server is
polled.

Reading dependencies
There are several ways to "read" dependencies to ensure they are applied as you want them.

1 Review the description of the dependency in the Device Properties dialog.

@ 'Up' Dependency for Device: Luxor =
#| Poll only if any one ~  gfthe selected active monitors are “Up’ on device:
ATL-NAS = *

All active monitors

@ Specific active menitors:

Monitor Name Argument Metwork Interface Commaent
HTTP (default)
¥l Ping {default)

{The polling of Luxor depends on ATL-NAS's Ping active monitor being Up. (Luxor is behind =
IATL-NAS ) OK

- Cancel

2 Read the dependency arrows in the Map View.

Router M_O
Swite
Computer Q

The map above displays several Up and Down dependencies. The green arrows indicate an
Up dependency, and the red arrows indicate a Down dependency.

Using the "behind" and "in front" terminology you can follow the graphical arrow in the map
above to read a dependency. For example, the server dependencies are read as, "only poll the
servers if the switch is up." The servers are behind the switch, and will only be polled if the
switch is also responding to polls. If the switch goes down, the server is assumed unavailable
and is no longer be polled. Since the server is unavailable, the server's state then changes to
Unknown.
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For another example, the router dependency on the firewall is read as, "only poll the firewall if
the switch is down." If a break in communication takes place between the router and the
firewall, the switch changes to the Down state because it is Down dependent on the firewall.
If the switch goes down, the state of the servers changes to Unknown, because they are Up
dependent on the switch. Then, since the switch is down, the firewall is polled and changes
to the Down state. After the firewall is considered down, the router is polled.

Down dependencies are useful in showing the break position in a chain of machines. If the
chain is not broken at any point, the machines in the chain are not polled and are assumed

up.
Setting Dependencies
There are two ways to set dependencies in WhatsUp Gold:
= Using Device Properties
= Using the Map View
To set dependencies in the Device Properties:

1 Go to the properties for a device:

= On the console, from Device View, double-click a device.

= On the web interface, click the Devices tab, then double-click a device. The Device
Status report for that device appears. Click the Device Properties button. The
Device Properties dialog appears.

2 C(Click Polling. The Polling, Maintenance, and Dependencies dialog appears.
3 Click either the Up Dependency... or the Down Dependency... button to bring up

the appropriate Device Dependencies dialog, and to configure the up or down
dependency.
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To set dependencies in the Map View:
1 Goto Map View:
= Inthe console, click the Map View tab. Map View appears.

2 Right-click a device, select Set Dependencies, then select either Set Up
Dependency on or Set Down Dependency on. The cursor changes to the Set

Dependency arrow.

Wiarkstation

3 Click on any device in the current group to set the dependency. For information
about using the Device Dependencies dialog, see the Using the Device Dependencies
dialog topic below.

Note: You cannot set a dependency across groups. However, you can make shortcuts to the
devices you want to set a dependency on in a group, then set the dependency to the

shortcut.

L=

4 Tip: To view the dependency between the two devices in Map View, click Display > Polling

Dependency Arrows.
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Viewing Dependencies

After you have set up your dependencies, you can view dependency lines in the Map view, as
long as the devices appear in the same group. If the devices are not in the same group, you
can refer to the he Polling, Maintenance, and Dependencies dialog (Device Properties >
Polling) to view the dependencies.
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Router 1

Hub 1

In the example above, the devices have an up dependency on the router, and the router has a
down dependency on the hub. If the router's active monitors fail, the hub would be polled,
and the devices behind the router would not be polled. When the router's active monitors are
successful, the hub is not polled, but the devices behind the router are.

IPX support

To poll IPX devices, Microsoft's NWLink IPX/SPX Compatible Transfer Protocol must be
installed and running on the computer on which you installed WhatsUp Gold.

To add the IPX protocol:
1 Open the Network applet in the Windows Control Panel.

2 Inthe Select Network Component dialog box, select Microsoft, then select the
IPX/SPX-compatible Component and follow the online instructions.
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Using Acknowledgements

When a device state changes, regardless of any action that has been placed on the device,
WhatsUp Gold uses the Acknowledgement feature to make you aware that a state change
occurred. The name of the device name appears in bold in the Device List and on a black

background in the Map View.

Exchange Box War Room Camera)
ﬁ & atcrer
S &
v s
ATLIS Smoke Tast Machi

After the device is in Acknowledgement mode, it will remain so until you actively
acknowledge it.

m Note: Acknowledging a device state change does not keep that device from firing actions. To
stop a device from firing actions, you must put the device into maintenance mode.

To acknowledge a state change:

= Select the device or devices you want to acknowledge, right-click, then click
Acknowledge.

Copy
Paste

Delete
New
Display

Poll Mow
Acknowledge

Device Reports...

Group Reports...

Bulk Field Change

Properties

_Or-

= Access the State Change Acknowledgement report and select the devices you want
to acknowledge. After the devices are selected, click Clear to remove the devices
from the report, thereby acknowledging the state change.
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Using the Map View

As you discover devices on your network, WhatsUp Gold creates a map of the initial discovery
device group. You can configure this map, or create other device groups and configure maps
for these groups as you see fit. Regardless of the groups for which you configure maps, you
can configure all maps in a variety of ways:

= Organize devices into user-specified groups, for example, all HTTP servers.

=  Customize individual device icons such as workstations, containers, routers, and
bridges.

= Indicate relationships among devices by using annotation objects such as rectangles,
ellipses, text, network clouds, and "attached" or "free" lines.

= Show status of network link lines.

Map View is accessed on the Devices tab under View > Map View.

Interpreting the Map View

The Map View consists of device icons, annotations, and graphical indicators which are used
to represent the state of your network. The device icon is a graphical representation of the
device and provides the hostname or IP address of the device. The device icon can be
modified adding annotations, which you can add manually, and by graphical indicators
which are automatically applied to device icons.
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Annotations

Annotations are graphical objects that let you customize and visually organize a map view.
You can use these annotations to draw connections between devices, add images and
backgrounds, provide textual information, and add visual enhancements to the Map View.
Available WhatsUp Gold map annotations include:

= (Circles

= Lines

= Rectangles

= Text

= Network clouds

= Polygons

= Images

The Annotation toolbar is located at the top middle of the WhatsUp Gold console Map View.
k NOO oo A~ A

Use this toolbar to add annotations and manipulate their properties, such as border width
and color.

For more information about annotations, see Adding annotations to a map.

Graphical Indicators

While annotations are added manually, graphical indicators are automatically applied to the
device icon by WhatsUp Gold in response to state changes, or to dependencies between
devices. The following diagram illustrates graphical indicators as they appear on a device icon
in the Map View.

3

1 Passive monitor indicator. A diamond shape at the upper left of the device icon,
displays the state of the passive monitors associated with the device.
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2 SNMP indicator. A four pointed star located at the upper right of the device icon, is

| =

present when the device has SNMP credentials stored in the Credentials Library.

Note: The presence of the SNMP indicator does not indicate that SNMP is enabled on the
device, or that the device is reporting SNMP traps to WhatsUp Gold.

3 Device state indicator. The background color and shape directly behind the device

icon, provides an indication of the state of the device as determined by the active
monitors monitoring the device.

Device status change indicator. A reverse of the normal background and foreground,
indicates that the device has undergone a state change that has not yet been
acknowledged.

Up dependency indicator. A green arrow that originates at the dependent device and
terminates at the device on which it dependent. The active monitors on which the
device is dependent are displayed on the arrow.

Active monitor indicator. A square located at the lower right of the device icon,
indicates the state of the active monitors associated with the device. If the indicator is
green, there is a recent Up state change in an active monitor. If the indicator is red, there
is a recent Down state change in an active monitor.

Down dependency indicator. A red arrow that originates at the dependent device and
terminates at the device on which it dependent. The active monitors on which the
device is dependent are displayed on the arrow.

About Map View device limitations

By default, WhatsUp Gold does not display maps with more than 256 devices. You can
change this default within the registry keys, with the understanding that it will cause lengthy
delays by specifying larger device defaults.

@ Important: The more devices you allow on a map, the longer time you will wait for the map

to load.

To change map device limitations:

1

L=

Go to HKEY _LOCAL_MACHINE\Software\lpswitch\Network Monitor\WhatsUp
Gold\Settings.

Change the MapView-MaxDevices registry key to a number greater than 256
(Decimal).

Note: If you want to change the text that displays when you reach the maximum device limit,
you can change it in the MapView-MaxDevicesMessage registry value. The default text is:
There are more devices on this Map than can be |drawn in a reasonable
time. Use the Device List |to manage devices for this Group. | |To
increase the maximum of (%ld) devices that |can be drawn per Map, look in
the online help |system for Map Device Limits.

The pipes (|) in the default text indicate line breaks in the text and the (%ld) is a variable for
the MapView-MaxDevicesMessage value.
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Organizing devices

Map View has a number of commands you can use to organize and view map devices. The
Arrange commands are available from the Arrange menu on the main menu bar and right-
click menu. The Display commands are available from the View menu on the main menu bar
and the right-click menu.

Try the different functions on the Arrange menu until you are satisfied with the device layout
and then choose a way to display them using the Display menu functions.

For example, to clean-up a map, after completing discovery, you can try the following
display options:
1 Select the device group, then click the Map View tab.

2 Right-click in the Map View, then select Display > Clip Device Names. This removes the
domain part of the device name and shows only the host name.

3 Select all devices in the view by clicking and dragging a selection box around all
devices. Then, from the Arrange menu, select Distribute > Device Icons in Rows.

If you have a large set of devices or want to represent a topology specific to your network,
you can also use the graphics annotations (such as lines, text, circles) and attached lines to
create custom map views.

Lock position can be useful in positioning objects on the map.

Using Arrange commands

The console's Arrange Menu allows you to organize map devices and objects in a number of
ways using its various commands.

Arrange Configure Tools Reports
Arrange All Device Icons
Order
Align
Distribute

Grouping

* v v v v

t [dyl'l Flip 8.3

amic Group Examples
ingeScan (2008-10-27 1: 6

The Arrange Menu commands include:

= Order. You can arrange which annotations are moved to the foreground or
background.

= Align. You can arrange icons or annotations so they share a common edge or
centerline.

= Distribute. You can arrange icons or annotations so they are spaced evenly along a
line. You can arrange icons in a radial format, in rows, or by links.

= Grouping. You can group selected annotations so that they can be arranged or
moved as a unit.

= Flip. You can transpose the location of two selected annotations.
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For example, you can automatically arrange device icons:

1 Inthe toolbar, click the Select (arrow) tool, then click in the Map view and drag the
cursor to draw a box around the icons you want to select.

2 Then select Arrange > Arrange All Device Icons. This feature arranges all device icons
on the current map in equally spaced rows starting in the top left corner.

Using map display commands

Display commands let you change the visual representation of a map, and add annotations
that help you monitor dependencies and active monitors. Right-click in Map View, then select
from the following Display commands.

Device Icons. By default, the map displays icons for each device; you can alternatively
choose to display dots or nodes.

Polling Dependency Arrows. If you have set up a device so that it gets polled only if
a second device is down or up (a dependency), then by default you will see an arrow
that shows this dependency. For example, if polling of device A is dependent on the
state of device B, the arrow will point from device A to device B. You can alternatively
opt to not display dependencies.

Unconnected Links. Select this command to display short lines for links that are not
connected anywhere. For example, a network interface that is not connected to
another device, or any active monitor (such as HTTP, or SMTP). Unconnected links are
red for down active monitors, and green for up active monitors.

Snap to Grid. Select this command to display a grid and automatically align objects
along your grid when they come within a certain distance of grid points.

Clip Device Names. Select this command if you want to shorten the device display
names. When selected, the display names are terminated at the first space or period
in the name. If the display name is a dotted decimal IP address, only the last digits of
the IP address are displayed.

Wrap Device Names. Select this command to wrap long display names. When
selected, the display names are wrapped at every space or period in the name.

Adding annotations to a map

Annotations are graphical objects that let you customize and visually organize a map view.

Available WhatsUp Gold map annotations include:

Circles

Lines
Rectangles
Text

Network clouds
Polygons
Images
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The Annotation toolbar is located at the top middle of the WhatsUp Gold console Map View.

A NDO@ODo @ A A

Use this toolbar to add annotations and manipulate their properties, such as border width

and color.

To use the Annotation tools:

1 If you are not currently viewing Map View, select the Map View tab. Map View appears.

2 Inthe Annotation toolbar, click an annotation icon to make it the active tool.
3 Drag the cursor onto a map to place and configure the annotation.

To change Annotation tool properties:
1 Select the annotation, then right-click. The right-click menu appears.
2 Select Properties. The annotation Properties dialog appears.

Using circle properties

To change the appearance of a circle:

1 Right-click the circle, then select Properties from the menu.
2 Change the appropriate properties.

Line Width. Select the desired line width from the list.
Line Color. Select the desired line color from the list.

Fill Color. Select a color for the interior of the circle.

Filled. Select this option to fill (shade) the interior of the circle with the Fill Color.

3D Effect. Select this to give the element a 3-dimensional effect.

3 Click OK to apply your changes and close the dialog.

- Tip: To resize a circle, select it and drag one of its selection handles.

Using line properties

To change a line's properties:
1 Right-click the line, then select Properties from the menu.
2 Change the appropriate properties.

Line Width. Select the desired line width from the list.

Line Color. Select the desired color from the list.

3 Click OK to apply your changes and close the dialog.

4 Tip: To resize a ling, select it and drag one of its selection handles.
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Using rectangle properties

To change the appearance of a rectangle:
1 Right-click the rectangle, then select Properties from the menu.
2 Change the appropriate properties.

= Line Width. Select the desired line width from the list.

= Line Color. Select the desired line color from the list.

= Fill Color. Select a color for the interior of the rectangle.

= Filled. Select this option to fill (shade) the interior of the rectangle with the Fill Color.
= Rounded. Select this to make the corners of a rectangle rounded.

= 3D Effect. Select this to give the element a 3-dimensional effect.
3 Click OK to apply your changes and close the dialog.

4 Tip: To resize a rectangle, select it and drag one of its selection handles.

Using text properties

To change text properties:
1 Right-click the text and then select Properties from the menu.
2 Change the appropriate properties.

= Text. Enter the text you want to appear on your map.
= Text Color. Select the desired text color from the list.
= Background Color. Select the desired background color for the text.

= Transparent. If this is selected, the text uses the background color of the map and
appears only as text on the map. If this is not selected, the text can have its own
background color on the map.

= Rotation Degrees. Using your mouse, click the increments and notice the preview
text changing its rotation. If you select the down arrow on the extreme right, you can
rapidly change the rotation degrees of the text.

= Font. Click this to change the font of the text.
3 Click OK to apply your changes and close the dialog.

= Tip: To resize the text object, select it and drag one of its selection handles.
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Using the network cloud

To change a network cloud’s properties:
1 Right-click the network cloud and then select Properties from the menu.
2 Change the appropriate properties.

= Line Width. Select the desired line width from the list box.
= Line Color. Select the desired line color from the list box.
= Fill Color. Select a color for the interior of the network cloud.

= Filled. Select this option to fill (shade) the interior of the network cloud with the Fill
Color.

= 3D Effect. Select this to give the element a 3-dimensional effect.
3 Click OK to apply your changes and close the dialog box.

4 Tip: To resize a cloud, select it and drag one of its selection handles.

Using polygon properties
To change the appearance of a polygon:

1 Right-click the polygon, then select Properties from the menu.
2 Change the appropriate properties.

* Line Width. Select the desired line width from the list.

= Line Color. Select the desired line color from the list.

= Fill Color. Select a color for the interior of the polygon.

= Filled. Select this option to fill (shade) the interior of the polygon with the Fill Color.

= 3D Effect. Select this to give the element a 3-dimensional effect.
3 Click OK to apply your changes and close the dialog.

o Tip: To resize a polygon, select it and drag one of its selection handles.

Using image properties

4 Tip: You can import images over which to arrange map device icons. For example, import an
image of your office layout and place map devices in their respective locations.

To import an image for use in a map:

1 Click the image icon & on the Annotation toolbar.

2 Select the area on the map where you would like the image. The Image Properties
dialog appears.

3 Browse (...) to the image file that you would like to import.

4 C(lick OK to import the image.
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4 Tip: To resize an image, select it and drag one of its selection handles.

Using link lines

Link lines are used to graphically illustrate the network link, or Interface service, between two
devices. Link lines can also show the status of device services via associated active monitors.

The following example shows a map with link lines displayed.

S B o &

ATA HR A RRA Jhia FDA,

o
-

Router 1

51

In the graphic above, there are two link lines connected by a dot in the center of the line
between the two devices. This shows that the devices are linked in both directions. This is
done by repeating the process above from the second device, back to the first. Now, when
one of the links goes down, you can see on which side the problem occurs.
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About connecting links

Connecting links represent a service that connects two devices (e.g., an interface) and are
drawn as lines from one device to another. If two devices have mutual links, the single line
can consist of more than one color (if one object is up and the other is down). The center-
point of the line back to the up object is green, while the other half of the line going to the
down object is red. In essence, the color of the line represents the state of the service on the
host that the color touches.

Example

If the red part of the line touches "System A" and the green part of the line touches "System
B", then we know that some service on "System A" is the problem.

Creating connected link lines
There are two ways to set up the connecting link lines:

1 Manually, in Map View select a device, then right-click. On the right-click menu, select
Link > Link to. (Select Link > Disconnect link to remove the link between devices.)

a) Select a monitor for which you want to display a link line, then click OK. The link line
cursor appears.

b) Drag the cursor to another device and click to create a link.

2 Automatically, during device discovery when using SNMP SmartScan. (On the console,
select File > Discover Devices > SNMP SmartScan.)

.T'., Note: The Interface service must be included in the scan.

.‘T‘ Note: When you use one of the automatic discover options, particularly when discovering
interfaces on a router or switch, you need to enter the SNMP community string in the
appropriate scan dialog. This lets the scan identify all the interfaces on the device.

If scanning a specific device (from the Device Properties > Active Monitors dialog), with
the device selected, right-click and select Properties, then select Credentials. From SNMP
v1/v2/v3 credentials, select Public. Next, in the Device Properties dialog, in the left
Properties column click Active Monitors, select a monitor in the list, then click Rescan.

.‘T‘ Tip: You may also consider the WhatsConnected application. WhatsConnected provides
layer 2/3 network discovery and topology mapping to visually depict device connectivity
down to the individual port. It also employs deep device scanning that provides detailed
Information about discovered devices in a simple device list view, a device category view,
and a detailed topology view. You can publish any of the network maps as a network
diagram in Microsoft® Visio™ or export detailed device information to WhatsUp Gold to
automate the creation of detailed network topology map views. WhatsConnected also
includes Layer 2 Trace and IP/MAC Finder tools to validate connection paths and report real-
time availability data on devices. For more information, see the WhatsUp Gold web site
(http://www.whatsupgold.com/products/WhatsConnected).
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About unconnected links

Unconnected links represent a service that is not connected to some other host (e.g., an
unused interface on a router). They are drawn as short lines extending out from the host. The
first unconnected interface is drawn straight up ("12 noon") and the rest are evenly
distributed around the host in a clockwise fashion. You can choose to display or not display
the unconnected links.

Because unconnected links illustrate any service for which a device has an active monitor, you
can use this feature to show a visual status of the services for which monitors are configured.
For example, though the device is up (green), you may see that one of the unconnected links
is down (red) and will know to check the device's services.

Showing unconnected links

Unconnected links must be displayed for all or none of the devices in a map.

To display unconnected links for all devices:
1 Right-click in Map View. The right-click menu appears.
2 Select Display > Unconnected Links.

To hide unconnected links for all devices:

1. Right-click in Map view. The right-click menu appears.

2. Select Display > Unconnected Links.

Using attached lines

Attached lines illustrate arbitrary connections between devices. When you move two devices
that are connected by attached lines, the attached lines also move. Attached lines are visual
representations assigned by the user, and not a reflection of a true connection between the
two devices--the true connection between devices is illustrated with Link lines.

To draw an attached line:
1 In Map View, right-click a device. The right-click menu appears.
2 Select Attach > Attach to. A line displays next to the cursor.

3 Click the device icon to which you want to attach. WhatsUp Gold draws an attached line
between the two devices.

L Note: Each device can attach to a maximum of five different devices.
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Using device types

An important display option is device types and icons. These icons represent network devices
on maps. WhatsUp Gold provides device types for more than 40 device types with an option
to create additional custom types.

]

@ Device Types

Device Type & Category New

¥ APC Device Device Types (Advanced) = Edit.. |
1. Peple Device: Device Types (Advanced) Copy... |
¥ Applcation Server Device Types (Basic) Delete... |
4B fscend Ppsine Device Types (Advanced)

<= Bridge Device Types (Basic)

e Cisco Device Device Types (Advanced)

~es Compaq Device Device Types (Advanced)

= D-link Device Device Types (Advanced) - % :
4., ' Database Server Device Types (Basic) Canedd |
5 FTP Server eviee Tunas Fasc! Help

To configure device types:

1 Open the Device Types Library:

In either Device or Map View, select Configure > Device Types. The Device Types
Library dialog appears.

2 Inthe Device Type Library, do one of the following:
= Click New to configure a new device type.
= Select a device type, then click Edit to reconfigure the selected device type.
= Select a device type, then click Copy to make a duplicate of the selected device type.
= Select a device type, then click Delete to remove it from the Device Type Library.

3 Click OK to save changes.

To change a device's type:
1 In Map View, right-click a device. The right-click menu appears.

2 Select Properties. The Device Properties dialog appears.

3 Select a new Device Type from the list on the right side of the dialog.
4 (lick OK to save changes.

5 The device's type and coinciding icon updates on the map.

Using grid properties

Set grid properties from the Map View's Grid toolbar. This toolbar is hidden by default, so you
will need to select it from the View menu.

k|
To show the Grid toolbar:

Select View > Toolbars > Grid.
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The toolbar displays the following commands:

= Snap to the grid. Select this command to display a grid and automatically align
objects along the grid when they come within a certain distance of grid points.

* Increase the number of gridlines. This allows you to display more gridlines, letting
you place items closer together when using the Snap to the grid command.

= Decrease the number of gridlines. This lowers the number of gridlines on your map
view, spacing them further apart when using the Snap to the grid command.

Grouping objects

The Group function lets you change the layout of multiple map annotations at the same time.
Group and ungroup map annotations from the Grouping toolbar. This toolbar is hidden by
default, so you will need to select it from the View menu.

To show the Grouping toolbar:

Select View > Toolbars > Grouping.
The following commands are available on the Grouping toolbar:

Group. This command allows multiple annotations to be grouped together as a single object,
which makes all of the annotations react to drawing transformations as one. For example,
select a group of annotations and move them from one location to another together.

When you have two map annotations selected, the Group icon on the Grouping toolbar is
available.

1551

Ungroup. This command separates grouped annotations. All transformations done when the
annotations were grouped remain. For example, if you separate a group of annotations after
you have flipped them horizontally (Arrange > Flip > Horizontally), the annotations remain
in their new location after you ungroup them.

When you have grouped annotations selected, the Ungroup icon on the Grouping toolbar is
available.

(G

To group annotations on a map:

1 Select an annotation.

2 Press and hold down SHIFT.

3 Select another annotation. The Group icon on the Grouping toolbar becomes available.
4 Click the Group icon. The annotations are grouped.
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To ungroup annotations on a map:

1 Select the grouped map annotations. The Ungroup icon on the Grouping toolbar
becomes available.

2 (lick the Ungroup icon. The annotations are separated.

Locking the position of map objects

The Lock Position command keeps an object from moving as you move other items around,
or as you add devices to the map.
- L &
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To lock map objects:

1 Select an object on the map.
2 Right-click. The right-click menu appears.
3 Select Lock Position. The object is locked.

To unlock map objects:

1 Select an object on the map.

2 Right-click. The right-click menu appears.

3 Select Lock Position. The object is unlocked.

Creating custom context Menus

In the WhatsUp Gold console, you can use the Menu dialog to create a custom context menu
for a device. Context menus are custom menu items that appear when you right-click a
device; they serve as "shortcuts” to launch applications.

The menu item can launch programs based on the command line you enter. You can also
append command line arguments, including WhatsUp Gold Percent Variable arguments to
include device IP address, device host name, and other types of percent variable arguments.
When you select the new menu item, the associated command is launched with the
arguments that were included in the device's custom menu configuration.
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To create a custom menu:

1 Double-click the device you want to edit, the Device Properties appear.
2 C(Click Menu. The Device Properties Menu dialog appears.

Fropermnes
L’T General
Q@q Performance Monitors

) Active Monitars

TN
:\—})}I Passive Monitors

LE& Actions

=1e18 I
[ Customize the menu on this device (don't use device type menu)
Menu MName - | Command and Arguments ] ‘
Browse http://%Device Address. TS
Connect % SystemBoot %4\ System 32'emd .exe /C...
Fing “%SystemRoot %"\ System32'emd .exe /C... e
Traceroute %.SystemRoot %4 System32cmd exe /C...
OK ‘ Cancel ‘ Help ‘

3 Click to select the Customize the menu on this device (don't use device type menu)

option.

4 (lick Add. The Add Menu ltem dialog appears.

5 Enter information in the Display name, Command, and Arguments boxes.

m Note: WhatsUp Gold has disabled file system redirection on the 64-bit OS to the Windows
32-bit \Windows\SysWOW64\ directory. When you operate WhatsUp Gold on a 64-bit system
and you want to create a custom context menu that starts a 32-bit application, you can
manually instruct WhatsUp Gold to redirect to the \Windows\System32 directory by

appending "-redirect" to the end of an argument. For example, Command:

%SystemRoot%\System32\cmd.exe Arguments: /C "“telnet %Device.Address &&

pause -redirect".

6 Click OK to save changes. The custom menu is added to the device's context menu.
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Configuring multiple devices with the Bulk Field Change feature

The Bulk Field Change feature gives you the ability to make changes to multiple devices and
device groups. You must have administrative privileges to the devices or device groups that
you want to make changes to.

To edit multiple devices:

1 Select the devices or device groups you want to change, right-click and select Bulk
Field Change. The Bulk Field Change context menu appears.

m Note: When you select a device group, every device in the group, and any subgroup of the
group, will reflect the bulk field change.

2 Select the field you want to change. The following items can be modified through Bulk
Field Change.

= Credentials

= Polling Interval

* Maintenance Mode

= Maintenance Schedule (web interface only)
= Device Type

= Action Policy

= Up Dependency
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Down Dependency

Notes

Attribute

Performance Monitors

Active Monitor

Active Monitor Properties

Passive Monitor (web interface only)

Passive Monitor Properties (web interface only)

3 Enter the configuration information that you want set.
4 (Click OK to save changes.

Performing a device search using Find Device

Use this dialog to find the device group(s) to which a network device belongs. After finding
the device groups in which a devices resides, you can open the device group the contains the
device, edit the device, remove the device from a selected group, or remove it from the
WhatsUp Gold database.

T Note: Find Device is a "contains" search. For example, if you enter the numbers 192 for an IP

address search, any device whose IP address contains the sequential numbers 192 would be
listed in the search results.

The dialog displays the following data about devices matching the search criteria.

The device's Display Name.
The device's Hostname.
The device's IP Address.

The Device Group to which the device belongs. If a device belongs to more than one
device group, it is listed multiple times in the list of devices, one time for each group
in which it belongs.

Note: Devices are displayed in this list according to a user's group access rights. You must
have Group Read rights to at least one group to which a device belongs in order for it to
appear in the results list. For more information, see Group Access and User Rights for the Find
feature (on page 163).
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To perform a device search:
1 Open the Find Device dialog.

= From the web interface, click GO. The GO menu appears.

= [|f the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

= Select Device > Find Device. The Find Device dialog appears.

2 Under Search, select the device aspect by which you would like to perform the device
search; either Device Display Name, Device Hostname, Device IP Address, or All. If you
select to perform a search by All, WhatsUp Gold searches for the matching criteria in the
device's display name, hostname, and IP address.

3 In For, enter the device criteria for which WhatsUp Gold will search for a match.

g Tip: Select Exact match to have WhatsUp Gold search for an exact match of the search
criteria you enter in For.

4 Click Find. Device search results are displayed in the lower section of the dialog.
To view a group to which the device belongs:

Select a device from the list, then click View Group. The Device List appears in either Device
or Map View, with the selected device highlighted.

To edit a device's configuration:

Select a device from the list, then click Edit. The device's Properties dialog appears.

To delete a device from a group:

Select a device from the results list that is listed in the group from which you want to remove
the device, then click Delete. The device is removed from the group.

Group Access and User rights for Find Device

Find Device adheres to the group access and user rights assigned to a WhatsUp Gold user
account.

User Rights are configured from the Manage Users dialog (Configure > Manage Users).
Group access rights are enabled from the Manage Users dialog, but must be specified from a
group's properties. For more information, see Assigning group access rights (on page 82).
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A user account must have Group Read rights to at least one group to which a device belongs
in order for it to appear in the results list. Additionally, a user account must have the following
rights to perform Find Device's functions:

= Anaccount must have Device Read to edit a device via Device Properties.

= Anaccount must have both the Group Write and Manage Groups rights to remove a
device from a group.

= Anaccount must have both the Device Write and Manage Devices rights to remove a
device from WhatsUp Gold.

T Note: When you attempt to remove a device from a group and it is the last copy of that
device in WhatsUp Gold, if you have the appropriate rights, it is removed from WhatsUp
Gold.
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Using Active Monitors

In This Chapter

Active monitors overview.........cecveenee. 165
About the Active Monitor Library........ccccevuuue... 165
Configuring active monitors ............... 166
Using the Active Script ACtiVe MONItOr ......cevvevceevsensiessesssississssssessennes 243
Assigning active monitors............... ..243
Removing and deleting active monitors 244
About critical actiVe MONILOIS......oovcereereereerecinssessisesisssissiseesesasssines 246
Group and Device active monitor reports.... 248

Active monitors overview

Active monitors are the WhatsUp Gold feature responsible for watching over device services,
for example Web or email servers. Active monitors regularly query or poll the device services
for which they are configured and wait for responses. If a query is returned with an expected
response, the queried service is considered "up." If a response is not received, or if the
response is not expected, the queried service is considered "down" and a state change is
issued on the device.

Active monitors are stored in and configured from the Active Monitor Library.

About the Active Monitor Library

The Active Monitor Library dialog displays all active monitors currently configured for use in
WhatsUp Gold.

In an effort to help you manage your network easily after your initial installation of the
application, WhatsUp Gold includes a number of pre-configured active monitors. These pre-
configured monitors are displayed in the Active Monitor Library. As you configure new active
monitor types, they are added to the library.
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To access the Active Monitor Library:

= From the console main menu, select Configure > Active Monitor Library.

= From the web interface, click GO. If the WhatsUp menu is not visible, click WhatsUp.

Then, from the WhatsUp menu, select Configure > Active Monitor Library.

& Active Manitor Library
Mame « Description Type
2 DNS Comain Mame Serice DNS Monitor
s=Echo TCF Echo Maonitor TCRIP Maonitar
w=FTP File Transfer Protocol (FTP Server) TCPIP hanitar
5=HTTF Hypertext Transfer Protocol (WWeb Server) TCPIP Maonitar
5=HTTP Content HTTP Content Monitor TCPIP Monitar
s=HTTPS Secure Hypertext Transfer Protocol (Web Server)  TCPIP Monitor
== IMAPS Internet Message Access Protocol W4 TCPIP Monitar
[#nterface SHMP Interface Monitor SNMP Monitor
5=MNNTP Metwark MNews Transfer Protocal TCPIP Manitar
T Pling Test accassibility Ping Manitar
5=P0OP3 Fost Office Protocol %73 TCRIP Manitar
%= Radius Radius Manitar TCRIP Manitar
5= SMTP Simple Mail Transfer Protocol (E-mail server) TCFIP honitar
= SNMP Test availability of SKNMP SHNMP Monitor
<

MNewr
Edit...
Copy...

Delete. ..

FErg

Cloge

Use the Active Monitor Library dialog to configure new or existing active monitor types:

= C(Click New to configure a new active monitor type.

= Select an active monitor type, then click Edit to modify its configuration.

= Select an active monitor type, then click Copy to make a copy of that type.

= Select an active monitor type, then click Delete to remove it from the list.

o Caution: When you delete an active monitor from the Active Monitor Library, any instance of
that active monitor is also deleted, and all related report data is lost.

= Inthe WhatsUp Gold console, you can select an active monitor, then click Test to test
the selected active monitor on a device.

Configuring active monitors

All active monitor types are housed in and configured from the Active Monitor Library. In
order to function as designed, active monitors must be assigned to devices. When an active
monitor is assigned, an individual instance of the monitor is placed on the device to which it
is assigned. Subsequent changes made to the active monitor in the Active Monitor Library
affect all instances of the monitor.
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Using the Domain Name Service (DNS) Monitor

The DNS monitor is a simple service Monitor that checks for the DNS (Domain Name Server)
on port 53. If no DNS service responds on this port, then the service is considered down.

To configure a DNS Monitor:
1 Go to the Active Monitor Library:

= From the web interface, click GO. The GO menu appears.

= [If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

= Select Configure > Active Monitor Library. The Active Monitor Library appears.
- or -

From the main menu of the console, select Configure > Active Monitor Library. The
Active Monitor Library appears.

2 Inthe Active Monitor Library, do one of the following:
= (Click New. The Select Active Monitor Type dialog appears.
= Select DNS Monitor from the list, then click OK. The Add DNS Monitor dialog appears.

- or -
Select an existing DNS Monitor, then click Edit. The monitor properties dialog
appears.

3 Enter or select the appropriate information in the following fields.
= Name. The name of the monitor as it appears in the Active Monitor Library.
= Description. The description of the monitor as it appears in the Active Monitor
Library.

= Timeout. Enter a timeout value. This is the length of time in which the service is given
a chance to respond. If there is no response in this amount of time, the service is
considered down.

= Usein Rescan. Select this option to have the monitor appear in the Active Monitor list
on the Device Properties dialog. WhatsUp Gold will add the monitor type to the
device during a rescan, which is launched using the Rescan button on the Device
Properties dialog, if the protocol or service is active on the device.

4 (Click OKto save changes.
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Using the NT Service Monitor

The NT Service Monitor checks the status of a service on a Windows machine and attempts a
restarts (if the appropriate Administrator permissions exist).

C

Note: A running Windows Management Instrumentation (WMI) service on the targeted
machine is required for the NT Service Monitor to work properly. Windows 2000 Service Pack
2 or higher, XP, and 2003 are installed with the WMI service. Though WMl is not installed with
Windows NT, it can be downloaded from Microsoft and installed on Windows NT.

To configure an NT Service Monitor:
1 Go to the Active Monitor Library:

From the web interface, click GO. The GO menu appears.

If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

Select Configure > Active Monitor Library. The Active Monitor Library appears.
- or -

From the main menu of the console, select Configure > Active Monitor Library. The
Active Monitor Library appears.

2 Inthe Active Monitor Library, do one of the following:

Click New. The Select Active Monitor Type dialog appears.

Select NT Service Monitor from the list, then click OK. The Add NT Service Monitor
dialog appears.

- or -

Select an existing NT Service Monitor, then click Edit. The monitor properties dialog
appears.

3 Enter or select the appropriate information in the following fields.

Name. The name of the monitor as it appears in the Active Monitor Library.

Description. The description of the monitor as it appears in the Active Monitor
Library.

Service name. Click the Browse button next to the Service Name text box to bring up
the Browse for Service dialog which allows you to locate any server/workstation
running the service.

Restart on failure. Select this option to have the monitor attempt to restart the
service when it enters a down state.

Use in discovery. Select this option to have the monitor appear in the Active
Monitors list during discovery. From there, you can select the monitor to have
WhatsUp Gold discover that monitor type on your devices.
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B

Note: WhatsUp Gold uses Windows Management Instrumentation (WMI) to verify the status
of the NT Service Active Monitors you have configured. WhatsUp Gold currently only
supports monitoring on Windows 2000 Service Pack 2 or higher, Windows XP Professional,
and Windows 2003 or higher.

4 Click OK to save changes.

Using the Ping Monitor

The Ping monitor sends an ICMP (ping) command to a device. If the device does not respond,
the monitor is considered down.

To configure a Ping Monitor:

1

Go to the Active Monitor Library:

From the web interface, click GO. The GO menu appears.

If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO

menu appears.
Select Configure > Active Monitor Library. The Active Monitor Library appears.

- Or -

From the main menu of the console, select Configure > Active Monitor Library. The

Active Monitor Library appears.

In the Active Monitor Library, do one of the following:

Click New. The Select Active Monitor Type dialog appears.

Select Ping Monitor from the list, then click OK. The Add Ping Monitor dialog appears.

- or‘ -
Select an existing Ping Monitor, then click Edit. The monitor properties dialog
appears.

Enter or select the appropriate information in the following fields.

Name. The name of the monitor as it appears in the Active Monitor Library.

Description. The description of the monitor as it appears in the Active Monitor
Library.

Timeout. The ping will fail if the device does not respond after this number of
seconds.

Retries. The number of times WhatsUp Gold will attempt to send the command
before the device is considered down.

Payload size. The length in bytes of each packet sent by the ping command.

Use in discovery. Select this option to have the monitor appear in the Active
Monitors list during discovery. From there, you can select the monitor to have
WhatsUp Gold discover that monitor type on your devices.

Click OK to save changes.
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Using the SNMP Monitor

The Simple Network Management Protocol (SNMP) is the protocol responsible for governing
network management. In this monitor, WhatsUp Gold utilizes SNMP to gather specific
information about the functions of SNMP-enabled network devices by querying a device to
verify that it returns an expected value. Depending on the state you choose, the monitor is
considered either Up or Down according to the returned value.

To configure an SNMP Monitor:

1 Go to the Active Monitor Library:

From the web interface, click GO. The GO menu appears.

If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

Select Configure > Active Monitor Library. The Active Monitor Library appears.
- Or -

From the main menu of the console, select Configure > Active Monitor Library. The
Active Monitor Library appears.

2 Inthe Active Monitor Library, do one of the following:

Click New. The Select Active Monitor Type dialog appears.

Select SNMP Monitor from the list, then click OK. The Add SNMP Monitor dialog
appears.

_or_

Select an existing SNMP Monitor, then click Edit. The monitor properties dialog
appears.

3 Enter or select the appropriate information in the following fields.

Name. The name of the monitor as it appears in the Active Monitor Library.

Description. The description of the monitor as it appears in the Active Monitor
Library.

Object ID. Click the Browse button; then, locate and select the appropriate SNMP
object in the MIB object tree. For more information, see Selecting an Object in the
MIB Tree below.

Check type. Select Constant Value, Range of Values, or Rate of Change in Value.
Constant Value
= Value. Depending on the Object ID you selected, enter the appropriate value.

= If the value matches, then the monitor is: select Up or Down.
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Range of Values

= Low Value. Depending on the Object ID you selected, enter the appropriate
value.

= High Value. Depending on the Object ID you selected, enter the appropriate
value.

Rate of Change in Value
= Rate of Change (in variable units per second). Enter the desired value.

= If the value is above the rate, then the monitor is: select Up or Down.
4 Click OK to save changes.

Selecting an object in the MIB Tree

In order to select the appropriate object in the MIB tree, you need to be familiar with the MIB
names for the SNMP objects for which you want to monitor. For more information, see RFC
1213.

Example A.

If you want to monitor the volume of data traveling from your router, you select ifOutOctets
in the MIB object tree and insert 1.3.6.1.2.1.2.2.1.16 in the MIB box.

Example B.

If you are interested in the operating status value of a port on your router, you select
ifOperStatus and insert 1.3.6.1.2.1.2.2.1.8 in the MIB box.

Example C.

If you are interested in errors from a specific port on your router, you select ifinErrors, and
inserting 1.3.6.1.2.1.2.2.1.14 in the MIB box.

For more information, see Extending WhatsUp Gold with scripting (on page 493).

Example: monitoring network printer toner levels

To avoid running out of printer ink in the middle of print jobs, or wasting toner by switching
toner cartridges before they are empty, through WhatsUp Gold you can create a custom
SNMP active Monitor that notifies you when toner levels are low.

To configure a printer monitor:
1 From the WhatsUp Gold web interface, click GO. The GO menu appears.

2 If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

3 Select Configure > Active Monitor Library. The Active Monitor Library dialog appears.
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8
9

You need to create an active monitor for each printer type in use. It may be that the office
uses the same printer type in each office. In this example, we are using a Hewlett Packard
LaserJet 4050N. Check your network printers for their specific maximum capacity toner
levels.

Click New, select SNMP Monitor, then click OK. The Add SNMP Monitor dialog appears.
Enter a Name and Description for the monitor. For example, TonerMonitor and Toner
monitor for the Hewlett Packard LaserJet 4050N.
For the Object ID and Instance, click the browse (...) button, then locate the
prtMarkerSuppliesLevel (OID 1.3.6.1.2.1.43.11.1.1.9) SNMP object in the MIB
object tree. This SNMP object is found in the MIB tree at:
mgmt > mib 2 > printmib > prtMarkerSupplies >
prtMarkerSupplieseEntry > prtMarkerSuppliesLevel
Select Range of Values from the type drop down menu and enter 4600 (the maximum
capacity toner level) as the High value and 100 as the Low Value, then click OK. The
action will fail when the printer toner level reaches 99.
Test the newly created active monitor and make appropriate changes if needed.

Assign the active monitor to the printer device, select Properties > Active Monitors.
The Device Properties Active Monitor dialog appears.

10 Click Add.
11 During the configuration wizard, create or select an action to notify you when the

printer’s toner levels are low.

Repeat steps 6-8 for each network printer that requires monitoring.

Using the SSH Monitor

This monitor connects to a remote device using SSH to execute commands or scripts. The
success or failure of the monitor is dependant upon values returned by the commands or
scripts that can be interpreted by WhatsUp Gold as Up or Down.

To configure the SSH Monitor:

1

2

Go to the Active Monitor Library.
=  From the web interface, click GO. The GO menu appears.

= |f the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

= Select Configure > Active Monitor Library. The Active Monitor Library appears.
- or -

= From the main menu bar of the console, select Configure > Active Monitor Library.
The Active Monitor Library appears.

In the Active Monitor Library, do one of the following:
= Click New, then select SSH Monitor.
- or -

= Select an existing SSH Monitor, then click Edit. The monitor properties page appears.
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3 Enter or select the appropriate information in the following fields.

= Name. Enter a name for the monitor. This name is displayed in the Active Monitor
Library.

= Description. Enter a short description for the monitor. This description is displayed
next to the monitor name in the Active Monitor Library.

= Command to run. Enter the command that is to be ran and executed on the remote
device. This command can be anything that the device can interpret and run; for
example, a basic Unix command or a Perl script.

.‘T, Note: If you create a script to run on the remote device, the script must be developed,
tested, and/or debugged on the remote machine. WhatsUp Gold does not support
manipulation of the remote script.

= The monitor is considered up if the following output . Either Contains or Does
not contain. Select the appropriate output criteria. For example, if you are checking to
see that a specific network connection is present on the remote device, you would
select that the output contains that specific connection. If the network connection you
specify is not present when the monitor checks, the monitor is considered down.

= Use regular expression. Select this option to have WhatsUp Gold use regular
expression when searching for the output of command or script. If you do not choose
to use regular expression, WhatsUp Gold looks for specific text outputs, rather than
outputs including a regular expression.

= SSH credential. Select the appropriate SSH credential that WhatsUp Gold will use to
connect to the remote device. If you select Use the device SSH credential, WhatsUp
Gold uses the SSH credential assigned to the device to which the monitor is assigned.
If the appropriate SSH credential is not listed, or the device has no SSH credentials are
assigned, browse (...) to the WhatsUp Gold Credentials Library to configure a set of
credentials.

4 C(lick OK to return to the monitor properties dialog.
5 Click OK to save changes.

Using the TCP/IP Monitor

The TCP/IP Monitor is used to monitor a TCP/IP service that either does not appear in the list
of standard services, or uses a non-standard port number.

To configure a TCP/IP Monitor:
1 Go to the Active Monitor Library:

=  From the web interface, click GO. The GO menu appears.

= [If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.
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Select Configure > Active Monitor Library. The Active Monitor Library appears.
- Or -

From the main menu of the console, select Configure > Active Monitor Library. The
Active Monitor Library appears.

2 In the Active Monitor Library, do one of the following:

Click New. The Select Active Monitor Type dialog appears.

Select TCP/IP Monitor from the list, then click OK. The Add TCP/IP Monitor dialog
appears.

- or -
Select an existing TCP/IP Monitor, then click Edit. The monitor properties dialog
appears.

3 Enter or select the appropriate information in the following fields.

Name. The name of the monitor as it appears in the Active Monitor Library.

Description. The description of the monitor as it appears in the Active Monitor
Library.

Network type. Select either TCP, UDP, or SSL from the pull-down menu. The network
type for the FTP (File Transfer Protocol) service is TCP; the network type for the
RADIUS (Remote Authentication and Dial-In User Service) service is UDP. The HTTPS
monitor uses the SSL type.

Port number. Enter the TCP or UDP port that you want to monitor.

Timeout. Amount of time (in seconds) WhatsUp Gold should wait for a response to a
poll.

Script. Write your script using as many Send, Expect, SimpleExpect, and Flow
Control keywords as you would like. For more information, see Script Syntax.

Expect. Opens the Expression Editor. Whatever is placed here appends to the end of
the script.

Use in discovery. Select this option to have the monitor appear in the Active
Monitors list during discovery. From there, you can select the monitor to have
WhatsUp Gold discover that monitor type on your devices.

4 C(lick OKto save changes.

Types of TCP/IP monitors

WhatsUp Gold is installed with the following types of TCP/IP monitors already configured.

Echo. Checks to make sure an Echo server is running on the assigned port.
FTP. Checks to make sure an FTP server is running on the assigned port.
HTTP. Checks to make sure an HTTP server is running on the assigned port.

HTTPS. Checks to make sure that the Secure HTTP server is running on the assigned
port, and that WhatsUp Gold can negotiate a connection using SSL protocols. This
monitor does not check on the validity of SSL certificates.
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= HTTP Content Scan. Monitors a specific web page to make sure that specific content
appears in the code for the page.
= IMAP4. Checks to make sure a IMAP4 server is running on the assigned port.
= NNTP. Checks to make sure a NNTP server is running on the assigned port.
= POP3. Checks to make sure a POP3 mail server is running on the assigned port.
= Radius. Checks to make sure a Radius server is running on the assigned port.
= SMTP. Checks to make sure a SMTP mail server is running on the assigned port.

= Time. Checks to make sure a Time server is running on the assigned port.

Rules Expression Editor

WhatsUp Gold knows the proper connecting commands for checking the standard services
listed on the Services dialog box, but to monitor a custom service, you may want to specify
what commands to send to the service and what responses to expect from the service in
order for WhatsUp Gold to consider the service UP. You need to determine the proper
command strings to expect and send for a custom service.

You can use a rule expression to test a string of text for particular patterns.

= Enter an expression in the Expression box. Use the >, Match case, and Invert result
options to the right of the Expression box to help build the expression.

= Inthe Comparison text box, enter text to test compare against the expression you
built in the Expression box.

= Click Test to compare the expression against potential payloads you can receive.

After creating and testing the expression, click OK to insert the string into the Match on box.

T., Note: If you have multiple payload "match on" expressions, they are linked by "OR" logic - not
"AND" logic. Example: If you have two expressions, one set to "AB" and the other to "BA", it
will match against a trap containing any of the following: "AB" or "BA" or "ABBA".

See the related topics below for more information about regular expressions.

Script Syntax

You create a script using keywords. In general, Script Syntax is Command=String. The
command is either Send, Expect, SimpleExpect, or Flow Control.

T Note: A script can have as many send and receive lines as needed. However, the more you
have, the slower the service check.
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Keywords

T., Note: To comment out a line, use the # symbol as the first character of the line.

= Tosend astring to a port, use the Send= keyword.
= To expect a string from a port, use the SimpleExpect= or the Expect= keyword.
= Toreceive a conditional response for an error or success, use Flow Control Keywords
(on page 180).
Examples

If you have a TCP service to check, you need to do the following:

= expect something on connection

= sendacommand

= checkfor aresponse

= send something to disconnect
Script Syntax: Expect=Keyword

Expect=Keyword gives you flexibility to accept variable responses and pick out crucial
information using special control characters and regular expressions. If you do not need
flexibility, or are new to writing your own custom TCP/UDP scripts, you may want to use the
SimpleExpect keyword.

There are 4 variations of the Expect Keyword:

= Expect. Returns true when the expected value is matched.
= Expect(MatchCase). Only returns true when the case matches the expected value.
= DontExpect. Returns true when the value is not found.
= DontExpect(MatchCase). Returns true when the value is not found.
The Expect syntax is Expect=Response, where the Response is either specified as an exact
text string, or a mixture of regular expression rules and text. The Add/Edit Expect Rule

button helps you construct and test a regular expression response string. It automatically
chooses the variation of Expect for you based on options you select.

T.' Note: Add/Edit Expect Rule does not aid in the generation of SimpleExpect keywords.

WhatsUp Gold v7 or v8 users: The ~, 7, 1 and = = codes have been replaced with variations
on the Expect keyword itself. Migrated definitions are automatically converted.

176



Using WhatsUp Gold 14.4

Example 1:

#

# Note: script comments start with a # character
#

# Send a simple text command

#

Send = Hello There

#

# Expect a nice response that begins with, "Hi, How are you"
#

Expect="Hi, How are you

Example 2:

#

# Send a command followed by CR/LF

#

Send=Select * from Accounts\r\n

#

# Expect a large response, but we only care to check that somewhere
# In the response John Doe is mentioned

#

Expect=John Doe

Example 3:

#

# Send a binary escape (27) and an X y and z and then a nak (21)
#

Send=\x1Bxyz\x15

#

# Expect something that does *not* contain 123 escape (27)

#

DontExpect=123\x1B

Script Syntax: Send=Keyword

To Send command on a connection, use a Send=keyword. The script syntax is
Send=Command. The Command is exactly the message you want to send. You may use a
combination of literal characters and binary representations.

WhatsUp Gold understands the CO set of ANSI 7-bit control characters. A Binary can be
represented as \\x##, where the ## is a hexadecimal value. Those familiar with the table may
also choose to use shorthand such as \A (\x01) or \W (\x17)

You can also use \r and \nas the conventions for sending the carriage return and line feed
control characters to terminate a line.
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The following table shows the keywords you can use.

Keyword Description

\\xH# Binary value in Hexadecimal. For example, \\x1B is escape
\\ The "\" character

\t The tab character (\x09)

\r The return character (\x0OD)

\n The new line character \x0A)

WhatsUp Gold versions 7 and 8 users: The %### decimal syntax for specifying binary octets
has been replaced with the \x## hexidecimal syntax.

Example 1:

#

# Note: script comments start with a # character
#

# Send a simple text command

#

Send=Hello There

Example 2:

#

# Send a command followed by CR/LF

#

Send=Select * from Accounts\r\n

Example 3:

#

# Send a binary escape (27) an x y and z and then a nak (21)
#

Send=\x1Bxyz\x15
Script Syntax: SimpleExpect Keyword

The SimpleExpect Keyword lets you specify expected responses from a service. Responses
can even be binary (i.e. non-printable ASCII character) responses. If you know exactly (or even
approximately) what to expect you can construct a simple expect response string to match
against.

This keyword allows you some flexibility in accepting variable responses and picking out only
crucial information. If you need additional flexibility you may want to consider using the
regular expression syntax available in the Expect Keyword.

The SimpleExpect script syntax is SimpleExpect=Response, where the response is a series
of characters you expect back from the service. The following table displays keywords that
match logic and wildcards to compare responses byte-by-byte expanding escape codes as
you go.
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Command Options:
Keyword Description

\x## Binary value (in Hexidecimal) for example \x00 is null

Matches any character

\% The "%" character
\. The "." character
\\ The "\" character

T.' Note: Only the number of characters specified in the expect string are used to match the
response. The response is expected to start with these characters. Any extra trailing
characters received are just ignored.
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Example 1:

#

# Note: script comments start with a # character
#

# Send=Hello There

#

# Expect a nice response

#

SimpleExpect=Hi, how are you?

Example 2:

#

# Send a command followed by CR/LF

#

Send=Select * from Accounts\r\n

#

# Expect a large response, be we only care to check that first word
# received is "'Customer™

#

SimpleExpect=Customer

Example 3:

#

# Send a binary escape (27) an x y and z and then a nak (21)
#

Send=\x1B\x15

#

# Expect any byte (we don"t care) then an abc and an ack (6)
#

SimpleExpect=.abc\x06

Script Syntax: Flow Control Keywords

The following Flow Control keywords are used in a script to return "error" or "success"
responses of steps within that script.

= [fState. This checks for the current state (ok or error) and jumps to a label if true.
Valid syntax: 1fState {ERR|OK} label
Example:
IfState ERR End
IfState OK Bye

= Goto. Thisimmediately jumps to a label.
Valid syntax: Goto End

Example:
Goto End

= Exit. This immediately ends the script with an optional state (ok or error). The
optional state overrides the current state.
Valid syntax: Exit {ERR]OK}
Example:
Exit ERR
Exit OK
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:Label. This defines a label that can be the target of a jump. A label is defined by a
single word beginning with the ":" character.

Valid syntax: :(with a name following)

Example:

Bye

OnError. This allows for a global handling of an error situation
Valid Syntax: OnError {EXIT]CONTINUE]GOTO} label
Example:

OnError EXIT (Default behavior)

OnError CONTINUE

OnError GOTO Logoff

Send to disconnect examples

For a service like FTP, to disconnect would be QUIT/r/n. If a command string is not specified,
the connection is closed by sending a FIN packet and then an RST packet.

The /r (carriage return) and /n (line feed) are the conventions for sending these control
characters to terminate a string. You can use:

/r = 0x0a
/n = 0x0d

/t = 0x09 or /xnn where nnis any hexadecimal value from 00 to FF

The disconnect string is:

Send=QUIT/r/n

Regular Expression syntax

This table lists the meta-characters understood by the WhatsUp Gold Regex Engine.

Matching a Single Character

Meta-character Matches
dot Matches any one character

[-- character class Matches any character inside the brackets.
Example, [abc] matches "a", "b", and "c"

-1 negated character class Matches any character except those inside the brackets.
Example, [Aabc] matches all characters except "a", "b",
and "c".
See below for alternate use - the way A is used controls
its meaning.

- dash Used within a character class. Indicates a range of
characters.

Example: [2-7] matches any of the digits "2" through "7".
Example: [0-3a-d] is equivalent to [0123abcd]
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Meta-character Matches
\ escaped character Interpret the next character literally.
Example: 3\.14 matches only "3.14". whereas 3.14
matches "3214","3.14","3z14", etc.
\\xnn binary character Match a single binary character. nn is a hexadecimal
value between 00 and FF.
Example: \\x41 matches "A"
Example: \\xOB matches Vertical Tab
Quantifiers

Meta-character

Matches

? question

One optional. The preceding expression once or not at
all.

Example: colou?r matches "colour” or "color"

Example: [0-3][0-5]? matches "2" and "25"

star

Any number allowed, but are optional.
Example: .* Zero or more occurrences of any character

+ plus

One required, additional are optional.
Example, [0-9]+ matches "1","15","220", and so on

??, +?, *?

"Non-greedy" versions of ?, +, and *. Match as little as
possible, whereas the "greedy" versions match as much
as possible

Example: For input string <html>content</html>
<.*7> matches <html|>

<.*> matches <html>content</html>

Matching Position

Meta-character

Matches

N

caret Matches the position at the start of the input.
Example: A2 will only match input that begins with "2".
Example: A[45] will only match input that begins with "4"
Or IISII
$ dollar At the end of a regular expression, this character

matches the end of the input.
Example: >$ matches a ">" at the end of the input.
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Other

Meta-character

Matches

| alternation Matches either expression it separates.
Example: H|Cat matches either "Hat" or "Cat"
-9 parentheses Provides grouping for quantifiers, limits scope of
alternation via precedence.
Example: (abc)* matches 0 or more occurrences of the
the string abc
Example: WhatsUp (Gold)|(Professional) matches
"WhatsUp Gold" or "WhatsUp Professional"
\O, \1, ... backreference Matches text previously matched within first, second,
etc, match group (starting at 0).
Example: <{head}>.*?</\0> matches
"<head>xxx</head>".
! negation The expression following ! does not match the input
Example: alb matches "a" not followed by "b".
Abbreviations
Abbreviations are shorthand Meta-characters.
Abbreviation Matches
\a Any alphanumeric character: ([a-zA-Z0-9])
\b White space (blank): ([ \\t])
\c Any alphabetic character: ([a-zA-Z])
\d Any decimal digit: [0-9]
\D Any non decimal digit: [A0-9]
\h Any hexadecimal digit: ([0-9a-fA-F])
\n Newline: (\r|(\r?\n))
\p Any punctuation character: ,/\';:"?@#$%N&*()[1{}- _=+|<>!~
\P Any non-punctuation character
\q A quoted string: (\"[A\"T¥\")|(VIAVT*\)
\s WhatsUp Gold style white space character: [ \\t\\n\\r\\f\\v]
\S WhatsUp Gold style non-white space character:
[ANNEANWANANWY]
\w Any word characters (letters and digits): ([a-zA-Z0-9_])
\W Non-word character: ([*a-zA-Z0-9_])
\z An integer: ([0-9]+)
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Text string example
Example 1
To check an IRC (Internet Relay Chat) service, you can send the command Version/r/nand
the expected response from the IRC service is: irc.
Name: IRC; Port: 6667; TCP.
Send=Version/r/n

Expect=irc

Send=QUIT/r/n

T Note: You can use Telnet to find the proper value for SimpleExpect, or an Expect string for a
particular service. Packet Capture tools can also be very useful.

Using the Telnet Monitor
Telnet is a simple service monitor that checks for a Telnet server on port 23. If no telnet

service responds on this port, then the service is considered down.

To configure a Telnet Monitor:
1 Go to the Active Monitor Library:

=  From the web interface, click GO. The GO menu appears.

= [If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

= Select Configure > Active Monitor Library. The Active Monitor Library appears.
- or -

From the main menu of the console, select Configure > Active Monitor Library. The
Active Monitor Library appears.

2 Inthe Active Monitor Library, do one of the following:
= (Click New. The Select Active Monitor Type dialog appears.

= Select Telnet Monitor from the list, then click OK. The Add Telnet Monitor dialog
appears.

- or -
Select an existing Telnet Monitor, then click Edit. The monitor properties dialog
appears.
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3 Enter or select the appropriate information in the following fields.
= Name. The name of the monitor as it appears in the Active Monitor Library.

= Description. The description of the monitor as it appears in the Active Monitor
Library.

* Timeout. Enter a timeout value. This is the length of time in which the service is given
a chance to respond. If there is no response in this amount of time, the service is
considered down.

= Use in discovery. Select this option to have the monitor appear in the Active
Monitors list during discovery. From there, you can select the monitor to have
WhatsUp Gold discover that monitor type on your devices.

4 (lick OK to save changes.
Using Telnet to determine "Expect on Connect" string

Telnet to the desired port on the host when you are certain it is working properly, and see
what comes back. You can enter just an identifying portion of a SimpleExpect or Expect
keyword.

For example, if you expect to get "220 hostname.domain.com Imail v1.3" back from the host,
you could use "220 host" as a response string (i.e. SimpleExpect=220 host, or
Expect="220 host).

T Note: Some services are based on binary protocols (such as DNS) and will not provide you
with a simple response string to use. You can use a packet capture tool to view these types of
responses.

Using the Temperature Monitor

The Temperature Monitor checks select Cisco switches/routers, Dell servers, HP ProCurve
switches/routers, and Ravica temperature probes to see that they return a value that signals
they are in an up state. The monitor first checks to see if a device is a Cisco, Dell, HP, or Ravica
device, then checks any enabled temperature monitor devices. If a temperature probe is
disabled, the monitor ignores it; if a temperature probe does not return a value of 1 -
Normal (for Cisco switches/routers), 3 - OK (for Dell server devices), 4 — Good (for HP
ProCurve switches and routers), 2 — OK (for HP ProLiant servers), or 2 - normal (for Ravica
temperature probes) the monitor is considered down.

This monitor is pre-configured and exists in the Active Monitor Library upon installation of
WhatsUp Gold. Unlike many pre-configured active monitors, the Temperature Monitor's
default configuration cannot be modified. However, you can modify the monitor name and
description, as well as the SNMP timeout and number of retries used while attempting to
connect to devices.
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To configure the Temperature Monitor:
1 Go to the Active Monitor Library.

= From the web interface, click GO. The GO menu appears.

= [|f the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

= Select Configure > Active Monitor Library. The Active Monitor Library appears.
- Or -

= From the main menu bar of the console, select Configure > Active Monitor Library.
The Active Monitor Library appears.

2 Inthe Active Monitor Library, do one of the following:
= (Click New, then select Temperature Monitor.
- Or' -

= Select an existing Temperature Monitor, then click Edit. The monitor properties
page appears.

3 Inthe Active Monitor Library, select the Temperature Monitor, then click Edit. The
New/Edit Temperature Monitor dialog appears.

4 Enter the appropriate information in the following fields.
= Name. The name of the monitor as it appears in the Active Monitor Library.

= Description. The description of the monitor as it appears in the Active Monitor
Library.

g Tip: Click Advanced to modify the SNMP timeout and number of retries.

5 Click OK to save changes.

Using the WAP Radio Monitor

The WAP Radio Active Monitor, included in the WhatsUp Gold Premium, Distributed, and MSP
Editions, uses Simple Network Management Protocol (SNMP) to query WAP devices and
report the status of the wireless access point. This monitor indicates that the wireless radio is
in either an up or down state. Currently, the WAP Radio Active Monitor supports Cisco
Aironet WAPs.

@ Important: The Cisco WAP you want to monitor must support Cisco Dot 11 and IEEE 802.11
MIBs for WhatsUp Gold WAP Monitor features to operate.
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To determine the monitor status, the monitor first looks at the ifType (OID 1.3.6.1.2.1.2.2.1.3)
value. The ifType value of 71 - IEEE 80211 must be present for the monitor to continue
checking the WAP radio device status. If the ifType value is true, then the ifAdminStatus (OID:
1.3.6.1.2.1.2.2.1.7) value is checked. Finally, if the ifAdminStatus value for the interface is in the
down or testing state, the active monitor is considered down and the ifOperStatus (OID:
1.3.6.1.2.1.2.2.1.8) value is checked. If the ifOperStatus value is 7 - up or 5 - dormant, the WAP
radio is determined to be in the up state; otherwise the device is considered to be in the down
state.

This monitor is pre-configured and exists in the Active Monitor Library upon installation of
WhatsUp Gold. Unlike many pre-configured active monitors, the WAP Radio Monitor's default
configuration cannot be modified. However, you can modify the monitor name and
description, as well as the SNMP timeout and number of retries used while attempting to
connect to devices.

To configure the WAP Radio Monitor:
1 Go to the Active Monitor Library.

=  From the web interface, click GO. The GO menu appears.

= [|f the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

= Select Configure > Active Monitor Library. The Active Monitor Library appears.
- Or -

= From the main menu bar of the console, select Configure > Active Monitor Library.
The Active Monitor Library appears.

2 Inthe Active Monitor Library, do one of the following:
= Click New, then select WAP Radio Monitor.
- or -

= Select an existing WAP Radio Monitor, then click Edit. The monitor properties page
appears.

3 Inthe Active Monitor Library, select the WAP Radio Monitor, then click Edit. The
New/Edit WAP Radio Monitor dialog appears.

4 Enter the appropriate information in the following fields.
= Name. The name of the monitor as it appears in the Active Monitor Library.

= Description. The description of the monitor as it appears in the Active Monitor
Library.

= Tip: Click Advanced to modify the SNMP timeout and number of retries.

5 Click OK to save changes.
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Using premium active monitors

WhatsUp Gold Premium Edition provides all of the network monitoring capabilities of
WhatsUp Gold and extends the product to allow additional monitoring capabilities,
including:

APC UPS monitor watches your American Power Conversion Uninterruptible Power
Supply (APC UPS) device and alerts you when selected thresholds are met or
exceeded, output states are reached, and/or abnormal conditions are met.

Email monitor lets you periodically verify that mail servers are not only up, but are
receiving and delivering messages properly.

Microsoft® Exchange™ and Microsoft SQL Server monitors let you manage the
availability of key application services, rather than just the network visibility of the
host server.

Fan monitor checks select Cisco, Dell, and HP device fans and cooling devices, such as
active and passive cooling components, to see that they are enabled and return a
values that signal they are working properly.

File Properties monitor
Folder monitor

FTP monitor

HTTP Content monitor
Network Statistics monitor
Power Supply monitor
Printer monitor

Process monitor

SQL Query monitor

General application monitoring using Microsoft's WMI lets you monitor any
performance counter value and trigger an alarm if the value changes, goes out of
range, or experiences an unexpected rate of change.

Using the APC UPS Monitor

This monitor watches your American Power Conversion Uninterruptible Power Supply (APC
UPS) device and alerts you when selected thresholds are met or exceeded, output states are
reached, and/or abnormal conditions are met. For example, an alert can be sent when the
UPS battery capacity is below 20%, when the battery temperature is high, when the battery is
in bypass mode due to a battery overload state, and many other UPS alert conditions.

F Note: This feature is only available in WhatsUp Gold Premium Edition. To update your

license, visit the Mylpswitch portal (http://www.myipswitch.com).
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To configure an APC UPS active monitor:

1

Go to the Active Monitor Library.
= From the web interface, click GO. The GO menu appears.

= [|f the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

= Select Configure > Active Monitor Library. The Active Monitor Library appears.
- Or -

= From the main menu bar of the console, select Configure > Active Monitor Library.
The Active Monitor Library appears.

In the Active Monitor Library, do one of the following:
= (Click New. The Select Active Monitor Type dialog appears.

= Select APC UPS Monitor from the list, then click OK. The Add APC UPS Monitor dialog
appears.

- or -
Select an existing APC UPS Monitor, then click Edit. The monitor properties dialog
appears.

Enter or select the appropriate information in the following fields.

= Name. Enter a name for the active monitor. This name is displayed in the Active
Monitor Library.

= Description. Enter a short description for the monitor. This name is displayed next to
the monitor name in the Active Monitor Library.

= Thresholds. Select the threshold(s) on which you want to be alerted. Refer to the APC
UPS documentation for more information about the thresholds. By default, all of the
thresholds are selected for use in the monitor. By default, the following output states
are selected for use in the monitor:

= Battery Status
= Battery Capacity
= Battery Runtime

=  Qutput Load

o Tip: Select a threshold, then click Configure to set its individual threshold settings.
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Monitor the following output states. Select the output state(s) on which you want
to be alerted. Refer to the APC UPS documentation for more information about the

output states. By default, the following output states are selected for use in the

monitor:

Abnormal Condition Present

AVR Boost Active

AVR Trim Active

Bad Output Voltage

Batteries Discharged

Battery Charger Failure

Battery Communication Lost
Graceful Shutdown Initiated
Graceful Shutdown Issued by Downstream Device
Graceful Shutdown Issued by Upstream Device
High Battery Temperature

In Bypass due to Fan Failure

In Bypass due to Internal Fault

In Bypass due to Supply Failure
Low Battery

Low Battery/On Battery

Manual Bypass

No Batteries Attached

On

On Battery

On Line

Overload

Rebooting

Replace Battery

Runtime Calibration

Self Test In Progress

Serial Communication Established
Sleeping on a Timer

Sleeping until Utility Power Returns

Smart Boost or Smart Trim Fault
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4 Tip: Use the list's vertical scroll bar to browse the output states.

Software Bypass

Synchronized command is in progress

= Monitor the following abnormal conditions. Select the abnormal condition(s) on

which you want to be alerted. Refer to the APC UPS documentation for more

information about the abnormal conditions. By default, all of the abnormal conditions
are selected for use in the monitor.

Backfeed Protection Relay
Battery Failure

Battery Voltage High

Bypass Contactor Stuck in Bypass Condition
Bypass Contactor Stuck in On-Line Condition

Bypass not in Range, Either Frequency or Voltage

Extended Run Frame Fault

[IC Inter-Module Communication Failure
In Bypass due to an Internal Fault

In Bypass due to an Overload

In Maintenance Bypass

Input Circuit Braker Tripped Open

Load (kVA) Alarm Threshold Violation
Main Intelligence Module Failure

No Batteries Installed

No Working Power Modules

Output Voltage out of Range

Power Module Failure

Redundancy Below Alarm Threshold
Redundancy Lost

Redundant Intelligence Module Failure
Redundant Intelligent Module in Control
Runtime Below Alarm Threshold

Site Wiring Fault

System Level Fan Failure

UPS Not Synchronized
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= UPS Specific Fault Detected

¢ Tip: Use the list's vertical scroll bar to browse the abnormal conditions.

c4 Tip: Click Advanced to set the SNMP timeout and number of retries.

4 Click OK to save changes.

Using the Email Monitor

The Email Monitor checks a mail server by first sending the server an email via SMTP. The
monitor then attempts to delete previously sent emails using either POP3 or IMAP. If no
emails from the monitor are present in the inbox to delete, the mail server is considered

down.

The Email Monitor supports encryption with SSL/TLS and SMTP Authentication which ensures
that the monitor sends emails to a secure email account.

T Note: This feature is only available in WhatsUp Gold Premium Edition. To update your
license, visit the Mylpswitch portal (http://www.myipswitch.com).

To configure an Email Monitor:

1 Go to the Active Monitor Library:

From the web interface, click GO. The GO menu appears.

If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

Select Configure > Active Monitor Library. The Active Monitor Library appears.
- Or -

From the main menu of the console, select Configure > Active Monitor Library. The
Active Monitor Library appears.

2 Inthe Active Monitor Library, do one of the following:

Click New. The Select Active Monitor Type dialog appears.

Select Email Monitor from the list, then click OK. The Add Email Monitor dialog
appears.

- or -

Select an existing Email Monitor, then click Edit. The monitor properties dialog
appears.
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3 Enter or select the appropriate information in the following fields.

Name. Enter a title for the Email Monitor.
Description. Enter a short description for the monitor (optional).
Outgoing mail

SMTP server. Enter the address of the server on which SMTP is running. Use the
default, %Device.Address, to use the device IP address on which the monitor is
attached.

Port. Enter the port on which the SMTP service is listening. The standard SMTP port is
25.

Mail to. Enter the address to which the Email Monitor will send email.

Mail from. Enter the address to be listed as "From" in the email sent by the Email
Monitor.

Incoming mail
Server. Enter the address of the server on which the POP3 or IMAP service is running.

Account type. Select the protocol (POP3 or IMAP) you want the monitor to use to
check for correct email delivery.

Username. Enter the username of the account in which the monitor will use to log in.

Password. Enter the password for the account in which the monitor will use to log in.

4 (lick OK to save changes.

T., Note: If you want to configure advanced settings for this instance of the Email Monitor, click

Advanced. From here, you can choose to use SMTP Authentication; set the port on which
POP3 or IMAP is running; use encrypted connections for SMTP, IMAP, and POP3; and set
timeouts for SMTP, IMAP, and POP3.

To add an Email Monitor to a mail server:

1 On the device list, find the device that represents the SQL server. Right-click the device,
then select Properties. Select Active Monitors.
2 C(lick Add. The Active Monitor Wizard appears.

3 Select the monitor, and continue with the wizard to configure any actions for the
monitor.

For more information about assigning active monitors to devices, see Assigning active
monitors (on page 243).

For more information on setting up an action to fire based on the active monitor status, see
Using Actions (on page 264).

193



Using WhatsUp Gold 14.4

Monitoring a Microsoft Exchange 2007 Server

The Exchange Monitor lets you monitor the Microsoft® Exchange™ Server application. The
Exchange Monitor provides real-time information about the state and health of Microsoft
Exchange servers on your network.

The Exchange Monitor supports monitoring of Microsoft Exchange Server version 2007 and
later, which can be on any machine in your network.

@ Important: Do not use the Exchange Monitor to monitor Exchange 2003 servers.

To create custom parameters to monitor, the Exchange Server host must be WMI-enabled.

Why use it?

WhatsUp Gold can monitor and report the status of the standard services associated with any
mail server, such as SMTP, POP3, and IMAP. If any of these services fail, your users are unable
to get mail. It is a good idea to set up monitoring on these services so that you are the first to
know if they fail. The Exchange Monitor extends monitoring to parameters reported by
Microsoft Exchange, allowing you to get an early warning of a degradation in performance.
For example, you can monitor the SMTP queues to see if performance is within an expected
range, and if not, you can intervene before the SMTP service fails.

T.' Note: This feature is only available in WhatsUp Gold Premium Edition. To update your
license, visit the Mylpswitch portal (http://www.myipswitch.com).

How to get started using the Exchange

This topic describes the overall process of configuring an Exchange Monitor, assigning it to a
device, and getting feedback from the monitor.

A basic approach to using the Exchange Monitor:

1 Determine which Exchange roles and performance thresholds to monitor.

2 Determine which Exchange services to monitor.

3 Decide whether to create a single monitor with multiple parameters and services,
several monitors with one parameter or service, or some combination.

To start, it may be simpler to create one monitor for each parameter or service that
you want to monitor. Whether you set up one monitor or many has a bearing on how
the information is reported in WhatsUp Gold logs and by actions.

4  Configure an Exchange Monitor with your selected parameters and/or services.

5 Add the Exchange Monitor to the device that represents your Microsoft Exchange
server.

6 Setup an Action to tell you when the monitor goes down or comes back up.
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Note: The monitor will be reported down if any of the parameters or services in that monitor
are down.

Configuring an Exchange Monitor

To co

nfigure an instance of the Exchange Monitor:

1 Go to the Active Monitor Library:

=l

From the web interface, click GO. The GO menu appears.

If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

Select Configure > Active Monitor Library.
- or -

From the main menu bar of the console, select Configure > Active Monitor Library.
The Active Monitor Library appears.

Tip: The Active Monitor Library is the starting point for creating any Active Monitor in
WhatsUp Gold. This dialog shows all of the Active Monitors in your database.

2 Add an Exchange monitor:

9)

h)

Click New. The Select Active Monitor Type dialog appears.

Select Exchange Monitor from the list and Click OK. The New Exchange Monitor
Server dialog appears.

In the Name box, enter the name you want to use to identify this instance of the
Exchange monitor.

In the Description box, enter any text information to further describe the monitor.
Select the Server Roles to monitor.

To configure the thresholds within the server role, highlight the server role and click
Configure. For more information about specific thresholds, see Exchange roles and
performance thresholds.

Select the services to monitor. For more information about specific services, see
Exchange services.

Click OK to save the monitor in the Active Monitor Library.

3 Add the monitor to your Exchange Server device.

a)

b)

In your device list, find the device that represents the Exchange server. Right-click the
device, then select Properties. Select Active Monitors.

Click Add. The Active Monitor wizard appears.

Select the monitor, and continue with the wizard to configure any actions for the
monitor.

For more information on setting up an action, see Configuring an action (on page 267).
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If you select Use in discovery, WhatsUp Gold adds the monitor to the Active Monitors list.
From that list, you can select to scan for that service on all applications found during
discovery.

Exchange Roles and Performance Monitoring

Exchange Server Roles are used to group the performance monitoring parameters used by
WhatsUp Gold to indicate the state of the Exchange server. A server role is a unit that
logically groups the required features and components needed to perform a specific function
in the messaging environment. By mirroring these roles in the Exchange Server monitor, the
configuration of the monitor becomes a simple exercise of setting the threshold values
associated with each Exchange Server Role you want to monitor.

= Hub Transport Server Role thresholds
=  Mailbox Server Role thresholds
=  Qutlook Web Access Server Role thresholds

Exchange 2007 services

You can monitor the following critical Exchange services to determine if the service is
available (Up) or is disabled (Down).

Select this process: If you want to:

Active Directory Monitor the Active Directory Topology service (MSExchangeADTopology).
Topology Service This service provides Active Directory topology information to several
Exchange Server components.

Anti-spam Update Monitor the Anti-Spam Update service (MSExchangeAntispamUpdate). Used
to automatically download anti-spam filter updates from Microsoft Update.

Edge Sync Monitor the Edge Sync service (MSExchangeEdgeSync). Connects to ADAM
instance on subscribed Edge Transport servers over secure Lightweight
Directory Access Protocol (LDAP) channel to synchronize data between a Hub
Transport server and an Edge Transport server. This service is dependent upon
the Microsoft Exchange Active Directory Topology service.

File Distribution Monitor the File Distribution service (MSExchangeFDS). Used to distribute
offline address book and custom Unified Messaging prompts. This service is
dependent upon the Microsoft Exchange Active Directory Topology and
Workstation services.

IMAP4 Monitor the IMAP4 service (MSExchange IMAP4). Provides IMAP4 services to
IMAP clients. This service is dependent upon the Microsoft Exchange Active
Directory Topology service.

Information Store Monitor the MAPI Information Store service (MSExchangelS). Manages
Exchange Server databases. Provides data storage for messaging clients. This
service is dependent upon the following services: Event Log, NT LM Security
Support Provider, Remote Procedure Call (RPC), Server, and Workstation.
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Select this process:

If you want to:

Mailbox Assistants

Monitor the Mailbox Assistants service (MSExchangeMai IboxAssistants) .
This service provides functionality for Calendar Attendant, Resource Booking
Attendant, Out of Office Assistant, and Managed Folder Mailbox Assistant. This
service is dependent upon the Microsoft Exchange Active Directory Topology
service.

Mail Submission

Monitor the Mail Submission service

(MSExchangeMai ISubmission) -Submits messages from a Mailbox server to
a Hub Transport server. This service is dependent upon the Microsoft
Exchange Active Directory Topology service.

Monitoring Monitor the Monitoring service (MSExchangeMonitoring). Provides a
remote procedure call (RPC) server that can be used to invoke diagnostic
cmdlets. This service does not have any dependencies.

POP3 Monitor the POP3 service (MSExchangePOP3). Provides POP3 services to POP3

clients. This service is dependent upon the Microsoft Exchange Active
Directory Topology service.

Replication Service

Monitor the Replication service (MSExchangeRepl). Provides log shipping
functionality for local continuous replication (LCR) and cluster continuous
replication (CCR). This service is dependent upon the Microsoft Exchange
Active Directory Topology service.

System Attendant

Monitor the System Attendant service (MSExchangeSA). Provides monitoring,
maintenance, and directory lookup services for Exchange Server. This service
is dependent upon the following services: Event Log, NT LM Security Support
Provider, Remote Procedure Call (RPC), Server, and Workstation.

Search Indexer

Monitor the Search Indexer service (MSExchangeSearch). Provides content to
the Microsoft Search (Exchange Server) service for indexing. This service is
dependent upon the Microsoft Exchange Active Directory Topology service
and the Microsoft Search (Exchange Server) service.

Service Host

Monitor the Service Host service (MSExchangeServiceHost). Configures the
RPC virtual directory in Internet Information Services (IIS), and registry data for
ValidPorts, NSPI Interface Protocol Sequences, and AllowAnonymous for
Outlook Anywhere. This service is dependent upon the Microsoft Exchange
Active Directory Topology service.

Transport

Monitor the Transport service (MSExchangeTransport). Provides Simple
Message Transfer Protocol (SMTP) server and transport stack. This service is
dependent upon the Microsoft Exchange Active Directory Topology service.

Transport Log Search

Monitor the Transport Log Search service
(MSExchangeTransportLogSearch). Provides message tracking and
transport log searching. This service has no dependencies.

Speech Engine Service

Monitor the Speech Engine service (MSSpeechService). Provides speech
processing services for Unified Messaging. This service is dependent upon the
Windows Management Instrumentation service.

197




Using WhatsUp Gold 14.4

Select this process: If you want to:

Unified Messaging Monitor the Unified Messaging service (MSExchangeUM). Provides Unified
Messaging features, such as the storing of inbound faxes and voice mail
messages in a user's mailbox, and access to that mailbox via Outlook Voice
Access. This service is dependent upon the Microsoft Exchange Active
Directory Topology service and the Microsoft Exchange Speech Engine
service.

Example: Exchange Server monitor

To monitor what is happening with the operating system on the Exchange server, you can
create a monitor called ExchangeMai IServer to monitor an Exchange server operating in
the Mailbox Server role. The purpose of this monitor is to give an indication of the
performance of the Exchange server in regards to the threshold values and services
associated with the Mailbox Server role. To this end, you can configure the monitor to
monitor the thresholds associated with the Mailbox Server role, as well as to monitor the
Information Store, Mailbox Assistants and Mail Submission services.

1 Open the Active Monitor Library.
= From the web interface, click GO. The GO menu appears.

= [|f the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

= Select Configure > Active Monitor Library. The Active Monitor Library appears.
2 Click New. The Select Active Monitor Type dialog appears.

3 Select Exchange Monitor and click OK. The New Exchange Server Monitor dialog
appears.

a) Inthe Name box, enter ExchangeMai IServer to identify that this monitor will do a
check on system parameters.

b) Inthe Category field, select Mailbox Server.

c) Highlight the Mailbox Server role, then click Configure. The Configure Mailbox Server
Thresholds menu appears.

d) Inthe RPC Averaged Latency must not exceed: field, enter an appropriate threshold
for the average latency for Remote Procedure Calls, and click Ok. The New Exchange
Monitor screen appears.

e) Under Services to monitor, select the System Attendant service. Make sure these
items have a check in the box to the left. You need to clear the selections for the other
parameters and also for the other processes.

f) Click OK to add the ExchangeMai IServer monitor to the Active Monitor library.
4 Add the ExchangeMai IServer monitor to your Exchange server device.

a) Inyour device list, find the device that represents the Exchange server. Right-click the
device, then select Properties. Select Active Monitors.

b) Click Add. The Active Monitor wizard appears.

c) Select the ExchangeMai IServer monitor, and continue with the wizard to configure
any actions for the monitor.
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For more information on setting up an action, see Configuring an action (on page 267).

After you complete the wizard, the monitor immediately begins to monitor the
Exchange server.

Monitoring Microsoft Exchange 2003 Servers

The Exchange 2003 Monitor lets you monitor the Microsoft® Exchange™ 2003 Server
applications. The Exchange 2003 Monitor provides real-time information about the state and
health of Microsoft Exchange servers on your network.

The Exchange 2003 Monitor supports monitoring of Microsoft Exchange Server versions 2000
and 2003, which can be on any machine in your network.

To create custom parameters to monitor, the Exchange Server host must be WMI-enabled.

Why use it?

WhatsUp Gold can monitor and report the status of the standard services associated with any
mail server, such as SMTP, POP3, and IMAP. If any of these services fail, your users are unable
to get mail. It is a good idea to set up monitoring on these services so that you are the first to
know if they fail. The Exchange Monitor extends monitoring to parameters reported by
Microsoft Exchange, allowing you to get an early warning of a degradation in performance.
For example, you can monitor the SMTP queues to see if performance is within an expected
range, and if not, you can intervene before the SMTP service fails.

.‘T Note: This feature is only available in WhatsUp Gold Premium Edition. To update your
license, visit the Mylpswitch portal (http://www.myipswitch.com).

How to get started using the Exchange 2003 Monitor

This topic describes the overall process of configuring an Exchange 2003 Monitor, assigning it
to a device, and getting feedback from the monitor.

A basic approach to using the Exchange 2003 Monitor:

1 Determine which Exchange 2003 parameters to monitor.
2 Determine which Exchange 2003 services to monitor.

3 Decide whether to create a single monitor with multiple parameters and services,
several monitors with one parameter or service, or some combination.

To start, it may be simpler to create one monitor for each parameter or service that
you want to monitor. Whether you set up one monitor or many has a bearing on how
the information is reported in WhatsUp Gold logs and by actions. For example, a
single monitor to check disk space, named Exchange2003Disk, is reported in logs
with this name. If Exchange2003Disk is reported down, you know it's a disk space
problem.

4 Configure an Exchange 2003 Monitor with your selected parameters and/or services.

5 Add the Exchange 2003 Monitor to the device that represents your Microsoft Exchange
2003 server.
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6 Setup an Action to tell you when the monitor goes down or comes back up.

i

Note: The monitor is reported down if any of the parameters or services in that monitor are
down.

Configuring an Exchange 2003 Monitor

To configure an instance of the Exchange 2003 Monitor:
1 Go to the Active Monitor Library:

"4
=

From the web interface, click GO. The GO menu appears.

If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

Select Configure > Active Monitor Library.
- Or -

From the main menu bar of the console, select Configure > Active Monitor Library.
The Active Monitor Library appears.

Tip: The Active Monitor Library is the starting point for creating any Active Monitor in
WhatsUp Gold. This dialog shows all of the Active Monitors in your database.

2 Add an Exchange 2003 monitor:

9)

Click New. The Select Active Monitor Type dialog appears.

Select Exchange 2003 Monitor from the list. The New Exchange Monitor Server
dialog appears.

In the Name box, enter the name you want to use to identify this instance of the
Exchange monitor. For example, if you are configuring a monitor to check disk space,
you might enter ExchangeDisk.

In the Description box, enter any text information to further describe the monitor.

Select the thresholds to add to the monitor. For more information about specific
thresholds, see Exchange 2003 parameters (on page 201).

Select the services to monitor. For more information about specific services, see
Exchange 2003 services (on page 201).

Click OK to save the monitor in the Active Monitor Library.

3 Add the monitor to your Exchange 2003 Server device.

a)

In your device list, find the device that represents the Exchange server. Right-click the
device, then select Properties. Select Active Monitors.

b) Click Add. The Active Monitor wizard appears.

Select the monitor, and continue with the wizard to configure any actions for the
monitor.

For more information on setting up an action, see Configuring an action (on page 267).
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If you select Use in discovery, WhatsUp Gold adds the monitor to the Active
Monitors list. From that list, you can select to scan for that service on all applications
found during discovery.

Exchange 2003 parameters

You can set thresholds on the following parameters:

Select this parameter: If you want to:

CPU Monitor CPU state on the Exchange host.

Memory Monitor free memory on the Exchange host.

Disk Monitor available disk space on the Exchange host.

System Monitor operating system performance on the Exchange host,
including context switches, CPU queue length, and system calls.

Links Monitor message-handling links between mail servers. A link can
contain zero or more ExchangeQueue objects, depending on the
current message traffic along the link. In the Exchange System
Manager, these links are called queues.

Queues Monitor the dynamic queues created to transfer individual messages
between mail servers. An ExchangeQueue is part of an ExchangelLink.
ExchangeQueue objects are not the same as the queues listed in the
Exchange System Manager.

Cluster Monitor the state of the clustered resources on the Exchange server.
This parameter will return a value of Unknown - 0; OK - 1; Warning - 2;
Error - 3.

Custom Thresholds Browse and select from the large number of additional parameters
that Microsoft Exchange reports.

Exchange 2003 services

You can monitor the following critical Exchange services to determine whether the service is
available (Up) or is disabled (Down).

Select this process:

If you want to:

Information Store

Monitor the MAPI message store service. The information store can contain
messages, forms, documents, and other information created by users and
applications. It provides each user with a server-based mailbox and stores
public folder contents.

Site Replication

Monitor the Site Replication service.

Service
Management Monitor the Management service.
MTA Stacks Monitor the Mail Transport Agent (MTA) service. The MTA service provides the

engine for sending messages and distributing information between Microsoft
Exchange Server systems or between Microsoft Exchange Server and a foreign
system. Each MTA is associated with one information store. It is accessed using
MAPI calls only and has no direct programmer interface with Microsoft
Exchange Server. The MTA conforms to the 1988 X.400 specification.
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Select this process: If you want to:
System Attendant Monitor the System Attendant service.
Routing Engine Monitor the Routing Engine, which determines the routes for delivering

messages to remote addresses. It forwards the message to remote Exchange
addresses using SMTP. If some addresses are on a foreign messaging system,
the routing engine assigns the message to a gateway that handles the address
type of the recipient and passes the message to the message transfer agent
(MTA).

Event

Monitor the Event service, which reports warnings and errors.

POP3

Monitor the POP3 service, which lets a mail client access mail on the server.

IMAP4

Monitor the IMAP4 service, which lets a mail client access mail on the server.

Example: Exchange Server 2003 monitor

To monitor what is happening with the operating system on the Exchange server, you can
create a monitor called ExchangeSystemCheck and add several parameters. The purpose of
this monitor is to give an indication of the general state of the system on which your
Exchange server is running. To this end, you can configure the monitor to check thresholds
for the CPU, Memory, and System parameters. The monitor will also check the state of the
System Attendant service.

1 Open the Active Monitor Library.

From the web interface, click GO. The GO menu appears.

If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

Select Configure > Active Monitor Library. The Active Monitor Library appears.

2 Click New. The Select Active Monitor Type dialog appears.

3 Select Exchange 2003 Monitor and click OK. The New Exchange Server 2003 Monitor
dialog appears.

a)

b)

In the Name box, enter ExchangeSystemCheck to identify that this monitor will do a
check on system parameters.

Under Thresholds to monitor, select the CPU, Memory, and System parameters; then
under Services to monitor, select the System Attendant service. Make sure these
items have a check in the box to the left. You need to clear the selections for the other
parameters and also for the other processes.

Select the CPU parameter, then click Configure. The CPU Threshold dialog opens.
Enter an appropriate threshold and click OK.

Select the Memory parameter, then click Configure. The Memory Threshold
diaappears. Enter an appropriate threshold for the amount of free memory and click
OK.

Select the System parameter, then click Configure. The System Threshold dialog
appears. Enter an appropriate threshold and click OK.

Click OK to add the ExchangeSystemCheck monitor to the Active Monitor library.
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4 Add the ExchangeSystemCheck monitor to your Exchange server device.

a) Inyourdevice list, find the device that represents the Exchange server. Right-click the
device, then select Properties. Select Active Monitors.

b) Click Add. The Active Monitor wizard appears.

Select the ExchangeSystemCheck monitor, and continue with the wizard to configure
any actions for the monitor.

For more information on setting up an action, see Configuring an action (on page 267).

After you complete the wizard, the monitor immediately begins to monitor the
Exchange server.

Using the Fan Monitor

The Fan Monitor checks select Cisco, Dell, and HP device fans and cooling devices, such as
active and passive cooling components, to see that they are enabled and return a values that
signal they are working properly. The monitor first checks to see if a device is a Dell, Cisco, or
HP device, then checks any enabled fans and other cooling devices. If a fan is disabled, the
monitor ignores it; if a fan does not return a value of 1 — Normal (for Cisco devices), 3 -
OK (for Dell Servers), 1 - Normal (for Dell PowerConnect switches and routers), devices), 4
- OK (for HP ProCurve Servers), 2 - OK (for ProLiant switches and routers) the monitor is
considered down.

T., Note: Not all types of device fans and cooling components may be able to be monitored
using the Fan Monitor. Check the make and model of your device fan or cooling component
before attempting to monitor.

This monitor is pre-configured and exists in the Active Monitor Library upon installation of
WhatsUp Gold. Unlike many pre-configured active monitors, the Fan Monitor's default
configuration cannot be modified. However, you are able to modify the monitor name and
description, as well as the SNMP timeout and number of retries used while attempting to
connect to devices.

T Note: This feature is only available in WhatsUp Gold Premium Edition. To update your
license, visit the Mylpswitch portal (http://www.myipswitch.com).
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To configure the Fan Monitor:
1 Go to the Active Monitor Library.

= From the web interface, click GO. The GO menu appears.

= [|f the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

= Select Configure > Active Monitor Library. The Active Monitor Library appears.
- Or -

= From the main menu bar of the console, select Configure > Active Monitor Library.
The Active Monitor Library appears.

2 Inthe Active Monitor Library, do one of the following:
= Click New, then select Fan Monitor.
-or-
= Select an existing Fan Monitor, then click Edit. The monitor properties page appears.

3 Inthe Active Monitor Library, select the Dell/Cisco Fan Monitor, then click Edit. The
New/Edit Fan Monitor dialog appears.

4 Enter the appropriate information in the following fields.
= Name. The name of the monitor as it appears in the Active Monitor Library.

= Description. The description of the monitor as it appears in the Active Monitor
Library.

- Tip: Click Advanced to modify the SNMP timeout and number of retries.

5 Click OK to save changes.

Using the File Properties Monitor

This monitor checks to see if a file in a local folder, or on a network share, meets the
conditions specified in the monitor's configuration. With this monitor you can check to see
that a file is less or more than a specified number of megabytes, that a file has not been
modified after a certain date, and more.

T., Note: The File Properties Monitor only checks files in folders local to a device on which
WhatsUp Gold is installed, or files in network shares accessible from the WhatsUp Gold
device.

T Note: This feature is only available in WhatsUp Gold Premium Edition. To update your
license, visit the Mylpswitch portal (http://www.myipswitch.com).
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To configure a File Properties monitor:
1 Go to the Active Monitor Library.
= From the web interface, click GO. The GO menu appears.

= [|f the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

= Select Configure > Active Monitor Library. The Active Monitor Library appears.
- Or -

= From the main menu bar of the console, select Configure > Active Monitor Library.
The Active Monitor Library appears.

2 Inthe Active Monitor Library, do one of the following:
= (Click New. The Select Active Monitor Type dialog appears.

= Select File Properties Monitor from the list, then click OK. The Add File Properties
Monitor dialog appears.
- or -
Select an existing File Properties Monitor, then click Edit. The monitor properties
dialog appears.

& Mew File Properties Monitor ===

MName:

Description:
File Properties active monitor

Path of the file to monitor:

Monitor is up if

File exists -

7| File size is less than - bytes ~ [

V| Last modified date is =

7| File checksum using SHA1 = g E I%

3 Enter or select the appropriate information in the following fields.
= Name. Enter a title for the monitor as it will appear in the Active Monitor Library.

= Description. Enter a short description for the monitor as it will appear in the Active
Monitor Library.

= Path of the file to monitor. Enter the Universal Naming Convention (UNC) file path
that WhatsUp Gold will use to access the file. For example:
\\192.168.3.1\website\product\index.htm

T Note: Mapped drive paths are not permitted for the File Properties Monitor
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Monitor is up if

= File. Select the appropriate option: exists or does not exist. If you select exists,
the monitor is up if the selected file is found in the folder on the local directory. If
you select does not exist, the monitor is up if the file is not found in the folder on
the local directory.

T., Note: The following options are not required for the monitor scan.

= Filessize is. Select this option, then select the appropriate variable to determine
the success or failure of the monitor scan:

- less than

- less than or equal to

- greater than

- greater than or equal to
- equal to

- not equal to

Then enter a numerical value for the file size. The default unit used for the file size is
bytes. Optionally, you can change the unit to either KB, MB, or GB.

Click the file properties button L2 to obtain the file's current size. This current value
will populate the file size value field and can be used to set the file size threshold. The
File size option must be selected for the file properties button to appear.

= Last modified date is. Select this option make the monitor dependent on the
date on which the file is last modified. This field is populated using the file
properties button [2; click this button to populate the field with the most recent
date and time on which the file was modified. This option must be selected for the
file properties button to appear.

* Filechecksumusing____is . Select this option to make the monitor
dependent on the file's checksum. Select the option, then select the algorithm
(SHA1,SHA224, SHA256, SHA384, SHA512) WhatsUp Gold will use to calculate
the checksum. This field is populated using the file properties button L&J; click this
button to populate the field with the file's current checksum. This option must be
selected for the file properties button to appear.

o Warning: Selecting this option can greatly increase the amount of time it takes to complete
the monitor scan and can possibly have an adverse affect on WhatsUp Gold performance.
The probability of lengthy monitor scans and slower performance increases when you use
algorithms other than SHA1 when you are scanning large files, or when you scan files
located on network shares.

4 Click OK to save changes.
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About file checksum

File checksums are fingerprint-like fixed data strings assigned to files when they are saved.
Checksum algorithms, such as SHAT and SHA512, are used to monitor checksum files to
detect accidental modification of a file, such as corruption during the storage or transmission
process. These algorithms match checksums against each other to look for discrepancies; if
any exist, the file is known to have been modified.

The File Properties Monitor can monitor a file's current checksum to ensure that it is not been
modified by matching the checksum specified in the monitor-configuration to the file's
current checksum. If the monitor finds mismatched checksums, you can be alerted that the
file has been corrupted.

Using the Folder Monitor

This monitor checks that a local or network share folder meets the conditions specified in the
monitor configuration. For example, you can monitor folders for the existence of specific files,
whether a folder exists, when a folder size is greater than or less than a specified size, when
the number of files in a folder is greater than or less than a specified number of files, and
more.

T Note: The Folder Monitor only checks folders local to a machine on which WhatsUp Gold is
installed, or folders on a network share accessible from the WhatsUp Gold device.

T., Note: This monitor uses the Windows credentials assigned to the device.

T Note: This feature is only available in WhatsUp Gold Premium Edition. To update your
license, visit the Mylpswitch portal (http://www.myipswitch.com).

To configure a Folder Monitor:
1 Go to the Active Monitor Library.

=  From the web interface, click GO. The GO menu appears.

= |f the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

= Select Configure > Active Monitor Library. The Active Monitor Library appears.

- Or -
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= From the main menu bar of the console, select Configure > Active Monitor Library.
The Active Monitor Library appears.

& Mew Folder Manitar ===

MName:

Description:
Folder active monitor

Path of the folder to monitor:

Include sub-folders

Files to include
@ Include all files

Include files with names matching following wildcard expression

Monitor is up if

Folder exists -

7| Actual folder size is  lessthan - bytes ~ 2

J| Folder size on disk is lessthan - bytes ~ 2

V| Mumber of files is less than - = ILI

Cancel

2 Inthe Active Monitor Library, do one of the following:
= (Click New. The Select Active Monitor Type dialog appears.

= Select Folder Monitor from the list, then click OK. The Add Folder Monitor dialog
appears.
- or -
Select an existing Folder Monitor, then click Edit. The monitor properties dialog
appears.
3 Enter or select the appropriate information in the following fields.

= Name. Enter a title for the Folder monitor as it will appear in the Active Monitor
Library.

= Description. Enter a short description for the monitor as it will appear in the Active
Monitor Library.

= Path of the folder to monitor. Enter the Universal Naming Convention (UNC) file
path that WhatsUp Gold will use to access the file. For example:
\\192.168.3.1\website\product\

T Note: Local folders and folders on mapped drive paths are not permitted for the File
Properties Monitor. Only UNC paths are allowed.
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= Include sub-folders. Select this option to include all folders within the parent folder
in the monitor scan.

o Important: Selecting this option can greatly increase the amount of time it takes to
complete the monitor scan and possibly have an adverse affect on WhatsUp Gold
performance.

Files to include

* Include all files. Select this option to include all files within the parent folder in
the monitor scan.

* Include files with names matching following wildcard expression. Select this
option, then enter a wildcard expression. Files that match the wildcard expression
will be included in the monitor scan. For example, enter *.exe to check for
executable (.exe) files in the selected folder.

T., Note: This option only works for a single wildcard expression at a time. If you enter more
than one expression, the monitor reads the entry as one wildcard expression.

@ Important: When enabled, this option has the probability to greatly slow WhatsUp Gold
performance, dependent on the wildcard expression specified. The probability of slower
performance increases when this option is used in conjunction with the Include sub-folders
option.

Monitor is up if

= Folder. Select the appropriate option: exists or does not exist. If you select
exists, the monitor is up if the selected folder is found. If you select does not
exist, the monitor is up if the folder is not found.

.‘T Note: The following options are not required for the monitor scan.

For the following options, select the appropriate variables to determine the success or
failure of the monitor scan:

- less than

- less than or equal to

- greater than

- greater than or equal to
- equal to

- not equal to
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= Actual folder size is. Select this option to make the monitor dependent on the
actual folder size. The default unit used for the folder size is bytes. Optionally, you
can change the unit to either KB, MB, or GB.

= Folder size on disk is. Select this option to make the monitor dependent on the
folder size on the disk. The default unit used for the folder size on disk is bytes.
Optionally, you can change the unit to either KB, MB, or GB.

= Number of files is. Select this option to make the monitor dependent on the
number of files in the folder.

Tip: To obtain the current actual folder size, folder size on disk, and number of files, first
select the appropriate option, then click the folder properties button. These current values
will populate the option value field and can be used to set the monitor threshold.

4 Click OK to save changes.

Using the FTP Monitor

This active monitor performs upload, download, and delete tasks on designated FTP servers
to ensure that the FTP servers are functioning properly. You can configure a single monitor to
perform all three tasks, but note that if any one of the tasks fails, the entire monitor is
considered down.

E
C

Note: We recommend that you create a separate FTP monitor for each FTP server you are
monitoring--unless the same username and password are used for each of the servers.

Note: This feature is only available in WhatsUp Gold Premium Edition. To update your
license, visit the Mylpswitch portal (http://www.myipswitch.com).

To configure an FTP Monitor:
1 Go to the Active Monitor Library.

From the web interface, click GO. The GO menu appears.

If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

Select Configure > Active Monitor Library. The Active Monitor Library appears.
- or‘ -

From the main menu bar of the console, select Configure > Active Monitor Library.
The Active Monitor Library appears.

2 Inthe Active Monitor Library, do one of the following:

Click New. The Select Active Monitor Type dialog appears.
Select FTP Monitor from the list, then click OK. The Add FTP Monitor dialog appears.

- or -
Select an existing FTP Monitor, then click Edit. The monitor properties dialog appears.
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3 Enter or select the appropriate information in the following fields.

= Name. Enter a name for the monitor. This name is displayed in the Active Monitor
Library.

= Description. Enter a short description for the monitor. This description is displayed
next to the monitor name in the Active Monitor Library.

Server Settings

FTP Server. Enter the device address of the FTP server for which the FTP monitor
is configured. The monitor will perform tasks on this FTP server.

Port. Enter the port over which the monitor should use to connect to the FTP
server. The default port is 21.

Username. Enter the username used to log in to the FTP server for which the
monitor is configured.

Password. Enter the password used to log in to the FTP server for which the
monitor is configured.

@ Important: You must specify an account with the appropriate user permissions for the file
actions you select. For more information, see FTP user permissions.

Use Passive Mode. Select this option to instruct WhatsUp Gold to use passive
(PASV) mode as it attempts to connect to the FTP server and then to perform the
selected tasks. If you do not select this option, the monitor uses Active mode. This
option is selected by default. For more information, see Active and Passive modes.

File Actions

Upload. Select this option to have the active monitor upload a file to the
designated FTP server. This option is selected by default.

Download. Select this option to have the active monitor download a file from the
designated FTP server. This option is selected by default.

Delete. Select this option to have the active monitor delete a file from the
designated FTP server. This option is selected by default.

T., Note: You cannot select the Download or Delete options if you have not selected the
Upload option.

Timeout (sec). Enter a timeout (in seconds) for the amount of time WhatsUp Gold
should wait for each attempted task to complete. The default timeout is 3
seconds.

= Usein Rescan. Select this option to have the monitor appear in the Active Monitor list
on the Device Properties dialog. WhatsUp Gold will add the monitor type to the
device during a rescan, which is launched using the Rescan button on the Device
Properties dialog, if the protocol or service is active on the device.

4 Click OK to save changes.
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Using the HTTP Content Monitor

This monitor requests a URL and checks the HTTP response against the expected content. If
the response does not return the expected content, the monitor fails. You can use this
monitor to ensure that your web pages are available for viewing or that they are rendering on
certain browsers. For example, you can check to see that a web page contains specific
content that is to be listed after a certain date, such as "lpswitch introduces its newest release,
WhatsUp Gold v14." If the monitor does not find the content that you request it to find, the
monitor fails and you know to update your web page.

I
Ik

Note: You can access some HTTPS sites, such as Gmail's login screen, using the HTTP Content
Monitor.

Note: This feature is only available in WhatsUp Gold Premium Edition. To update your
license, visit the Mylpswitch portal (http://www.myipswitch.com).

Enter or select the appropriate information in the following fields.

Name. Enter a name for the monitor as it will appear in the Active Monitor Library.

Description. Enter a short description for the monitor as it will appear in the Active
Monitor Library.

HTTP server settings

= URL. Enter the URL address that you want to check using the monitor. The URL
must begin with a proper URI, such as http:// or https://.

Note: The URL can include the full path to the document, including the document's file
name and any query string parameters. For example,
http://ww.domain.com/nmconsolle/reports. htm?ReportiD=100 .

= Authentication username. If required, enter the username the web site uses for
authentication.

= Authentication password. Enter the password that coincides with the username
that the web site uses for authentication.

Note: The HTTP Content Monitor only supports basic authentication.

*= Timeout (seconds). Enter the number of seconds WhatsUp Gold should attempt
the connection.

= Proxy server. If the content that you want WhatsUp Gold to check is behind a
proxy server, enter the proxy server's IP address.

=  Proxy port. Enter the port on which the proxy server listens.
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Web page content

= Web page content to find. Enter the content that you would like WhatsUp Gold
to look for on the web page it checks. Enter either plain text or a regular
expression.

= Use regular expression. Select this option to use regular expression in Web page
content to find.

T Note: The HTTP Content Monitor uses standard regular expression processing as supported
by the .NET framework.

Click Request URL contents to populate the dialog with the web page contents of
the URL you entered above.

Click Advanced to configure the user agent and custom headers.

Click Use in rescan to have the monitor appear in the Active Monitors list during
rescan. WhatsUp Gold will add the monitor type to your devices during a rescan if the
protocol or service is active on the device.

Click OK to save changes.

Example: monitoring and alerting on web page content

The HTTP Content monitor checks a specified web page to make sure that content appears
on the page. If the results of the web page content are not what is expected, you can be
notified through an associated action.

For example, to check whether a page is up and available, you can look for a text string
contained in the web page. The following script checks for the words "WhatsUp Gold Tech
Support" on the WhatsUp Gold main Support page. If this HTTP Content monitor shows as
UP, the web page is displaying as expected. If this HTTP Content monitor shows as DOWN, he
web page is down, missing, or has been changed:

Send=GET /support/index.aspx HTTP/1.0\r\nAccept:
*/*\r\nHost:ww.whatsupgold.com\r\nUser-Agent: WhatsUp/1.0\r\n\r\n

Expect=WhatsUp Gold Tech Support

To configure a web page monitor:
1 Go to the Active Monitor Library.

= From the web interface, click GO. The GO menu appears.

= |f the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

= Select Configure > Active Monitor Library. The Active Monitor Library appears.
- or -

= From the main menu bar of the console, select Configure > Active Monitor Library.
The Active Monitor Library appears.
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2 C(lick New. The Select Active Monitor Type dialog appears.

3 Select HTTP Content Monitor, then click OK. The New HTTP Content Monitor dialog
appears.

4 Enter or select the following information for the monitor:
= Name. Enter a name for the monitor as it will appear in the Active Monitor Library.

= Description. Enter a short description for the monitor as it will appear in the Active
Monitor Library.

HTTP server settings

= URL. Enter the URL address that you want to check using the monitor. The URL
must begin with a proper URI, such as http:// or https://.

T Note: The URL can include the full path to the document, including the document's file

name and any query string parameters. For example,
http://ww.domain.com/nmconsolle/reports.htm?ReportiD=100 .

= Authentication username. If required, enter the username the web site uses for
authentication.

= Authentication password. Enter the password that coincides with the username
that the web site uses for authentication.

.‘T‘ Note: The HTTP Content Monitor only supports basic authentication.

= Timeout (seconds). Enter the number of seconds WhatsUp Gold should attempt
the connection.

= Proxy server. If the content that you want WhatsUp Gold to check is behind a
proxy server, enter the proxy server's IP address.

= Proxy port. Enter the port on which the proxy server listens.
Web page content

= Web page content to find. Enter the content that you would like WhatsUp Gold
to look for on the web page it checks. Enter either plain text or a regular
expression.

= Use regular expression. Select this option to use regular expression in Web page
content to find.

T Note: The HTTP Content Monitor uses standard regular expression processing as supported
by the .NET framework.

.‘T‘ Note: Refer to the script above as an example for setting up a check for expected content on
a specific web page URL.
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To configure a web page monitor and email alert for a device:

1 Right-click the device (web server) that hosts the web page content for which you want
to monitor. The Device Properties dialog appears.

2 Click Active Monitors. The Active Monitors dialog appears.

w

Click Add. The Select Active Monitor Type dialog appears.

4 Use the following process to add the HTTP Content Monitor. This monitor checks that
the Web server returns valid content in response to an HTTP request.

On the Select Active Monitor Type screen, select the HTTP Content Monitor that you created
above, then click Next. The Set Polling Properties dialog appears.

a) Leave the default settings selected (Enable polling for this Active Monitor and Use
default network interface), then click Next. The Setup Actions for Monitor State
Changes dialog appears.

b) Select Apply individual actions, then click Add. The Select or Create Action dialog
appears.

c) Select Select an action from the Action Library, then click Next. The Select Action
and State dialog appears.

d) Inthe Select an action from the Action Library list, select and existing email action
or click browse (...) to create a new email action. Refer to the Help for creating a new
email action.

e) Inthe Execute the actions on the following state change list, select Down, then
click Finish to save the changes and return to the Setup Actions for State screen.

f) Click Finish to save the changes and return to the Setup Actions for Monitor State
Changes dialog.

g) Click Finish. The Device Properties dialog appears.
h) Click OK.

The active monitor and resulting E-mail Action are now enabled. When the web page cannot
return the web content, the page is triggered as down and the HTTP Content Monitor fails,
triggering the E-mail Action that tells you that the page is down the Web server cannot return
web content.

Using the Network Statistics Monitor

This monitor uses Simple Network Management Protocol (SNMP) to query a device to collect
data on three device protocols, Internet Protocol (IP), Transmission Control Protocol (TCP),
and User Datagram Protocol (UDP), and alerts you when the thresholds you specify are met or
exceeded. For example, you can use the IP received discarded threshold monitor to watch for
situations where a router with Quality of Service (QOS) has priorities set for Voice over IP
(VolP).

For more information, see Example - Using a Network Statistic Monitor to check for IP data
received and discarded (on page 216).
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I

Note: This feature is only available in WhatsUp Gold Premium Edition. To update your
license, visit the Mylpswitch portal (http://www.myipswitch.com).

To configure a Network Statistics Monitor:
1 Go to the Active Monitor Library.

From the web interface, click GO. The GO menu appears.

If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

Select Configure > Active Monitor Library. The Active Monitor Library appears.
- or -

From the main menu bar of the console, select Configure > Active Monitor Library.
The Active Monitor Library appears.

2 Inthe Active Monitor Library, do one of the following:

Click New. The Select Active Monitor Type dialog appears.

Select Network Statistics Monitor from the list, then click OK. The Add Network
Statistics Monitor dialog appears.

- or -
Select an existing Network Statistics Monitor, then click Edit. The monitor properties
dialog appears.

3 Enter or select the appropriate information in the following fields.

ol

C

Name. Enter a name for the monitor. This name is displayed in the Active Monitor
Library.

Description. Enter a short description for the monitor. This description is displayed
next to the monitor name in the Active Monitor Library.

Thresholds to monitor. Select the IP, TCP, and/or UDP thresholds you want to
monitor.

Tip: To configure individual settings, select a threshold, then click Configure.

Note: You can only configure one threshold at a time.

Object ID. The OID of the most recently selected parameter.

Description. The description of the most recently selected parameter.

4 (Click OK to save changes.
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Example - Using a Network Statistic Monitor to check for IP data received and discarded

You can use the Network Statistic Monitor to verify that various types of packet and
connection statistic information for network protocols, such as IP, TCP, and UDP, are within
the thresholds that you define as acceptable. By doing so, you can ensure that devices handle
specific types of network data as expected.

For example, you can use the IP received discarded threshold monitor to watch for situations
where a router with Quality of Service (QOS) has priorities set for Voice over IP (VoIP). In these
situations, other IP datagrams that a router receives are buffered for delayed processing to
give processing priority to the VolP data. If the buffer space is overrun, lower priority IP
datagrams are discarded even though the router initially received them. In this example, we
will configure and assign a Network Statistic Monitor that monitors thresholds set for IP data
that is received by a router but discarded from the buffer. We will also configure and assign
an Email Action to notify you if the monitor fails.

To configure a Network Statistics Monitor:
1 Go to the Active Monitor Library.

=  From the web interface, click GO. The GO menu appears.

= If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

= Select Configure > Active Monitor Library. The Active Monitor Library appears.
- or -
* From the main menu bar of the console, select Configure > Active Monitor Library.
The Active Monitor Library appears.
2 Inthe Active Monitor Library, click New. The Select Active Monitor Type dialog appears.
3 Enter a Name for the monitor, such as Cisco Router Buffer Overflow Monitor.

4 Enter a Description for the monitor. This description is displayed next to the monitor
name in the Active Monitor Library.

5 Under the Thresholds to monitor section of the dialog, select IP received discarded.
6 Click OK to save changes.

After configuring the IP received discarded monitor, you need to assign it to the device(s) that
you want to check using the monitor. In the next steps of this example, you will assign the
monitor to a single device, then using the Action Builder, configure and assign an Email
Action that will notify you when the monitor goes down.

g Tip: You can also assign the monitor to multiple devices at one time via Bulk Field Change.
For more information, see Assigning a monitor to multiple devices (on page 244).
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To assign the IP Received Discarded monitor, and configure and assign an Email Action:
1 Go to the properties for the device to which you want to assign the monitor.

= From either the Device View or Map View, right-click the device. The right-click menu
appears.

= Select Properties. The Device Properties dialog appears.

2 Click Active Monitors. The Device Properties - Active Monitors dialog appears.

3 Click Add. The Active Monitor Properties dialog appears.

4 Select the Cisco Router Buffer Overflow Monitor, then click Next.

5 Set the monitor's polling properties, then click Next.

6 Select Apply individual actions, then click Add. The Action Builder appears.

7 Select Create a new action, then click Next.

8 Select the Email Action, then click Next.

9 Under Execute the action on the following state change, select Down; this option
specifies that WhatsUp Gold will issue a state change after the monitor has detected
that the router has received IP data, but the buffer has been overrun with too much
data. Click Finish. The New Email Action dialog appears.

L Note: On the console, ensure that the Mail Destination tab is selected.

10 Enter a Name for the monitor, such as Cisco Router Buffer Overflow Monitor.

11 In SMTP Mail Server, enter the IP address or Host (DNS) name of your email server
(SMTP mail host).

12 Enter the Port on which the SMTP Server is installed. The default SMTP port is 25.
13 Optionally, change the Timeout from the default of 5 seconds.
In Mail To, enter the email addresses to which you want send the notification. You

can enter two addresses, separated by commas (with no spaces). The address should
not contain brackets, spaces, quotation marks, or parentheses.

14 Select SMTP server requires authentication if your SMTP server uses authentication.
This enables the Username and Password options.

15 Enter a Username and Password to be used with authentication.

16 Select Use an encrypted connection (SSL/TLS) if your SMTP server requires data
encryption over a TLS connection.
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17 Click Mail Content to enter the notification content.

& Edit Mail Content

Fraom:

WhatsUpGald@ Y ourDomain.com

oubject

SeActivebonitor. Mame has failed (%Device.HostMame)

hessage body:

This %ActiveMonitor.Wate has failed on $Device. hddress.
Flease check or restart the :Device.HostName.

Thi=z mwail was sent on (¥3ystetw.Date at 33ystem. Time
Ipswitch WhatsUp Gold

Thi=z mwail was sent on (¥3ystetw.Date at 33ystem. Time
Ipswitch WhatsUp Gold

Insert link to device status

il
| Device Status | | bobile Device Status |:|

18 In From, enter the email address that will appear in the From field of the email that is
sent from WhatsUp Gold.

19 In Subject, enter %ActiveMonitor_Name has failed (Y%Device.HostName). This

message indicates the device type, its down state, and the hostname of the device on
which the monitor has failed.

20 In Message body, enter
This %ActiveMonitor.Name has failed on %Device.Address.
Please check or restart the %Device.HostName.

This mail was sent on %System.Date at %System.Time
Ipswitch WhatsUp Gold

This message indicates that the device, such as a router, has reached the threshold
where IP data has overrun the buffer and should be checked or restarted.

4 Tip: Optionally, you can add a link to the Device Status or Mobile Device Status report for
the device to which the monitor is assigned.

21 Click OK to save changes.
22 On the Active Monitor Properties dialog, click Finish.
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Using the Power Supply Monitor

The Power Supply Monitor checks Cisco switches/routers, Dell servers, Dell Power Connect
switches/routers, and HP ProCurve and switches/routers, HP ProLiant servers, and other
device power supplies to see that they are enabled and return a value that signals they are in
an up state. The monitor first checks to see if a device is a Cisco, Dell, or HP device, then
checks any enabled power supply devices. If a power supply is disabled, the monitor ignores
it; if a power supply does not return a value of 1 - Normal (for Cisco switches/routers), 3 -
OK (for Dell server devices), 1T — OK (for Dell switches/routers), 4 — Good (for HP ProCurve
switches/routers), or 2 - OK (for HP ProLiant servers), the monitor is considered down.

T Note: Not all types of device power supplies may be able to be monitored using the Power
Supply Monitor. Check the make and model of your device power supply before attempting
to monitor.

This monitor is pre-configured and exists in the Active Monitor Library upon installation of
WhatsUp Gold. Unlike many pre-configured active monitors, the Power Supply Monitor's
default configuration cannot be modified. However, you can modify the monitor name and
description, as well as the SNMP timeout and number of retries used while attempting to
connect to devices.

.‘T Note: This feature is only available in WhatsUp Gold Premium Edition. To update your
license, visit the Mylpswitch portal (http://www.myipswitch.com).

To configure the Power Supply Monitor:
1 Go to the Active Monitor Library.

=  From the web interface, click GO. The GO menu appears.

= If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

= Select Configure > Active Monitor Library. The Active Monitor Library appears.
- or -

= From the main menu bar of the console, select Configure > Active Monitor Library.
The Active Monitor Library appears.

2 Inthe Active Monitor Library, do one of the following:
= Click New, then select Power Supply Monitor.
- Or -

= Select an existing Power Supply Monitor, then click Edit. The monitor properties page
appears.

3 Inthe Active Monitor Library, select the Power Supply Monitor, then click Edit. The
New/Edit Power Supply Monitor dialog appears.
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4 Enter the appropriate information in the following fields.

:‘/

Name. The name of the monitor as it appears in the Active Monitor Library.

Description. The description of the monitor as it appears in the Active Monitor
Library.

Tip: Click Advanced to modify the SNMP timeout and number of retries.

5 Click OK to save changes.

Using the Printer Monitor

This monitor uses SNMP to collect data on SNMP-enabled network printers. If a failure criteria
is met, any associated actions will fire. For example, you can monitor printer ink levels, for a
paper jam, for low input media (paper), for a fuser that is over temperature, and more.

@ Important: In order for the Printer Active Monitor to work, in addition to being SNMP-

&

enabled, the printer you are attempting to monitor must also support the Standard Printer
MIB.

Note: This feature is only available in WhatsUp Gold Premium Edition. To update your
license, visit the Mylpswitch portal (http://www.myipswitch.com).

To configure a Printer monitor:

1 Go to the Active Monitor Library.

From the web interface, click GO. The GO menu appears.

If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

Select Configure > Active Monitor Library. The Active Monitor Library appears.
- Or -

From the main menu bar of the console, select Configure > Active Monitor Library.
The Active Monitor Library appears.

2 Inthe Active Monitor Library, do one of the following:

Click New. The Select Active Monitor Type dialog appears.

Select Printer Monitor from the list, then click OK. The Add Printer Monitor dialog
appears.

- or -

Select an existing Printer Monitor, then click Edit. The monitor properties dialog
appears.
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3 Enter or select the appropriate information in the following fields.

= Name. Enter a name for the monitor. This name is displayed in the Active Monitor
Library.

= Description. Enter a short description for the monitor. This description is displayed
next to the monitor name in the Active Monitor Library.

Failure Criteria

= If the ink level in any of the cartridges falls below___%. Enter a numerical value
for the threshold. If the ink level of any printer ink cartridge falls below this
percentage, the monitor is considered down. By default, this option is not
selected.

= If the printer registers any of the following alerts. By default, the monitor
watches for all of the listed printer alerts. If you would not like to monitor a
particular alert, cancel its selection from the list. If the printer registers one of the
selected alerts, the monitor is considered down.

.‘T‘ Note: Your printer may not support all of the SNMP objects associated with the available
monitor alert checks.

o Tip: Click Advanced to set the SNMP timeout and number of retries.

4 Click OK to save changes.

Using the Process Monitor

This monitor uses SNMP to monitor the status of device processes and issues state changes as
needed. The Process Monitor can detect whether a process is running. You can use this
monitor to verify that anti-spyware or antivirus software is running of a device. If the monitor
does not find the specified program running, an associated action will notify you of this
potentially harmful vulnerability.

For more information, see the example Using the Process Monitor to check for antivirus software
(on page 223).

T., Note: This feature is only available in WhatsUp Gold Premium Edition. To update your
license, visit the Mylpswitch portal (http://www.myipswitch.com).
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To configure a Process Monitor:
1 Go to the Active Monitor Library.

= From the web interface, click GO. The GO menu appears.

= [|f the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

= Select Configure > Active Monitor Library. The Active Monitor Library appears.
-or-
= From the main menu bar of the console, select Configure > Active Monitor Library.
The Active Monitor Library appears.
2 Inthe Active Monitor Library, do one of the following:

= (Click New. The Select Active Monitor Type dialog appears.

= Select Process Monitor from the list, then click OK. The Add Process Monitor dialog
appears.
- or -
Select an existing Process Monitor, then click Edit. The monitor properties dialog
appears.

3 Enter or select the appropriate information in the following fields.

= Name. Enter a name for the monitor. This name is displayed in the Active Monitor
Library.

= Description. Enter a short description for the monitor. This description is displayed
next to the monitor name in the Active Monitor Library.

= Process name. Enter or browse (...) to the process name that is to be used in the
monitor.

Thresholds to monitor

= Down if the process is. Select this option to instruct the monitor to verify that the
selected process is either not loaded, or is running, on a device, and issue a down
state change accordingly.

4 Tip: Click Advanced to set the SNMP timeout and number of retries, and to decide if the
monitor is used in Discovery.

4 Click OK to save changes.
Example - Using the Process Monitor to check for antivirus software
You can use the Process Monitor to verify that antivirus or anti-spyware software is a running

on a device. If the monitor does not find the specified program running, an associated action
will notify you of this potentially harmful vulnerability.

For this example, we will configure and assign a Process Monitor that checks to see if Norton
AntiVirus™ is running on a device. We will also configure and assign an Email Action to notify
you if the monitor fails.
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To configure the Process Monitor:
1 Go to the Active Monitor Library.

= From the web interface, click GO. The GO menu appears.

= |f the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

= Select Configure > Active Monitor Library. The Active Monitor Library appears.
-or-
= From the main menu bar of the console, select Configure > Active Monitor Library.
The Active Monitor Library appears.
2 Inthe Active Monitor Library, click New. The Select Active Monitor Type dialog appears.

3 Select Process Monitor from the list, then click OK. The Add Process Monitor dialog
appears.

& Add Process Monitor [ | (3]

Mame:
|N|:|r1|:|n Antivirus Monitor

Description:

IF'ru:n:eaa Monitor

Process Mame:

|mrscan.exe apo |

Advanced. .
Threzhold To fonitor
Dawn if the process is |not loaded x| Ok
Cancel

Enter a Name for the monitor, such as Norton AntiVirus Monitor.

Enter a Description for the monitor. This description is displayed next to the monitor

name in the Active Monitor Library.

6 Enter or browse (...) to the Process name that the monitor will check. To monitor
Norton AntiVirus software, enter rtvscan.exe.

7 Under the Thresholds to monitor section of the dialog, select Down if the process is

and not loaded. If the monitor does not find the rtvscan.exe process running on the

device to which the monitor is assigned, the monitor is considered down.

v b

:i'; Tip: Click Advanced to set the SNMP timeout and number of retries, and to decide if the
monitor is used in Discovery.

8 Click OKto save changes.
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After configuring the Norton AntiVirus Monitor, you need to assign it to the device(s) that you
want to check are running the monitor. In the next steps of this example, you will assign the
monitor to a single device, and then, using the Action Builder, configure and assign an Email
Action that will notify you when the monitor goes down.

g Tip: You can also assign the monitor to multiple devices at one time via Bulk Field Change.
For more information, see Assigning a monitor to multiple devices (on page 244).

To assign the Norton AntiVirus Monitor, and configure and assign an Email Action:

1 Go to the properties for the device to which you want to assign the monitor.

= From either the Device View or Map View, right-click the device. The right-click menu
appears.

= Select Properties. The Device Properties dialog appears.

Click Active Monitors. The Device Properties - Active Monitors dialog appears.

Click Add. The Active Monitor Properties dialog appears.

Select the Norton AntiVirus Monitor, then click Next.

Set the monitor's polling properties, then click Next.

Select Apply individual actions, then click Add. The Action Builder appears.

Select Create a new action, then click Next.

Select the Email Action, then click Next.

Under Execute the action on the following state change, select 20 minutes (Down at
least 20 min); this option specifies that WhatsUp Gold will issue a state change after the
monitor has been unable to find rtvscan.exe on the device for 20 minutes. Click
Finish. The New Email Action dialog appears.

O 0O NGOV A WN

:T Note: On the console, ensure that the Mail Destination tab is selected.

10 Enter a Name for the monitor, such as Norton AntiVirus Email Notification.

11 In SMTP Mail Server, enter the IP address or Host (DNS) name of your email server
(SMTP mail host).

12 Enter the Port on which the SMTP Server is installed. The default SMTP port is 25.
13 Optionally, change the Timeout from the default of 5 seconds.

14 In Mail To, enter the email addresses to which you want send the notification. You can
enter two addresses, separated by commas (with no spaces). The address should not
contain brackets, spaces, quotation marks, or parentheses.

15 Select SMTP server requires authentication if your SMTP server uses authentication.
This enables the Username and Password options.

16 Enter a Username and Password to be used with authentication.

17 Select Use an encrypted connection (SSL/TLS) if your SMTP server requires data
encryption over a TLS connection.
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18 Click Mail Content to enter the notification content.

& Edit Mail Content [ e

From

WhatsUpGold@YourDomain.com

Subject

“ActiveMonitor Name has falled (%:Device HostName)

Message body

This %ActiveMonitor.Name has failed on %¥Device.Addreas.

Please restart the Norton AntiVirus software on this
device.

Thi=s mail was sent on ¥System.Date at %Syvstem.Time
Ipswitch WhatsUp Gold

Insert link to device status

| OK
| Device Status | | Mobile Deyice Status | 3

| Cancel

19 In From, enter the email address that will appear in the From field of the email that is
sent from WhatsUp Gold.

20 In Subject, enter %ActiveMonitor .Name has failed (YDevice.HostName). This

message indicates the monitor's name, its failed state, and the hostname of the device
on which the monitor has failed.

21 In Message body, enter
This %ActiveMonitor.Name has failed on %Device.Address.
Please restart the Norton AntiVirus software on this device.

This mail was sent on %System.Date at %System.Time
Ipswitch WhatsUp Gold

This message indicates that the Norton AntiVirus software has stopped on the
specified device and that it should be restarted.

‘1:": Tip: Optionally, you can add a link to the Device Status or Mobile Device Status report for
the device to which the monitor is assigned.

22 C(lick OK to save changes.
23 On the Active Monitor Properties dialog, click Finish.
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Monitoring Microsoft SQL Server

The SQL Server Monitor lets you monitor Microsoft® SQL Server. The SQL Server Monitor
provides real-time information about the state and health of Microsoft SQL Server
applications on your network.

The SQL Server Monitor supports monitoring of Microsoft SQL Server 2000 or later versions,
and MSDE 2000 or later versions, which can be on any machine in your network.

To create custom parameters to monitor, the SQL Server host must be WMI-enabled.

Why use it?

WhatsUp Gold can monitor and report the status of the standard services associated with
TCP/IP servers, such as SMTP, POP3, and IMAP, FTP, HTTP. If any of these services fail, your
users will be unable to get mail, transfer files, or use the web. Itis a good idea to set up
monitoring on these services so that you are the first to know if they fail. The SQL Server
Monitor extends monitoring to parameters reported by Microsoft SQL Server (and Microsoft
MSDE), allowing you to get an early warning of a degradation in performance. For example,
you can monitor system parameters on your SQL Server database server to see if
performance is within an expected range, and if not, you can intervene before the SQL Server
fails. In other words, you can detect a looming problem before it causes an application or
service failure.

T Note: This feature is only available in WhatsUp Gold Premium Edition. To update your
license, visit the Mylpswitch portal (http://www.myipswitch.com).

How to get started using SQL Server Monitor
1 Determine which SQL parameters to monitor.

T Note: To use some parameters, configure your System Data Source (ODBC) name for the SQL
Server. This is done in the Windows Data Sources (ODBC) administrator.

2 Determine which SQL services to monitor.

3 Decide whether to create a single monitor with multiple parameters and services,
several monitors with one parameter or service, or some combination. Whether you set
up one monitor or many has a bearing on how the information is reported in WhatsUp
Gold logs and by actions. For example, if you create a single monitor to check disk
usage, you can name it SQLDisk and it will be reported in logs with this name.

4 Configure an SQL Server Monitor with your selected parameters and/or services.

Add the SQL Monitor to the device that represents your SQL server.

6 Set up an action to tell you when the monitor goes down or comes back up.

wn

T.' Note: The monitor will be reported down if any of the parameters or services in that monitor
are down.
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Configuring a SQL Server Monitor

The SQL Server Monitor lets you monitor Microsoft® SQL Server. The SQL Server Monitor
provides real-time information about the state and health of Microsoft SQL Server
applications on your network.

The SQL Server Monitor supports monitoring of Microsoft SQL Server 2000 or later versions,
and MSDE 2000 or later versions, which can be on any machine in your network.

To create custom parameters to monitor, the SQL Server host must be WMI-enabled.

To configure an instance of the SQL Server Monitor:

@ Important: You must activate WhatsUp Gold Premium Edition before configuring a SQL
Server Monitor.

1 Open to the Active Monitor Library:
=  From the web interface, click GO. The GO menu appears.

= |If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

= Select Configure > Active Monitor Library.
- or -

* From the main menu bar of the console, select Configure > Active Monitor Library.
The Active Monitor Library appears.

= Tip: The Active Monitor Library is the starting point for creating any Active Monitor in
WhatsUp Gold. This dialog shows all of the Active Monitors in your database.

2 Adda SQL monitor:
a) Click New. The Select Active Monitor Type dialog appears.
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b) Select SQL Server Monitor and click OK. The New SQL Server Monitor dialog appears.

@& New SOL Server Monitor ===
MName:
Description:
|SQL Server Monitor
S0OL Server instance name:
[MSSQLSERVER
Threshelds to monitor:
Parameters Ciown If Configure...
CPU Percent CPU » 95%
Memory Free memory < 1000 KB
Disk Performance  Read = 5120 KB/Sec, Write = 5120 KB/sec
Disk Space Disk Drive (:) free space < 50 MBytes
System MNumber of Precesses = 200
[Vl Puffars Panae raad ~ 1000 ranas/car Panas writtan
Services to monitor:
Service
MSSQLSERVER
SOLSERVERAGENT
Microsoft Search
Distributed Transaction Coordinator
e -
[ Use in discovery

¢) Inthe Name box, enter the name you want to use to identify this instance of the SQL
Server monitor. For example, if you are configuring a monitor to check disk space, you
might enter SQLServerDisk.

d) Inthe Description box, enter any text information to further describe the monitor.

e) Inthe SQL Server Instance Name box, enter the name of the database you want to

monitor.

f) Select the thresholds to add to the monitor. For more information about specific

thresholds, see SQL Server Parameters (on page 230).

g) Select the services to add to the monitor. For more information about specific
services, see SQL Server Services (on page 230).

h) Click OK to save the monitor in the Active Monitor Library.

3 Add the monitor to your SQL Server device.

a) Inyour device list, find the device that represents the SQL Server. Right-click the

device, then select Properties. Select Active Monitors.

b) Click Add. The Active Monitor wizard appears.

Select the monitor, and continue with the wizard to configure any actions for the

monitor.

For more information on setting up an action, see Configuring an action (on page 267).
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If you select Use in discovery, WhatsUp Gold adds the monitor to the Active
Monitors list. From that list, you can select to scan for that service on all applications

found during discovery.

SQL Server Parameters

You can set thresholds on the following parameters:

Select this parameter:

If you want to:

CPU Monitor CPU state on the SQL host.

Memory Monitor free memory on the SQL host.

Disk Monitor disk usage on the SQL host by the SQL server.
Disk space Monitor free disk space on the SQL host.

System Monitor system processes on the SQL host.

Buffers Monitors SQL page buffers.

Cache Monitors cache usage on the SQL server.

Locks Monitors wait locks on the SQL server.

Transactions

Monitors the transactions on the SQL server.

Users

Monitors the users on the SQL server.

Alerts

Monitors SQL alerts and severity of alerts.

Custom Thresholds

Browse and select from the large number of additional
parameters that SQL reports.

SQL Server Services

You can monitor the following critical SQL services to determine whether the service is
available (Up) or is disabled (Down).

Select this process:

If you want to:

MSSQLSERVER This is the database engine. It controls processes all SQL
functions and manages all files that comprise the databases on
the server.

SQLSERVERAGENT This service works with the SQL Server service to create and

manage local server jobs, alerts and operators, or items from
multiple servers.

Microsoft Search

A full-text indexing and search engine.

Distributed Transaction Coordinator

The MS DTC service allows for several sources of data to be

processed in one transaction. It also coordinates the proper
completion of all transactions to make sure all updates and

errors are processed and ended correctly.

SQL Server Analysis Services

Implements a highly scalable service for data storage,
processing, and security.

SQL Server Reporting Services

Used to create/manage tabular, matrix, graphical, and free-form
reports.
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Select this process: If you want to:

SQL Server Integration Services A platform for building high performance data integration
solutions.

SQL Server FullText Search Issues full-text queries against plain character-based data in SQL

Server tables.

SQL Server Browser Listens for incoming requests for SQL Server resources and

provides information about SQL Server instances installed on
the computer.

SQL Server Active Directory Helper | View replication objects, such as a publication, and, if allowed,

subscribe to that publication.

SQL Server VSS Writer Added functionality for backup and restore of SQL Server 2005.

Example: SQL Server Monitor

To monitor user activity on an SQL Server, you can create a monitor called SQLUser, then
select Users as the only parameter to monitor.

1

Open the Active Monitor Library.

From the web interface, click GO. The GO menu appears.

If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

Select Configure > Active Monitor Library. The Active Monitor Library appears.

Click New. The Select Active Monitor Type dialog appears.
Select SQL Server Monitor and click OK. The New SQL Server Monitor dialog appears.

e)

In the Name box, enter SQLUser.
In the SQL Server Instance Name box, enter the name of your database.

Make sure that Users is the only parameter that has a check in the box to the left of it.
You will need to clear the selections for the other parameters and also for the
processes.

Click the Users parameter to select it, then click Configure. The Users Threshold
dialog appears. You should have in mind how many users or connections you want to
consider as a threshold, and enter those values in the appropriate boxes on the
dialog.

When finished, click OK to add the SQLUser monitor to the Active Monitor Library.

Add the SQLUser monitor to your SQL server device.

a)

b)

In the device list, select the device that represents the SQL server. Right-click the
device, then select Properties. Select Active Monitors.

Click Add. The Active Monitor wizard appears.
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Select the SQLUser monitor and continue with the wizard to add to configure actions for
the monitor.

For more information on setting up an action, see Configuring an action (on page 267).

After you complete the wizard, the monitor immediately begins to monitor the SQL
Server application.

Using the SQL Query Monitor

This monitor lets you check that certain conditions exists in a Microsoft SQL or MySQL
database, based on a database query. You can define the criteria you want to exist in the
database and as long as the specified conditions are present, the SQL Query Monitor is in an
up state. If the database data changes outside the boundaries of the query criteria, the
monitor triggers to a down state.

After the monitor is configured on this dialog, you must assign the monitor to a device
through the Device Properties > Active Monitors dialog.

I

I
I

Note: The SQL Query monitor does not support Windows authentication. Make sure that
ADO credentials are set up in the Credentials Library for the database for which you want to
query. The Credentials system stores ADO database credentials information in your WhatsUp
Gold database to be used when a database connection is required. For more information, see
Using Credentials (on page 100).

Note: When connecting to a remote SQL instance, WhatsUp Gold only supports the TCP/IP
network library.

Note: This feature is only available in WhatsUp Gold Premium Edition. To update your
license, visit the Mylpswitch portal (http://www.myipswitch.com).

To configure a SQL Query Monitor:
1 Go to the Active Monitor Library.

From the web interface, click GO. The GO menu appears.

If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

Select Configure > Active Monitor Library. The Active Monitor Library appears.
- or -

From the main menu bar of the console, select Configure > Active Monitor Library.
The Active Monitor Library appears.

2 Inthe Active Monitor Library, do one of the following:

Click New, then select SQL Server Monitor.
- or -

Select an existing SQL Server Monitor, then click Edit. The monitor properties page
appears.
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3 Enter or select the appropriate information in the following fields.
= Name. Enter a title for the SQL Monitor as it will appear in the Active Monitor Library.

= Description. Enter a short description for the monitor as it will appear in the Active
Monitor Library.

Server Properties

= Server Type. Select the database server type.

T., Note: MySQL database is supported and will be listed as a Server Type option if the MySQL
5.2 or later .NET connector is installed. You can download the connector on the MySQL
Connectors Download site (http://www.whatsupgold.com/mysqglconnector).

= Server Address. Enter the server address, in the ServerName\ Instance format.

.T'., Note: The ServerName\Instance format is only required for SQL Server. MySQL only
requires the ServerName.

=  Port (optional). Enter the database server port number if other than the standard
database port number.

= SQL Query to Run. Enter a query you want to run against a database to monitor and
check for certain database conditions. Only SELECT queries are allowed.

@ Important: Make sure that you include the full database name in your query. For query help,
click Build. The SQL Query Builder will assist you in developing proper query syntax.

= Build. Click to open the SQL Query Builder dialog for assistance building queries.

= Verify. Click to check that the query is valid. If there is a syntax error with the SQL
guery, a message will appear with tips about the syntax issue.

Monitor is up if

@ Important: All database rows must match the criteria settings in the Monitor is up if section
for the monitor to be considered up. If multiple threshold criteria is used in the Content of
each retrieved row matches the following criteria, all thresholds must match the criteria
in each row.
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= Number of rows returned is. Select this option to determine the success or failure of
the monitor scan based on rows returned by the SQL query.
For the following options, select the appropriate variables to determine the success or
failure of the monitor scan:

less than

less than or equal to
greater than

greater than or equal to
equal to

not equal to

Enter a numeric value for number of rows in the box to the right of the conditions list.

= Content of each retrieved row matches the following criteria. Select to set criteria
that each database row must match to determine the success or failure of the monitor
scan.

Add. Click to open the New Row Content Threshold dialog. This dialog lets you set
the database column values and conditions that must be matched for each table
row.

Edit. Click to modify existing row criteria.

Delete. Click to remove existing row criteria.

As you specify the desired monitor criteria settings, this description updates to verbally
illustrate the monitor you have configured.

To add a SQL Query Monitor to a device:

1 On the device list, find the device that represents the SQL server. Right-click the device,
then select Properties. Select Active Monitors.
2 C(Click Add. The Active Monitor Wizard appears.

3 Select the monitor, and continue with the wizard to configure any actions for the
monitor.

For more information about assigning active monitors to devices, see Assigning active
monitors (on page 243).

For more information on setting up an action to fire based on the active monitor status, see
Using Actions (on page 264).
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Monitoring WMI-enabled applications

The WMI Monitor lets you monitor any WMI-enabled application. The WMI Monitor lets you
create custom monitors to get real-time information about the state and health of
applications and servers on your network. Most Windows applications and servers support
WMI and provide their own set of real-time WMI data.

To create custom monitors, the host on which the application or server is installed must be
WMI-enabled. You can connect to a host and view the WMI parameters reported by the
Windows applications and servers on that host.

Why use it?

WhatsUp Gold can monitor and report the status of the standard services associated with
TCP/IP servers, such as SMTP, POP3, IMAP, FTP, HTTP. If any of these services fail, network
users cannot send mail, transfer files, or use the web. It is a good idea to set up monitoring on
these services so that you are the first to know if they fail. The WMI Monitor extends
monitoring to parameters reported by Windows-based applications and servers, allowing you
to get an early warning of a degradation in performance. For example, you can monitor
system parameters on your Oracle® database server to see if performance is within an
expected range, and if not, you can intervene before the Oracle server fails. In other words,
you can detect a looming problem before it causes an application or service failure.

T Note: This feature is only available in WhatsUp Gold Premium Edition. To update your
license, visit the Mylpswitch portal (http://www.myipswitch.com).

How to use WMI Monitors

This topic describes the overall process of configuring a WMI monitor, assigning it to a device,

and getting feedback from the monitor.

1 Determine which WMI object you want to monitor.

2 Decide whether to create a single monitor with multiple WMI objects, sevmonitors with
one object, or some combination.

To start, it may be simpler to create one monitor for each WMI object that you want
to monitor. Whether you set up one monitor or many has a bearing on how the
information is reported in WhatsUp Gold logs and by actions. For example, a single
monitor to check errors on logon, named LogonErrors, is reported in logs with this
name. If LogonErrors is reported down, you know it's a specific problem.

3 Configure a WMI Monitor with your objects.

4 Add the WMI Monitor to the device that represents your application host or server.

5 Setup an action to tell you when the monitor goes down or comes back up.

T Note: The monitor will be reported down if any of the objects that you selected to monitor
are down.
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Configuring a WMI Monitor

To configure an instance of the WMI Monitor:

1 Open the Active Monitor Library.

From the web interface, click GO. The GO menu appears.

If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

Select Active Monitor Library.

The Active Monitor Library is the starting point for creating any Active Monitor in
WhatsUp Gold. This dialog shows all of the Active Monitors in your database.

2 Adda WMI Monitor:

a) Click New. The Select Active Monitor Type dialog appears.

b) Select WMI Monitor and click OK. The New WMI Monitor dialog appears.
3 Enter or select the appropriate information in the following fields.

Name. The name of the monitor as it appears in the Active Monitor Library.

Description. The description of the monitor as it appears in the Active Monitor
Library.

Performance counter/Instance. Click the browse button next to this box to select a
performance counter and instance for the monitor.

Check type. Select the type of check you want the WhatsUp Gold WMI monitor to
make on the performance counter selected above.

= Constant Value. Monitors the performance counter/instance for a specific value.
If that value changes, the monitor triggers a device state change.

= Range of Values. Monitors the performance counter/instance to make sure the
returned value falls within a range of values. If the value falls outside of the range,
the monitor triggers a device state change.

= Rate of Change. Monitors the performance counter/instance to make sure the
change in value matches the rate you enter in the check values section. If that rate
changes, the monitor triggers a device state change.

Check values. Enter the values for the check type selected above. For Constant
Value and Rate of Change, select the state of the device when the check value is met.

T Note: You can also click Advanced to access Advanced Monitor Properties.
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Example: WMI Monitor

Imagine that a device on your network has been illegally logged into through a brute force
attack (an attack where an intruder runs a script to try random usernames and passwords on
arange of IP addresses on your network). These types of attacks are extremely dangerous if
the device in peril is on your domain or is storing sensitive information.

You can use a custom WMI Active Monitor to check the appropriate performance counters on
a Windows device and notify you when this type of attack occurs, so you can do something
about it before a potential intruder gains access to your network.

To configure this type of active monitor:

1 Using the WhatsUp Gold web interface, create the WMI monitor.

a)

cz

£

Open the Active Monitor Library.
From the web interface, click GO. The GO menu appears.

If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

Select Configure > Active Monitor Library. The Active Monitor Library appears.
Click New. The Select Active Monitor Type dialog appears.
Select WMI Monitor and click OK. The Add WMI Monitor dialog appears.

In the Name box, enter "ErrorsLogon” to identify that this monitor checks for logon
errors.

Click the Browse (...) button next to Instance to access the Performance Counters
dialog.

Enter the computer name or IP address of the computer in which you want to
connect.

Select a credential from a list of Windows credentials (pulled from the Credentials
Library), then click OK to connect to the computer.

In the Performance object box, select Server.
In the Server folder, select the ErrorsLogon performance counter.

Take note of the Current value entry at the bottom of the dialog. This is the number of
logon errors currently reported through WMI.

Click OK to add the Performance counter to the New WMI Monitor dialog.
In the Check type box, select Rate of Change.

In the Rate of Change box, enter the number of logon errors you feel is acceptable.
This is the number of failed logon attempts between polls.

In the If the value is above the rate, then the monitor is box, select Down.

m) Click OK to add the active monitor to the library.
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2 Enter the credentials for logging on to the device to which you will add this monitor.
a) Inthe Device Properties for the device, select the Credentials section.

b) Inthe Credentials Section, click the browse (...) button next to Windows credentials
to access the Credentials Library.

¢) Create a Windows credential using the administration login and password for the
device you want to create the passive monitor for. When you have configured the
credential, click Close.

d) On the Credentials page, select the new Windows credential, then click OK.
3 Add the ErrorsLogon monitor to the problem device.

a) Inyour device list, find the device. Double-click the device to display its properties,
then select Active Monitors.

b) Click Add. The Active Monitor wizard appears.

Select the ErrorsLogon monitor, and continue with the wizard to configure any
actions for the monitor.

¢) For more information on setting up an action, see Configuring an Action (on page 267).

You may want to consider creating several levels of the active monitor, each with a higher
threshold than the other, and with more severe actions associated with it.

For example, create a monitor with 30 as the threshold that simply sends you an email, letting
you know that at least 31 attempts have been made. Next, create another monitor that uses
60 as the threshold. This monitor may have an SMS action associated with it that sends a text
message to you when at least 61 attempts are made. For the most severe level you could
create a 100 threshold and have the action send messages to several people who may be
able to block the IP or take the device off the network while the attack is addressed.

Monitoring Mail Servers

The Email Monitor lets you monitor that a mail server is available and functioning correctly.
This monitor checks a mail server by first sending the server an email via SMTP. The monitor
then attempts to delete previously sent emails using either POP3 or IMAP. If no emails from
the monitor are present in the inbox to delete, the mail server is considered down.

The email active monitor supports encryption with SSL/TLS and SMTP Authentication which
ensures that the monitor sends emails to a secure email account.

The Email Monitor's email delivery check is done across two polls. Therefore, it is important
that you pick a meaningful polling interval. For example, if you want to be notified when your
mail server is taking more than two minutes to send and receive email, use a two-minute
polling interval.

T.' Note: WhatsUp Gold can monitor any POP3 server that supports these commands: USER,
PASS, LIST, TOP, QUIT, RETR, and DELE. WhatsUp Gold can monitor any IMAP server that
supports these commands: LOGIN, SELECT, SEARCH, STORE, CLOSE, and LOGOUT.
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Configuring an Email Active Monitor

To configure an Email monitor:

1 Go to the Active Monitor Library:

From the web interface, click GO. The GO menu appears.

If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

Select Configure > Active Monitor Library. The Active Monitor Library appears.
- Or -

From the main menu of the console, select Configure > Active Monitor Library. The
Active Monitor Library appears.

2 Add an Email Monitor:

Click New. The Select Active Monitor Type dialog appears.

Select Email Monitor from the list, then click OK. The Add Email Monitor dialog
appears.

In Name, enter a title to identify this instance of the monitor.
In Description, enter any additional information to further describe the monitor.

In the Outgoing mail section of the dialog, in SMTP server, enter the address of the
server on which SMTP is running. Use the default, %Device.Address, to use the
device IP address on which the monitor is attached.

In Port, enter the port on which the SMTP service is listening. The standard SMTP port
is 25.

In Mail to, enter the address to which the Email Monitor will send email.
In Mail from, enter the address from which the Email Monitor was sent from.

In the Incoming mail section of the dialog, in Server, enter the address of the server
on which the POP3 or IMAP service is running.

In Account type, select the protocol (POP3 or IMAP) you want the monitor to use to
check for correct email delivery.

In Username, enter the username of the email account in which the monitor will use
tologin.

In Password, enter the password for the email account in which the monitor will use
to login.

m) Click OK to add the monitor to the Active Monitor Library.

If you want to configure advanced settings for this instance of the Email Monitor, click
Advanced. From here, you can choose to use SMTP Authentication; set the port on
which POP3 or IMAP is running; use encrypted connections for SMTP, IMAP, and
POP3; and set timeouts for SMTP, IMAP, and POP3.
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3 Add the monitor to your mail server.

a) On the device list, find the device that represents the mail server. Right-click the

device, then select Properties. Select Active Monitors.

b) Click Add. The Active Monitor Wizard appears.

Select the monitor, and continue with the wizard to configure any actions for the

monitor.

For more information on setting up an action, see Configuring an action (on page 267).

Example: Email Monitor

This example creates an Email Monitor that checks to see if an account on Google's Gmail
service is working properly. To test and use the Email Monitor created in this example
properly, you need a working Gmail account configured to allow POP3 and SMTP access.

To create an Email Monitor for a Gmail account:

1 Open the Active Monitor Library.

= From the web interface, click GO. The GO menu appears.

= If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO

menu appears.

= Select Configure > Active Monitor Library. The Active Monitor Library appears.

2 C(lick New. The Select Active Monitor Type dialog appears.

3 Select the Email Monitor, then click OK. The Add Email Monitor dialog appears.

& Edit Email Monitor ===
MName:
|Gmai| Status
Description:
|Chec|-(s Gmail status
Qutgoing Mail
SMIP server: Port:
|smtp.gmai|.com |58?
Mail to: (Email address) Mail from: (Email address)
|y0uraccount@gmail_com |y0uraccount@gmail_com
Incoming Mail
Senver: Account type: Port:
|pop.gmail com POP3 ~ |995 Advanced
Username: Password —_—
- — oK
|y0uraccount@gmail_com |u....u... |:|
Cancel

4 Enter or select the appropriate information in the dialog fields:

a) EnterGmail Statusin Name.

b) In Description, enter Checks Gmail status.

In the Outgoing mail section of the dialog:

¢) Enter smtp.gmail.comin SMTP server.
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d)

e)

k)

Enter 587 for the Port.

If you have a Gmail account, enter it in Mail to, in the following format:

youraccount@gmail.com. If you do not have a Gmail account, create one on the Gmail

site.

Enter the same Gmail account in Mail from.

In the Incoming mail section of the dialog:
Enter pop.gmai I .comin Mail server.

Choose POP3 from the Account type list.
Enter 995 for the Port.

Again, enter your Gmail account in Username.

Enter the password for your Gmail account in Password.

5 Click Advanced. The Advance Monitor Properties dialog appears.
6 Enter or select the appropriate information in the dialog fields:

a)
b)

In the Outgoing server advanced properties section of the dialog:
Select SMTP server requires authentication.

Enter your Gmail account in Username.

Enter the password for your Gmail account in Password.

Select Use an encrypted connection (SSL/TLS).

Use the default Timeout of 5 seconds.

In the Incoming server advanced properties section of the dialog:
Select Use an encrypted connection (SSL/TLS).

Ensure that Use STARTTLS command is not selected.

Use the default Timeout of 5 seconds.

Click OK to save changes and return to the Add Email Monitor dialog.

Click OK on the Add Email Monitor dialog to add the Gmail Monitor to the Active
Monitor Library.
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7 Test the Gmail Status monitor.

a) From the WhatsUp Gold console, go to Configure > Active Monitor Library. The
Active Monitor Library dialog appears.

b) Select the Gmail Status monitor, then click Test.

@ Test : Gmail Status =]
Device for test:
[192.168.3.1 _I ﬂ
| Network interface:
|192.168.3.1 (192.168.3.1) ~|
| |
|| Credentials: I
I I (This Active Monitor does not require Credentials.) j o | I
Details:
First Poll, Email check needs at least 2 consecutive polls, -
Sending message "WhatsUp Gold Email Monitor {DEBOCF42-7675-9653
SUCCESS
Test
Close |
< i 3 Help |

The Test dialog will list the test as either SUCCESS or FAILED.

You can log in to the Gmail account used for the Gmail Status monitor and actually see the
email sent by WhatsUp Gold via the Email Monitor.

WhatsUp Gold Email Menitor (DEBOCFA2.T6754653.A289 9BBBCS24B200) - VWhatalUp Cold Emal Mondor [DEE0CFAZT | 2:38 pm

242



Using WhatsUp Gold 14.4

About the VolP Active Monitor

The VolP Active Monitor lets you set the acceptable Mean Option Score (MOS) threshold for
an IP SLA device. If the threshold is exceeded, an alert can be sent specifically to notify the
appropriate network manager about the issue. For more information, see Using the WhatsUp
Gold VolP Monitor on the WhatsUp Gold web site
(http://www.whatsupgold.com/support/guides.aspx?k_id=whatsupgold_com_wug_docume
nts_worldwide_whatsupgoldsupportcenter).

T Note: The WhatsUp Gold VolP Monitor must be activated to use the VolP Active Monitor.

Using the Active Script Active Monitor

The Active Script Monitors let you write either VBScript or JScript code to perform specific
customized checks on a device. If the script returns an error code, the monitor is considered
down. A variety of Active Script resources are available on the Active Scripts resources page.
(http://www.whatsupgold.com/cd/resources/active_script)

T Note: Please be aware that Ipswitch does not support the custom scripts that you create;
only the ability to use them in the Active Script Monitor.

For more information, see Extending WhatsUp Gold with scripting (on page 493).

Assigning active monitors

After you configure an active monitor in the Active Monitor Library, you must add it to the
individual devices for which you want to monitor services.

You can assign active monitors automatically during Discovery, or manually after Discovery,
through a device's Properties. Additionally, the Bulk Field Change feature allows you to
manually assign an active monitor to multiple devices at one time.

.T'., Note: When you assign an active monitor to a device, an instance of the monitor is added to
the device. Changes that you make to the monitor's configuration via the Active Monitor
Library affect all instances of the monitor. For example, if you assign a monitor to four
separate devices and then make changes to the monitor from the Active Monitor Library, all
four instances of the monitor adopt the changes.
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Assigning a monitor when adding a device

To assign an active monitor when adding a device:
1 From the WhatsUp Gold web interface, select GO. The GO menu appears.

2 If the WhatsUp section of the GO menu is not visible, click WhatsUp. The WhatsUp
section of the GO menu appears.

3 Select Devices > New Device. The Add New Device dialog appears.
4 C(Click Advanced. The Device Discovery Properties dialog appears.

5 Under Select Active Monitors to be used in the scan process, select the active
monitor type(s) that you want to assign to the new device.

6 Click OK.

Assigning a monitor from Device Properties

To assign an active monitor to a device from its properties:

1 Go to the properties for the device to which you want to assign the monitor.

* From either the Device View or Map View, right-click the device. The right-click menu
appears.

= Select Properties. The Device Properties dialog appears.

Click Active Monitors. The Device Properties - Active Monitors dialog appears.

Click Add. The Active Monitor Properties dialog appears.

Select the active monitor type you want to assign to the device, then click Next.

Set the monitor's polling properties, then click Next.

Setup actions for the monitor's state changes, then click Finish. The active monitor is
assigned to the device.

o1l A WN

Assigning a monitor to multiple devices

To assign an active monitor to multiple devices through Bulk Field Change:

1 From Device View, select the devices to which you want to assign an active monitor,
then right-click one of the select devices. The right-click menu appears.

2 Select Bulk Field Change > Active Monitor. The Bulk Field Change: Active Monitor
dialog appears.

3 Select the active monitor type that you want to assign, then click OK. The active monitor
is assigned to the selected devices.
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Removing and deleting active monitors

Because active monitors are assigned to devices on an individual basis, active monitors can
only be removed from devices, and must be deleted from the Active Monitor Library. You also
have the option to disable a monitor on the device-level, rather than completely removing it
from a device. If you want to stop monitoring a particular device, but would like to keep the
device-specific historical data associated with the active monitor, you should disable the
monitor rather than removing it from the device.

Disabling an active monitor

To disable an active monitor from monitoring a device:

1 Right-click the device from which you want to disable polling for the active monitor. The
right-click menu appears.

2 Select Properties. The Device Properties dialog appears.

Click Active Monitors. The Device Properties - Active Monitors dialog appears.

4 Select the monitor you want to disable, then click Edit. The Active Monitor Properties
dialog appears.

5 Clear Enable polling for this active monitor, then click Next.
6 On the following dialog, click Finish.

w

When you return to the Device Properties - Active Monitors dialog, you will see that the
monitor is disabled for the device.

Removing an active monitor

To remove an active monitor from a device:

1 From Device or Map View, right-click the device from which you want to remove the
active monitor, then click Properties. The Device Properties dialog appears.

2 Click Active Monitors. The Device Properties - Active Monitors dialog appears.

w

Select the monitor you want to remove.

4 Click Remove. A warning dialog appears that states all data for that instance of the
monitor is deleted when the monitor is removed.

5 Click Yes to remove the monitor.

To remove an active monitor from multiple devices:

1 Select the appropriate devices in Device View or Map View, then right-click on one of
the selected items. The right-click menu appears.

2 Select Bulk Field Change > Active Monitor. The Bulk Field Change: Active Monitor
dialog appears.

3 Under Operation, select Remove.
4 Under Active Monitor type, select the active monitor that you want to remove.
5 Click OK to remove the monitor from the selected devices.
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About critical active monitors

Critical active monitors allow you to define a specific polling order for a device's active
monitors; you can make one monitor dependent on another monitor on the same device,
such as making an HTTP monitor dependent on the Ping monitor, so that you are not flooded
with multiple alerts on the same device if network connectivity is lost.

In a critical monitor polling path, critical monitors are polled first. If you specify more than one
critical monitor, you also specify the order in which they are polled. Critical monitors are "up"
dependent on one another; if critical monitors return successful results, non-critical monitors
are polled. If any of the critical monitors go down, all monitors behind it in the critical polling
order are no longer polled and are placed in an unknown state for the duration of the polling
cycle. If at the start of the next polling cycle, the critical monitor returns successful results,
polling of successive critical monitors and non-critical monitors resumes.

T Note: Up and Down device dependencies take precedence over critical monitor polling; if
WhatsUp Gold detects device dependencies, the configured dependencies are respected.

When critical monitoring is enabled, and you specify a critical polling order, you now receive
only one alert when a device loses its network connectivity.

T Note: When a monitor is placed in the unknown state, assigned actions are not fired.
Likewise, when a monitor comes out of the unknown state into an up state, assigned actions
are not fired.

Only monitors that you specify as critical follow a specific polling order; non-critical monitors
are not polled in any specific order. Additionally, if multiple non-critical monitors fail, all
associated actions fire.
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Critical active monitors can be viewed and configured from the Device Properties - Active
Monitors dialog.

@ Critical Active Manitors to poll on Device:ATL-VMS1 =

| Enable critical monitor polling for this device

Critical monitors (polling order):

Monitor Name Argument  Network Interface Comment

HTTP (Default)

i Critical | % Non-critical

Non-critical monitors

Monitor Name Argument  Network Interface Comment
" Ping (Defautt)

The polling of ATL-VMS1's non-critical monitors depends on the Up’ state of
each its critical monitors (HTTP). If any one of the critical monitors go Down’,

polling will not continue. ok

Cancel ]

LT Note: Independent poll frequency for all monitors is ignored when a monitor is specified as
critical.

Configuring a critical polling path

To configure a critical polling path for a device's active monitors:

1 From either the Device View or Map View, on the device for which you want to
configure a critical polling path, right-click and select Properties. The Device Properties
dialog appears.

2 Select Active Monitors. The Device Properties - Active Monitors dialog appears.
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3 Select an active monitor, then click Critical. The Critical Active Monitor properties

appear.
@ Critical Active Moniters to poll on Device:Luxor [ ]
| Enable critical monitor polling for this device
Critical monitors (polling order):
Monitor Name Argument Network Interface Comment
% Ping (Default)
i
n
@t Critical - Non-critical |
Non-critical monitors
Monitor Name Argument Netwoark Interface Comment
mSNMP (Default)
The polling of Luxor's non-cntical monitors depends on the Up’ state of each its
critical monitors (Ping). If any one of the critical monitors go Down', polling will
not continue.
oK |
Cancel |

4 Select Enable critical monitor polling for this device.

5 Under the Non-critical monitors list, select the monitor(s) that you would like polled
first in the critical polling path, then click Critical.

g Tip: To remove a monitor from the Critical monitors list, select the monitor in the Critical
monitors (polling order) list, then click Non-critical.

6 Under the Critical monitors list, use the Up and Down buttons to place critical
monitors in the order that you want the monitors polled. The first monitor is the first

polled in the critical polling path. If the first monitor goes down, all monitors below it are

not polled until the first monitor returns to an up state. If you select only one critical
monitor, this is the first and only critical monitor in the critical polling path; all non-

critical monitors are not polled unless the critical monitor is in the up state. Additionally,
if a critical monitor fails, all subsequent critical and non-critical monitors are forced into

an unknown state until the critical monitor returns to an up state.

¥ Tip: The paragraph at the bottom of the dialog describes the critical monitor path as it is
configured.

7 Click OK to save changes.
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Group and Device active monitor reports

The following reports display information for devices and device groups that have active
monitors configured and enabled. Access these reports from the WhatsUp Gold web

interface's Reports tab.

For more information, see Using Full Reports (on page 439).

State Change Acknowledgement
Active Monitor Availability
Active Monitor Outage

Health

State Change Timeline

State Summary

Device Status
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Passive monitors overview

Passive monitors are the WhatsUp Gold feature responsible for listening for device events. As
active monitors actively query or poll devices for data, passive monitors passively listen for
device events. Because passive monitors do not poll devices on a regular basis, they use less
network bandwidth than active monitors.

Passive monitors are useful because they gather information that goes beyond simple Up or
Down service and device states by listening for a variety of events. For example, if you want
to know when someone with improper credentials tries to access one of your SNMP-enabled
devices, you can assign the default Authentication Failure passive monitor. The monitor
listens for an authentication failure trap on the SNMP device, and logs these events to the
SNMP Trap Log. If you assign an action to the monitor, every time the authentication failure
trap is received, you are notified as soon as it happens.

Although passive monitors are useful, you should not rely on them solely to monitor a device
or service--passive monitors are meant to be used in conjunction with active monitors. When
used together, active and passive monitors make-up a powerful and crucial component of
360-degree network management.
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Successful passive monitors

Creating a successful passive monitor requires that you take several steps:

@ Important: Before you attempt to create a passive monitor, you should know the specific
traps (and coinciding MIBs) for which you want WhatsUp Gold to listen --this will make the
process much easier for you.

Turn on traps on the device from which you want to receive logs, entries, and/or alerts.
Point the traps on that device to the WhatsUp Gold machine.
Enable the WhatsUp Gold Passive Monitor Listeners.

Create a passive monitor for each of the traps for which you want WhatsUp Gold to
listen.

H W IN =

5 Assign the passive monitor to the device on which you want to listen for traps.

Additionally, after you create a passive monitor, you can configure alerts to notify you when a
particular trap is received.

Passive Monitor icon

Passive Monitors Icon

o When a passive monitor is configured on a device, the device icon displays a
| 5 diamond shape on the upper left side.
i
‘ _ This shape changes color when an unacknowledged state change occurs on
L‘; the monitor. After the device has been acknowledged, the icon returns to
e the above appearance.

About the Passive Monitor Library

The Passive Monitor Library stores all passive monitor types that have been created for
WhatsUp Gold. The library includes a variety of pre-configured SNMP passive monitors, as
well as a generic "Any" passive monitor for SNMP, Syslog, and Windows Event Log types. The
Any passive monitor listens and receives all traps and events that occur on the device to
which it is assigned. For more information, see Using the Any passive monitor.

Though you can create three types of passive monitors, SNMP passive monitors are the type
most widely used.
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SNMP Trap passive monitors in the library

The SNMP Trap monitors listed in the Passive Monitor Library are based on one of three

things:

To access and use the Passive Monitor Library:

Passive monitors already in the database. By default, the passive monitor database

comes with a few of the most Common SNMP traps already in it.

Passive monitors automatically created by WhatsUp Gold Trap Definition
Import Tool. Use the Trap Definition Import Tool to create SNMP Traps from MIB files
stored in the \Program Files\Ipswitch\WhatsUp\Data\Mibs folder.

Passive monitors that you define yourself. This can be done either by copying and
pasting actual trap information directly from your existing logs, or by browsing the
MIB for OID values that you are interested in, and adding the Generic type (Major)

and Specific type (Minor) information if required.

Go to the Passive Monitor Library.

From the web interface, click GO. The GO menu appears.

If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO

menu appears.

Select Configure > Passive Monitor Library.

-0or-

From the main menu bar of the console, select Configure > Passive Monitor Library.

& Passive Monitor Library ===
Name « Description Type | Mew... |
== Any Any trap SNMPTrap | Edit. |
=l Any Any syslog message Syslog Copy...

“% Any Any WinEvent Windows Eve... IM
=a Authentication Failure Authentication Failure trap SNMP Trap
=a Cold Start Cold Start trap SNMP Trap
=z EGP Neighbor Loss EGP MNeighbor Loss trap SNMP Trap
=a Enterprise Enterprise Trap SNMP Trap
=a Link Down Link Down trap SNMP Trap
=a Link Up Link Up trap SNMP Trap
=2 Reload Reload Trap SNMP Trap
=2 TCP Connection Close TCP Connection Close Trap SNMP Trap
=2 Warm Start Warm Start trap SNMP Trap W
Close
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Use the Passive Monitor Library dialog to configure new or existing passive monitor types:

= Click New to create a new passive monitor type.
= Select a monitor type in the list, then click Edit to change the settings.

= Select a monitor type in the list, then click Copy to create a new monitor type based
on the selected type.

= Select a monitor type, then click Delete to remove it from the list.

= Note: From the WhatsUp Gold web interface, you can click Configure Alerts to view
the Alert Center Threshold Library.

About Passive Monitor Listeners

A Passive Monitor Listener is the component in passive monitors that listens for events to
occur. When an event occurs, the listener notifies WhatsUp Gold and associated actions are
fired.

WhatsUp Gold in installed with three Passive Monitor Listeners:
= SNMP Trap Listener. This listens for SNMP traps, or unsolicited SNMP messages, that
are sent from a device to indicate a change in status.

= Syslog Trap Listener. This listens for Syslog messages forwarded from devices
regarding a specific record and/or text within a record.

= Windows Event Log Listener. This listens for any WinEvent; for example a service
start or stop, or logon failures.

@ Important: Before you can configure passive monitors, you must configure the coinciding
Passive Monitor Listener(s) on the WhatsUp Gold console via Program Options. For more
information, see Setting Program Options for Passive Monitor Listeners.

Configuring the SNMP Trap Listener

To configure the SNMP Trap Listener:

1 From the WhatsUp Gold console main menu, select Configure > Program Options. The
Program Options dialog appears.

T., Note: If the Windows SNMP Trap Service (Control Panel > Services) is running on the
WhatsUp Gold console PC, you should stop the service. This is a precaution to prevent any
conflict with the WhatsUp Passive Monitor Listener.
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2 C(lick Passive Monitor Listeners. The WhatsUp Gold Passive Monitor Listeners display in
a list.

MName « | Description Configure...
=@ SNMP Trap Listen for SNMP traps
.§1 Syslog Listen for Syslog messages

"’3 Windows EventLog  Monitor Windows Event Log

Passive Monitor
Listeners

L W

Report Data

Map Font

@
A
Regional

OK ] Cancel J Help ]

3 Select the SNMP Trap listener, then click Configure. The SNMP Listener Configuration
dialog appears.

4 Enter or select the appropriate information in the following fields:

= Listen for messages on port. Select this option if you want WhatsUp Gold to listen
for SNMP traps. The standard SNMP trap port is 162, but you can change this port to a
non-standard port number.

m Note: When you change the port number, the change takes place as soon as you save the
change; you do not have to re-start WhatsUp Gold for the change to take effect.

= Accept unsolicited SNMP traps. Select this option to receive and log all incoming
SNMP traps, including those not assigned to devices as passive monitors. By default,
SNMP traps assigned to devices as passive monitors are logged and can trigger
actions. Incoming traps received as unsolicited traps are logged to the System SNMP
Trap Log.

o Caution: When this option is selected, every SNMP trap that is received by WhatsUp Gold is
logged to the database. Enabling this option can result in a large database that impacts
performance; we strongly advise that you leave this option disabled, except when you are
troubleshooting.
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F Note: To configure SNMP traps initially, we recommend enabling the Any SNMP trap on the
source device; you can then see all incoming traps sent from that device in the Device SNMP
Trap Log. After you configure the trap successfully, you should disable the Any trap, as it
may also log large amounts of data.

= Forward traps. Select this option to forward traps to the IP address(es) you specify in
Forward traps to.

= Forward unsolicited traps. Select this option to forward all traps, including
unsolicited traps.

» Forward traps to. Click Add to add in IP address and port to which to forward traps.

T Note: You can forward traps to multiple IP addresses.

¢ Tip: You can Edit and/or Remove IP addresses from this list.
5 Click OK to save changes.

Configuring the Syslog Listener

WhatsUp Gold has an internal SNMP trap handler, which when enabled, listens for and
accepts SNMP traps. WhatsUp Gold records the trap in the device's SNMP Trap Log.

To configure WhatsUp Gold to receive traps:

1 On the devices that are to be monitored, set the SNMP agent to send traps to WhatsUp
Gold. Trap manager addresses must be set on each physical device. This cannot be done
from WhatsUp Gold.

2 Set up the MIB entries for traps by placing the MIB text file in the C:\Program
Files\Ipswitch\WhatsUp\Data\Mibs directory.

3 Enable the SNMP Trap Handler.

To configure the Syslog Passive Monitor Listener:

1 From the WhatsUp Gold console main menu, select Configure > Program Options. The
Program Options dialog appears.

T Note: If the Windows SNMP Trap Service (Control Panel > Services) is running on the
WhatsUp Gold console PC, you should stop the service. This is a precaution to prevent any
conflict with the WhatsUp Passive Monitor Listener.

2 (lick Passive Monitor Listeners. The WhatsUp Gold Passive Monitor Listeners display in
a list.

3 Select the Syslog Trap listener, then click Configure. The Syslog Listener Configuration
dialog appears.
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4 Enter or select the appropriate information in the following fields:

= Listen for messages on port. Select this option if you want WhatsUp Gold to listen for
Syslog messages.The Syslog Listener runs on port 514 by default, but can be changed
if necessary.

= Accept unsolicited passive monitors. If option this is cleared, ONLY Syslog entries
which are specifically added to devices as passive monitors are logged to the System
Syslog report. If you select this option, ALL incoming Syslog messages are detected
and logged to the System Syslog report.

T.' Note: Regardless of this filter setting, only Syslog messages that are solicited are logged to
the devices' Syslog reports and are able to trigger actions.

5 Click OK to save changes.

Configuring the Windows Event Log Listener

To configure the Windows Event Log Listener:

1 From the WhatsUp Gold console main menu, select Configure > Program Options. The
Program Options dialog appears.

F Note: If the Windows SNMP Trap Service (Control Panel > Services) is running on the
WhatsUp Gold console PC, you should stop the service. This is a precaution to prevent any
conflict with the WhatsUp Passive Monitor Listener.

2 Click Passive Monitor Listeners. The WhatsUp Gold Passive Monitor Listeners display in
a list.

3 Select the Windows Event Log Listener, then click Configure. The Windows Event Log
Listener Configuration dialog appears.

4 Enter or select the appropriate information in the following fields:

= Start Server. Select this option if you would like WhatsUp Gold to listen for Windows
Eventlogs.

= Do not generate payload. Select this option to only add the event time and message
to the Windows Event Log; the payload is withheld from the entry.

» Check connections interval. Select this option to have WhatsUp Gold check for and
close inactive connections at the interval you specify. The default interval is 60
seconds.

5 Click OK to save changes.

256



Using WhatsUp Gold 14.4

Configuring passive monitors
You can configure passive monitors two ways:

1 Automatically using the Trap Definition Import Tool.
2 Manually using the Passive Monitor Library.

The Trap Definition Import Tool allows you to search for the specific SNMP trap for which you
want WhatsUp Gold to listen, and then import that trap into the Passive Monitor Library. After
you import the trap, you can make specifications to the passive monitor in the Passive
Monitor Library using the Rules Expression Editor dialog. For example, if you want WhatsUp
Gold to monitor when a specific IP address causes an authentication failure on your SNMP-
enabled device, you would create a rule that tells WhatsUp Gold to log an event only when
that particular IP address attempts to access the SNMP-enabled device.

While using the Trap Definition Import Tool or any of the pre-configured passive monitors are
two easy ways to configure SNMP Trap passive monitors, you still have the option to
manually configure all passive monitor types via the Passive Monitor Library.

Using the Trap Definition Import Tool

The Trap Definition Import tool is used to import SNMP Trap definitions into the Passive
Monitor Library. The list in this dialog is populated by the MIBs typically in your WhatsUp Gold
MIB folder (\Program Files\Ipswitch\WhatsUp\Data\Mibs).

To import SNMP trap definitions into the Passive Monitor Library:

1 Inthe WhatsUp Gold console, select Tools > Trap Definition Import Tool. The Trap
Definition Import Tool dialog appears.

& Trap Definition Import Tool |A|
Select trap definitions to import: Selected 0 of 395
Trap MName = Enterprise OID Generic  Specific  MIB Module it

[ adslAtucTraps.0 adslAtuc Traps & ] ADSL-LINE-MIB
[ adslAturTraps.0 adslAturTraps & 0 ADSL-LINE-MIB
[ alentTrap appnTraps & 1 APPN-MIB
[ alpshscuStatusChange  ciscoAlpsMIBNotification Prefic & 3 CISCO-ALPS-MIE
[ alpsCktOpenFailure ciscoAlpsMIBNetification Prefix & 5 CISCO-ALPS-MIE
[ alpsCktPartial Reject ciscoAlpsMIBNetification Prefix & 6 CISCO-ALPS-MIE
["] alpsCkt StatusChange ciscoAlpsMIBNetification Prefix & 2 CISCO-ALPS-MIE
["] alpsPeerConnStatusCha... ciscoAlpsMIBNotification Prefic 6 4 CISCO-ALPS-MIE
["] alpsPeerStatusChange ciscoAlpsMIBNetification Prefix & 1 CISCO-ALPS-MIE
[ atmIntfPvcFaiuresTrap  atmPvcTraps & 1 CISCO-IETF-ATM2-PV....
[ authentication Failure snmp 4 0 SHNMPv2-MIE -
Import to passive monitor library
Close I I Help
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2 Select the traps you want to import, then click Import to passive monitor library. The
Trap Import Results dialog appears and provides a message about the import results.

T., Note: Traps that already exist in the database are not imported.

g Tip: Use the dialog's scroll bar to scan available traps.

Using the Passive Monitor Library

You can use the Passive Monitor Library to manually create new instances of a passive
monitor type, or to edit the configuration of monitors you import using the Trap Definition
Import Tool.

Using the SNMP Trap Monitor

To configure an instance of the SNMP Trap Passive Monitor:

1 Go to the Passive Monitor Library:

=  From the web interface, click GO. The GO menu appears.

= [|f the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

= Select Configure > Passive Monitor Library.
-or-
From the main menu of the console, select Configure > Passive Monitor Library.
2 In the Passive Monitor Library, do one of the following:
= Click New. The Select Passive Monitor Type dialog appears.

= Select SNMP Trap from the list, then click OK. The SNMP Passive Monitor Instance
dialog appears.

- or -
= Select an existing SNMP Trap from the list, then click Edit. The monitor properties
dialog appears.
3 Enter or select the appropriate information in the following fields.

= Name. The name of the monitor as it appears in the Passive Monitor Library.

= Description. The description of the monitor as it appears in the Passive Monitor
Library.

= Enterprise/OID. Use the browse (...) button to select the desired object identifier
(OID) from the Enterprise section of the MIB. This OID is used to identify traps for a
particular application. If you specify the OID rather than select it from the MIB, then an
incoming trap only matches this rule if the trap enterprise field begins with the OID
that you have specified. If you are unsure of the OID to use, or don’t care to be
specific, you can leave this field blank and it is ignored.
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.‘T‘ Note: This option is only available if Generic Type is set to 6-EnterpriseSpecific.

Generic Type (Major). Select the generic type number to be used in this monitor.
Each trap has a generic type number. This number is part of the rule that determines
the matching criteria for an incoming trap. For more information, see Common SNMP
Traps in the Help.

Note: The definitions of 0 through 6 are not WhatsUp Gold definitions, but come from the
SNMP specifications.

Specific Type (Minor). Enter a value. This value can be an integer from 0 to
4294967296. If you want to ignore this field, select "Any".

Note: This option is only available if Generic Type is set to 6-EnterpriseSpecific.

Payload. Click Add to view the Expression Editor where you can create an expression,
test it, and compare it to potential payloads. After creating an expression, click OK to
insert that string into the list under Match On.

Note: If you have multiple payload Match On expressions, they are linked by OR logic, not
AND logic. If you have two expressions, one set to "AB" and the other to "BA", it will match
against a trap containing any of the following: "AB" or "BA" or "ABBA". For more information,
see the Regular Expression syntax (on page 181) topic.

Tip: Select an expression from the list to Edit it or Remove it from the list.

4 (Click OK to save changes.

Using the Syslog Monitor
1 Go to the Passive Monitor Library:

From the web interface, click GO. The GO menu appears.

If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

Select Configure > Passive Monitor Library.
- or -

From the main menu of the console, select Configure > Passive Monitor Library.
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2 Inthe Passive Monitor Library, do one of the following:
= (Click New. The Select Passive Monitor Type dialog appears.

= Select Syslog from the list, then click OK. The Syslog Passive Monitor Instance dialog
appears.

- Or -

= Select an existing Syslog from the list, then click Edit. The monitor properties dialog
appears.

3 Enter or select the appropriate information in the following fields.
= Name. The name of the monitor as it appears in the Passive Monitor Library.

= Description. The description of the monitor as it appears in the Passive Monitor
Library.

= Match on. Click Add to view the Expression Editor where you can create an
expression, test it, and compare it to potential payloads. After creating an expression,
click OK to insert that string into this list.

T Note: If you have multiple payload Match On expressions, they are linked by OR logic, not
AND logic. If you have two expressions, one set to "AB" and the other to "BA", it will match
against a trap containing any of the following: "AB" or "BA" or "ABBA". For more information,
see the Regular Expression syntax (on page 181) topic.

:’F Tip: Select an expression from the list to Edit it or Remove it from the list.

4 (lick OKto save changes.
Using the Windows Event Log Monitor

To configure an instance of the SNMP Trap Passive Monitor:
1 Go to the Passive Monitor Library:

=  From the web interface, click GO. The GO menu appears.

= |If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

= Select Configure > Passive Monitor Library.
-or-
From the main menu of the console, select Configure > Passive Monitor Library.
2 Inthe Passive Monitor Library, do one of the following:
= Click New. The Select Passive Monitor Type dialog appears.

= Select Windows Event Log from the list, then click OK. The WinEventLog Instance
dialog appears.

- or -
= Select an existing Windows Event Log monitor from the list, then click Edit. The

monitor properties dialog appears.
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3 Enter or select the appropriate information in the following fields.

Name. The number of the monitor as it appears in the Passive Monitor Library.
Description. The description as it appears in the Passive Monitor Library.

Condition. Enter one or more conditions for use in this Windows Event Log instance.
Only log entries that match the expressions listed here are converted to events.
Conditions are processed serially from top to bottom. As conditions are evaluated,
results are applied to the next condition until all conditions have been evaluated. For
complex sets of conditions that include both ANDs and ORs, this serial logic may
produce results different from what is expected. As a best practice, we recommend
keeping conditions simple by opting for multiple passive monitors over complex sets
of conditions. When complex conditions are unavoidable, we recommend grouping
all OR conditions together at the beginning of the condition set, followed by the AND
conditions.

Tip: Select a condition and click Edit condition to change its configuration, or click Clear
condition to remove it from the list.

Match description on. Click Add to view the Expression Editor where you can create
an expression, test it, and compare it to potential payloads. After creating an
expression, click OK to insert that string into the list under Match on.

Important: In a Windows Event Log Monitor, a payload Match Description On expression
must match a value contained within the Windows Event Log message (this message is
found in the WhatsUp Gold WinEvent Payload Viewer by scrolling through the Detail
contents until you see "Message="). You must create a condition for any piece of information
outside of this message that you would like WhatsUp Gold to search for using the Windows
Event Log Monitor; for example, the Computer, Event ID, or Event Type.

Note: If you have multiple payload Match Description On expressions, they are linked by
OR logic, not AND logic. For example, if you have two expressions, one set to "AB" and the
other to "BA", it will match against any log entry that includes either of the two strings: "AB"
or "BA" or "ABBA". For more information, see the Regular Expression syntax (on page 181)
topic.

Using the Any passive monitor

The Any passive monitor receives all type-specific (SNMP, Syslog, Windows Event Log) traps
and events sent from the device to which it is assigned. This monitor can be useful when you
are trying to pinpoint the specific trap and coinciding MIB for which you want to WhatsUp
Gold to listen and monitor. As the monitor gathers traps and events, this data is added to
respective log (SNMP Trap Log, Syslog Entries, Windows Event Log). You can scan over the
report entries to find the specific trap that you would like to monitor, and create a passive
monitor for that specific trap.
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If after running the monitor for some time you do not notice the trap for which you are
looking, the MIB may not be loaded in the WhatsUp Gold MIB directory. If this is the case, you
will need to import the MIB. For more information, see Using the SNMP MIB Manager (on page

459).

@ Important: Because of the volume of data that is gathered when this monitor is enabled, we

strongly advise that this monitor only be used for troubleshooting purposes. If this monitor is
enabled for more than short periods of time, you run the risk of flooding your database and
compromising the performance of WhatsUp Gold.

As the monitor has been pre-configured for you, to use it, you are required only to assign it to
the device for which you researching traps and events. For more information, see Assigning
passive monitors (on page 262).

It is important that you remember to remove the monitor when you have completed
troubleshooting because of the monitor's potential to fill up the WhatsUp Gold database.

Assigning passive monitors

After you configure a passive monitor in the Passive Monitor Library, you must add it to the
individual devices for which you want to monitor services.

I

Note: If you are assigning a Windows Event Log passive monitor type to a device, make sure
that the device has credentials assigned before creating a passive monitor for it. For more
information, see Using Credentials (on page 100).

If want to use multiple Windows Event Log passive monitors, you must assign a unique
Windows Event Log passive monitor for each device.

Note: The upgrade process to WhatsUp Gold from previous versions, automatically migrates
Windows Event Log passive monitor credentials into the Credentials Library. If you
experience upgrade problems with Windows Event Log passive monitors, look in the
credentials library for the Windows (WMI) credentials that will work for the device. If the
device credentials do not exist, create new credentials for the device. For more information,
see Using Credentials (on page 100).

Note: When you assign a passive monitor to a device, an instance of the monitor is added to
the device. Changes that you make to the monitor's configuration via the Passive Monitor
Library affect all instances of the monitor. For example, if you assign a monitor to four
separate devices and then make changes to the monitor from the Passive Monitor Library, all
four instances of the monitor adopt the changes.
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To assign a passive monitor to a device:

1 Right-click the device to which you want to assign a passive monitor, then click
Properties. The Device Properties dialog appears.
2 Click Passive Monitors. The Device Properties Passive Monitor dialog appears.

3 Click Add. The Passive Monitor Properties dialog appears.
& Passive Monitor Properties ===

Select Passive Monitor Type

Which Passive Monitor type would you like to add?

SNMP Trap -
Which Passive Monitor would you like to add?
Any -

| Mext == || Cancel |

4 Select the passive monitor type and passive monitor you want to assign, then click
Next. The Setup Actions for Passive Monitors dialog appears.

5 Click Add to setup a new action for the passive monitor. The Select or Create Action
dialog appears.

6 Click either:

Select an action from the Action Library
-or-
Create a new action
Follow the remaining Wizard dialog screens for the selection you made.

7 Click Finish to add the passive monitor to the device.

Group and device passive monitor reports

The following reports display information for devices or device groups that have passive
monitors configured and enabled. Access these reports from the WhatsUp Gold web
interface's Reports tab. For more information, see Using Full Reports (on page 439).

=  SNMP Trap Log

= Syslog Entries

=  Windows Event Log

= Passive Monitor Error Log
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Actions overview

WhatsUp Gold actions are designed to perform a task as a device or monitor state change
occurs.

As you configure an action, you choose the task it is to perform. Actions can try to correct the
problem, notify someone of the state change, or launch an external application. Also, when
you configure an action, you choose whether to assign it to a device, or to an active or passive
monitor.

When assigned to an active monitor, actions fire according to the state changes it issues. For
example, you can configure an Email Action to send an email alert when the active monitor

for a Web server issues a down state change.

You can configure actions on a single device or monitor, or define an Action Policy to use
across multiple devices or monitors.
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About action strategies

As you configure and assign actions, you should take several things into consideration.

Assigning an external notification action (email, SMS, beeper) to a large list of devices
greatly increases the chance of numerous notifications being sent at one time.

For example, an email action assigned to a router and each of the devices that
depend on that router for their Internet connectivity, would send email notifications
not only from the router, but also from every single connected device, should the
router go down.

In a situation like this, it consider using dependencies that allow you to restrict email
notifications to only the router and the critical devices to which it is connected. For
more information, see Dependencies overview (on page 138).

An action can be assigned to a device or to an active or passive monitor.

If you want to be notified if and when any or all of the monitors on a device go down,
assign the action to the device. If you are concerned with specific monitors on a
device, assign the action to the monitor itself. If you an assign to both the device and
a specific monitor, both actions fire when the monitor goes down.

Action policies are easier to manage than lists of actions built on a device.

Whenever possible, use action policies in lieu of configuring multiple actions for one
device.

If the existing WhatsUp Gold device states do not fit your monitoring needs, you can
modify them, or configure new ones.

You may want to add device states for longer periods of downtime. Perhaps creating
a Down at least 60 mins state, and sending an escalated message to show that the
device is still down after an hour.

Web Alarms are only useful if someone is able to hear the notifications.

While Web Alarms are useful in many situations, they are not the most efficient way
to monitor devices and services overnight.

Visual notifications are usually ample enough for most of the devices on your
network.

Unless the device is vital to the daily-operation of your network or business, the color
and shape of each device state easily informs you of current network device status.

You can check on the status of firing alerts via Running Actions. From here, you can
cancel single alerts, or all currently firing alerts.
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About the Action Library

The Action Library displays all actions currently configured for use in WhatsUp Gold.

WhatsUp Gold includes five pre-configured actions. These actions are displayed in the Action
Library. As you create new actions, they are added to the Action Library.

To access the Action Library:
= On the console, select Configure > Action Library.

=  From the web interface, click GO. If the WhatsUp menu is not visible, click WhatsUp.
Then, from the WhatsUp menu, select Configure > Action Library.

& Action Library 5

Name a Type Description [ Mew... ]
Edit...

[5] Default Web Alarm Web Alarm Play sound in the web
Copy...

& Sound-Down20 Sound Action Play sound on Down20 =

& Sound-Downs Sound Action Play sound on Down3

& Sound-Ups Sound Action Play sound on Up3

Use the Action Library to configure new or existing action types:

= Click New to configure a new action type.

= Select an action type, then click Edit to change its configuration.

:’F Note: If the action you are editing was previously created in the Alert Center, any changes
that you make here will be made to the version of the action in the Alert Center Notification
Library.

= Select an action type, then click Copy to make a duplicate of the selected action type.

= Select an action type, then click Delete to remove it from the library.

o Caution: When you delete an action from the Action Library, all instances of that action are
also deleted, and all related report data is lost.
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Configuring an action

There are two aspects of fully configuring an action. The first is to create the action itself in
the Action Library dialog or through the Action Builder wizard. The setup consists of:

= Defining the target of the action (for example, a pager or email address)

= Entering the notification variables or program arguments (that specify what
information to report in the action message, or to pass to another program).

After the action is created, the second step is to assign the action or action policy to a device
or active monitor and to link it to a state change (action policies are already linked to a state
change during the policy definition). For more information see:

= Assigning an action to a device (on page 300)
= Assigning an action to an active monitor (on page 301)

= Creating a custom action policy (on page 304)

After the actions have been completely configured, WhatsUp Gold launches the action as
soon as the proper state change is reached.

Using the Beeper Action
The Beeper Action sends a code to a beeper that indicates that a device or service has either

gone down, or has come back up.

To configure a Beeper Action:
1 Go to the Action Library:

=  From the web interface, click GO. The GO menu appears.

= [|f the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

= Select Configure > Action Library. The Action Library appears.
- or -

= From the main menu bar of the console, select Configure > Action Library. The
Action Library appears.

2 Inthe Action Library, do one of the following:
= (Click New, then select Beeper Action.
- or -

= Select an existing Beeper Action, then click Edit.
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The action properties page appears.

@ New Beeper Action |

MName:
|

Description:

|EleeperActi0n

Eeeper number:

Pause after answer (sec): End transmission:
4 i#

Madem setup:

tPrmary v
Up code:

Jo*

Ciown code:

COn passive monitor code:
P2

Becurring action code: OK

|3*%System.NumherofUpDevices*%System.Numherof[ Cancel

3 Enter or select the appropriate information in the following fields.

Name. The name of the action as it appears in the Action Library.

Description. Enter a short description of the action. This is displayed in the Action
Library dialog along with the entry in Name.

Beeper number. Enter the phone number to dial. You can use parentheses to delimit
the area code and a dash to separate the exchange from the extension numbers, for
example: (617) 555-5555.

Pause after answer. Enter a number of seconds the modem should pause before
sending the signal codes once a connection has been made.

End transmission. By default, # is the correct symbol for the end transmission
command. Some international systems require other or additional symbols.

Modem setup. Select either Primary, or one of the Alternate setups. Click Port
Settings to further define your selection. Modem Setup is used specifically to support
different service providers in case you use more than one provider for sending your
beeper notifications. There could also be times you want to change your settings to
meet a specific service provider’s requirements for a specific notification (for example:
a lower baud rate). To do this, you can set up an alternate Modem Setup and associate
this to the notification instead of using your Primary setting.

T Note: Changing the Port Settings for the desired Modem Setup will affect ALL uses of that

setting.

Up code. Specifies the characters sent to the beeper to indicate that the device has
come back up after being down (the default value is 0%).
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= Down Code. Specifies the code sent to indicate the device is down (the default value
is 1%).

= On passive monitor code. Specifies the code sent to indicate that an active monitor
has been received for the device. (Default value is 2*) You can use the asterisk (¥)
character to separate codes from a subsequent message.

= Recurring action code. The percent variables for the action. The default action code
is:

%System.NumberofUpDevices*%System.NumberofDownDevices
4 C(lick OKto save changes.

Using the Log to Text Action

The Log to Text File Action uses Percent Variables to gather information about your network
devices and logs a custom message to a specified text file with the Percent Variable results.
You can specify the name and location of an existing text file or create a new file and location
to which the message will be written.

This action is useful if you would rather receive network messages in a text file that can be
saved, as an alternative to receiving an email or SMS alert.

To configure a Log to Text Action:
1 Go to the Action Library:

=  From the web interface, click GO. The GO menu appears.

= |f the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

= Select Configure > Action Library. The Action Library appears.
- or -

=  From the main menu bar of the console, select Configure > Action Library. The
Action Library appears.

2 Inthe Action Library, do one of the following:
= C(Click New, then select Log to Text.
- or -

= Select an existing Log to Test Action, then click Edit. The action properties page
appears.

3 Specify or select the appropriate information in the dialog fields.
= Specify a Name for the action as it will appear in the Action Library.
= Specify a short Description for the action as it will appear in the Action Library.

= Specify the full path to the Log file to which the text will be written.

¥ Tip: On the console, click the Browse (&) button to browse to the log file.
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Y

Select the Log file write mode. Select Append to have log messages appended to the
Log file. Select Overwrite to have log messages overwrite existing log messages.

Enter the Log Message..that will be written to the log file. This message supports
percent variables. The default log message is:

%Device.ActiveMonitorDownNames is %Device.State on %Device.Type:
%Device.HostName (%Device.Address).

Details:

Monitors that are down include: %Device.ActiveMonitorDownNames
Monitors that are up include: %Device.ActiveMonitorUpNames
Notes on this device (from device property page):
%Device.Notes

This message was logged on %System.Date at %System.Time
Ipswitch WhatsUp Gold

Tip: Right-click in the Log Message field to select the percent variables you would like to use
in the action.

4 C(lick OK to save changes.

Using the Pager Action

The Pager Action sends a user-specified message to a pager.

To configure a Pager Action:
1 Goto the Action Library:

From the web interface, click GO. The GO menu appears.

If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

Select Configure > Action Library. The Action Library appears.
- or -

From the main menu bar of the console, select Configure > Action Library. The
Action Library appears.

2 Inthe Action Library, do one of the following:

Click New, then select Pager Action.
- Or -

Select an existing Pager Action, then click Edit.
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The action properties page appears.

@& Mew Pager Action ===

MName:
|

Description:

|F'agerActi0n
Terminal number:

Terminal password:

Madem setup:

tPrmary v
Protocal:

TAP 4

Pager 1D

3 Enter or select the appropriate information in the following fields.
= Name. Enter an identifying name for this pager action.

= Description. Enter a short description of the action. This is displayed along with the
Names in the Action Library.

= Terminal number. Enter the pager number to dial. Your service provider can provide
you with this number.

= Terminal password. If required, enter the pager password here. This is a password
that is required to log in to some paging services.

= Modem Setup. Select either Primary, or one of the Alternate setups.

= C(Click Port Settings to further define your selection. Modem Setup is used
specifically to support different service providers in case you use more than one
provider for sending your pager notifications. There could also be times you want
to change your settings to meet a specific service provider’s requirements for a
specific notification (for example: a lower baud rate). To do this, you can set up an
alternate Modem Setup and associate this to the notification instead of using your
Primary setting.

T Note: Changing the Port Settings for the desired Modem Setup will affect ALL uses of that
setting.

= Protocol. Select the type of protocol used by your pager service.
= Pager ID. Enter the pager identification number.

= Message. Enter a text message plus any of the percent variable codes used to deliver
WhatsUp Gold information with the page.

4 (lick OK to save changes.
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Using the Program Action

The Program Action runs an executable to perform a specified task.

To configure a Program Action:
1 Go to the Action Library:

=  From the web interface, click GO. The GO menu appears.

= [|f the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

= Select Configure > Action Library. The Action Library appears.
- or -

=  From the main menu bar of the console, select Configure > Action Library. The
Action Library appears.

2 Inthe Action Library, do one of the following:
= (Click New, then select Program Action.
-or-
= Select an existing Program Action, then click Edit.

The action properties page appears.

& New Program Action |

MName:
|

Description:

|F'r0gram Action
Erogram file name:

Working path:

Program arguments:
|

3 Enter or select the appropriate information in the following fields.

= Name. Enter a name for the action you are creating. This is the name that appears in
the Action Library.

= Description. Enter a short description of the action. This is displayed in the Action
Library along with the entry in Name.

= Program filename. Enter or browse to the executable of the application you want to
launch.

=  Working path. Enter or browse to the directory where the working files for the
application are stored. The working path is located on the server where WhatsUp Gold
is running.

= Program arguments. Enter any percent variables you want to pass to the specified
program.
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4 Click OK to save changes.

Using the Active Script Action

The Active Script Action allows you to write VBScript or JScript code to perform a task.

To configure an Active Script Action:
1 Go to the Action Library:

=  From the web interface, click GO. The GO menu appears.

= [If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

= Select Configure > Action Library. The Action Library appears.
- or -

= From the main menu bar of the console, select Configure > Action Library. The
Action Library appears.

2 Inthe Action Library, do one of the following:
=  C(Click New, then select Active Script Action.
-or-
= Select an existing Active Script Action, then click Edit.

The action properties page appears.

@ New Active Script Action [ ==

Name:
|

Description:

|Act|ve script action

Timeout (seconds): Script type:
[10 VBScript v
Seript text:

'Sending log message to the WhataUp Event Viewer

Context.LogMessage "Checking ActionTypeName=" & Context.GetProperty
("ActionTypeName™)

Context .NotifyProgress "Checking ActionIypeName=" + Context.GetProperty
("ActionTypeName™)

'Set the result code of the check (0=Success, l=Error)
Context.SetResult 0, "No error"

Cancel

3 Enter or select the appropriate information in the following fields.
= Name. The name of the action as it appears in the Action Library.

= Description. The description of the action as it appears in the Action Library.
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= Timeout. The amount of time (in seconds) WhatsUp Gold should wait for the action
script to run.

T Note: Though the maximum timeout is 60 seconds, you are highly discouraged from using a
timeout longer than the default of 10 seconds. You are encouraged to use the shortest
timeout possible.

= Script type. Select the scripting language that you want to use to write this active
script (either VBScript or JScript).

= Script text. Write or insert your action code here.

T., Note: We do not recommend that you use percent variables in script text, because they may
resolve to text containing special characters ("' (quotes), " " (double-quotes), % (percent),
new line characters, and the like) that may break your script.

4 Click OK to save changes.

Creating a Service Restart Action

The Service Restart Action stops or restarts a Windows NT system.

To create a Service Restart Action:
1 Go to the Action Library:

=  From the web interface, click GO. The GO menu appears.

= |f the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

= Select Configure > Action Library. The Action Library appears.
- Or -

= From the main menu bar of the console, select Configure > Action Library. The
Action Library appears.

2 Inthe Action Library, do one of the following:
=  (Click New, then select Service Restart Action.
- Or -

= Select an existing Service Restart Action, then click Edit.
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The action properties page appears.

& New Service Restart Action |

MName:
|

Description:

|Sewice Restart Action
Host:

User name: (domain\usemame)

Password:

Service:

Command:
St v

3 Setthe appropriate options.

Name. Enter the name of the action as you would like it to appear in the Action
Library.

Description. Enter a short description of the action. This is displayed in the Action
Library along with the entry Name.

Host. Click the browse button to select the desired host from your Network
Neighborhood.

User name (domain\username). Enter a user login to use with this monitor. In order
to monitor the service on another machine, the WinEvent monitor has to be
configured with the correct user name and password and a user account that belongs
to the administrators group on the remote machine. If a domain account is used, then
the expected user name is domain\user. If the device is on a workgroup, there are two
possible user names: workgroup name\user or machine name\user. No user name and
password is needed for local services (services on the machine where WhatsUp Gold is
running).

Password. Enter the password for the login used above.

To monitor NT services on a XP machine with an account that has empty password,
the XP's Local Security Settings might have to be modified:

From Administrative tools > Local Security Settings, select Security Settings >
Local Policies > Security Options. Next, right click on Account: Limit local account
use of blank passwords to console logon only, then click Properties, and select
Disable.

Service. Click the browse (...) button to select the desired service associated with your
host.

Command. Use the list box to select either Start or Stop, depending on whether you
want the associated alert to Start or Stop the service you have selected.

4 (lick OK to save this action. The action now appears in the Action Library.
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5 Assign the action to a device or a monitor. For more information, see Assigning an action
to a device (on page 300) or Assigning an action to a monitor (on page 301).

Using the SMS Action

The SMS Action sends a Short Message Service (SMS) notification to a pager or cell phone
using an email gateway or dial-up modem. An SMS Action can also be used as an SMS
notification in the WhatsUp Gold Alert Center. While you can configure this action on both
the console and web interface, you can only configure the Alert Center notification message
on the web.

Configuring an SMS Action on the console

To configure an SMS Action on the console:

1 From the main menu bar of the console, select Configure > Action Library. The Action
Library appears.

2 Inthe Action Library, do one of the following:
= (Click New, then select SMS Action.
-or-
= Select an existing SMS Action, then click Edit.

The action properties page appears.
3 Enter or select the appropriate information in the following fields.

= Name. Enter a unique display name to identify the SMS notification.

= Description. Enter a short description of the action. This is displayed in the Action
Library along with the entry in Name.

= Country. Using the list box, select the country for the SMS provider.

= Provider. Using the list box, select the desired provider.

T Note: If the provider list is incomplete and/or incorrect, you can click the Providers button
to add, edit, or delete providers in this list.

= Mode. Either Email or Dialup, depending on how the Provider was created in the
system.

= Email to. If the connection setting is Email, enter the email address of the SMS device.

= Phone Number. If the connection setting is Dialup, enter the phone number to call
with the message. You can enter multiple phone numbers, separated by a comma.
There is a 2,000 character limit in this field, so you can enter many numbers.

T., Note: Non-numeric characters such as "-" and "." will be ignored.

= Message. Enter a text message plus any desired percent variable codes. Keep in mind
that if you use percent variables, this will greatly increase the character count.
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.‘T Note: If the message exceeds 140 characters, the message will be broken into up to 3 parts
and will be sent as separate messages ("1 of 3", "1 of 2", etc.).

4 Click OK to save changes.
Configuring an SMS Action on the web

To configure an SMS Action on the web interface:
1 From the web interface, click GO. The GO menu appears.

If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

2 Select Configure > Action Library. The Action Library appears.
3 Inthe Action Library, do one of the following:

= (Click New, then select SMS Action.
- Or -
= Select an existing SMS Action, then click Edit.

The action properties page appears.
4 Enter or select the appropriate information in the following fields.

= Name. Enter a unique display name to identify the SMS notification.

= Description. Enter a short description of the action. This is displayed in the Action
Library along with the entry in Name.

= Country. Using the list box, select the country for the SMS provider.

= Provider. Using the list box, select the desired provider.

T Note: If the provider list is incomplete and/or incorrect, you can click the Providers button
to add, edit, or delete providers in this list.

= Mode. Either Email or Dialup, depending on how the Provider was created in the
system.

= Email to. If the connection setting is Email, enter the email address of the SMS device.

= Phone Number. If the connection setting is Dialup, enter the phone number to call
with the message. You can enter multiple phone numbers, separated by a comma.
There is a 2,000 character limit in this field, so you can enter many numbers.

T., Note: Non-numeric characters such as "-" and "." will be ignored.

5 The New/Edit SMS Action dialog contains two tabs. Select a tab to configure message
settings.
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The Message tab contains options pertaining to the message sent as the result of an
active or passive monitor.

Enter a text message plus any desired percent variable codes. Keep in mind that if you
use percent variables, this will greatly increase the character count.

Note: If the message exceeds 140 characters, the message will be broken into up to 3 parts
and will be sent as separate messages ("1 of 3", "1 of 2", etc.).

Tip: Click Mobile Device Status to insert a link to the device status in the message

The Alert Center Message tab contains options pertaining to the message that is to
be sent from an WhatsUp Gold Alert Center notification.

Enter a text message plus any desired percent variable codes. Keep in mind that if you
use percent variables, this will greatly increase the character count.

Tip: To enter Alert Center percent variables, right click inside the message box.

Note: If the message exceeds 140 characters, the message will be broken into up to 3 parts
and will be sent as separate messages ("1 of 3", "1 of 2", etc.).

6 Click OKto save changes.

Using the SMS Direct Action

The SMS Direct Action send SMS messages directly through an SMS modem, unlike SMS
actions, which use email gateways or dial-up modemes. If you want to send an SMS message
and do not have an SMS modem, see Creating an SMS Action (on page 276).

To configure an SMS Direct Action:
1 Go to the Action Library:

From the web interface, click GO. The GO menu appears.

If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

Select Configure > Action Library. The Action Library appears.
- or -

From the main menu bar of the console, select Configure > Action Library. The
Action Library appears.

2 Inthe Action Library, do one of the following:

Click New, then select SMS Direct.
- or -

Select an existing SMS Direct Action, then click Edit.
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The action properties page appears.

& New SMS Direct Action |

MName:
Description:
|SMS Direct GMS Modem Action

Phone Number:

COM Port:
COM1 v
Message:

EDevice.Type is %Device.S5tate on %
Device.HostHame (%Device.Rhddress).

Meszsage sent on %¥5ystem.Date at %
System.Time

3 Enter or select the appropriate information in the following fields.

Name. Enter a name for this notification. This name is for your reference only and will
never be displayed to the notification recipient.

Description. Enter or modify the description. This description appears in the Action
Library and is for your reference only.

Phone number. Enter the cell phone number(s) of the intended SMS message
recipients. You can enter multiple phone numbers, separated by a comma. For
example: 555-555-5555, 55 555 55 55 55, (555) 555 5555

Note: All non-numeric characters other than the comma, such as "-"and ".", will be ignored.

There is a 2,000 character limit in this field, so you can enter many numbers.

COM Port. Select the COM port you want to use with this notification.

Note: The list displays all ports associated with the GSM modem, including virtual and hard-
wired, serial ports. You must select the port that is assigned to the modem in the Windows
Device Manager.

Message. Enter the text message you want to send with this notification plus any
desired percent variable codes. Keep in mind that if you use percent variables, this will
greatly increase the character count.

Note: If the message exceeds 140 characters, the message may be broken into up to 3 parts
and will be sent as separate messages ("1 of 3", "1 of 2", etc.), each message containing up to
140 characters, for a total of up to 420 characters. Spaces are counted in the total number of
characters.

4 Click OK to save changes.
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Configuring an SMS Direct Action on the console

To configure an SMS Direct Action on the console:

1

From the main menu bar of the console, select Configure > Action Library. The Action
Library appears.

In the Action Library, do one of the following:

Click New, then select SMS Direct.
- or -
Select an existing SMS Direct Action, then click Edit.

The action properties page appears.

Enter or select the appropriate information in the following fields.

Name. Enter a name for this notification. This name is for your reference only and will
never be displayed to the notification recipient.

Description. Enter or modify the description. This description appears in the Action
Library and is for your reference only.

Phone number. Enter the cell phone number(s) of the intended SMS message
recipients. You can enter multiple phone numbers, separated by a comma. For
example: 555-555-5555, 55 555 55 55 55, (555) 555 5555

Note: All non-numeric characters other than the comma, such as "-" and ".", will be ignored.

There is a 2,000 character limit in this field, so you can enter many numbers.

COM Port. Select the COM port you want to use with this notification.

Note: The list displays all ports associated with the GSM modem, including virtual and hard-
wired, serial ports. You must select the port that is assigned to the modem in the Windows
Device Manager.

Message. Enter a text message plus any desired percent variable codes. Keep in mind
that if you use percent variables, this will greatly increase the character count.

Note: If the message exceeds 140 characters, the message will be broken into up to 3 parts
and will be sent as separate messages ("1 of 3", "1 of 2", etc.).

Tip: Click Mobile Device Status to insert a link to the device status in the message

4 Click OK to save changes.
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Configuring an SMS Direct Action on the web

To configure an SMS Direct Action on the web:

1 From the web interface, click GO. The GO menu appears.

If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

2 Select Configure > Action Library. The Action Library appears.
3 Inthe Action Library, do one of the following:

Click New, then select SMS Direct Action.
- Or -
Select an existing SMS Direct Action, then click Edit.

The action properties page appears.

4 Enter or select the appropriate information in the following fields.

I

I

Name. Enter a name for this notification. This name is for your reference only and will
never be displayed to the notification recipient.

Description. Enter or modify the description. This description appears in the Action
Library and is for your reference only.

Phone number. Enter the cell phone number(s) of the intended SMS message
recipients. You can enter multiple phone numbers, separated by a comma. For
example: 555-555-5555, 55 555 55 55 55, (555) 555 5555

Note: All non-numeric characters other than the comma, such as "-"and ".", will be ignored.

There is a 2,000 character limit in this field, so you can enter many numbers.

COM Port. Select the COM port you want to use with this notification.

Note: The list displays all ports associated with the GSM modem, including virtual and hard-
wired, serial ports. You must select the port that is assigned to the modem in the Windows
Device Manager.

5 The New/Edit SMS Direct Action dialog contains two tabs. Select a tab to configure
message settings.

The Message tab contains options pertaining to the message sent as the result of an
active or passive monitor.

= Enter a text message plus any desired percent variable codes. Keep in mind that if
you use percent variables, this will greatly increase the character count.
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Note: If the message exceeds 140 characters, the message may be broken into up to 3 parts
and will be sent as separate messages ("1 of 3", "1 of 2", etc.), each message containing up to
140 characters, for a total of up to 420 characters. Spaces are counted in the total number of
characters.

The Alert Center Message tab contains options pertaining to the message that is to
be sent from an WhatsUp Gold Alert Center notification.

= Enter a text message plus any desired percent variable codes. Keep in mind that if
you use percent variables, this will greatly increase the character count.

The Message tab contains options pertaining to the message sent as the result of an
active or passive monitor.

= Enter a text message plus any desired percent variable codes. Keep in mind that if
you use percent variables, this will greatly increase the character count.

Note: If the message exceeds 140 characters, the message may be broken into up to 3 parts
and will be sent as separate messages ("1 of 3", "1 of 2", etc.), each message containing up to
140 characters, for a total of up to 420 characters. Spaces are counted in the total number of
characters.

The Alert Center Message tab contains options pertaining to the message that is to
be sent from an WhatsUp Gold Alert Center notification.

= Enter a text message plus any desired percent variable codes. Keep in mind that if
you use percent variables, this will greatly increase the character count.

Tip: To enter Alert Center percent variables, right click inside the message box.

Note: If the message exceeds 140 characters, the message will be broken into up to 3 parts
and will be sent as separate messages ("1 of 3", "1 of 2", etc.).

6 Click OK to save changes.
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Using the SSH Action

This action connects to remote devices via SSH to execute commands or scripts.

To configure an SSH Action:
1 Go to the Action Library:

From the web interface, click GO. The GO menu appears.

If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

Select Configure > Action Library. The Action Library appears.
- or‘ -

From the main menu bar of the console, select Configure > Action Library. The
Action Library appears.

2 Inthe Action Library, do one of the following:

Click New, then select SSH Action.
- Or -

Select an existing SSH Action, then click Edit.

3 Enter or select the appropriate information in the following fields.

Name. Enter a name for the action. This name is displayed in the Action Library.

Description. Enter a short description for the action. This description is displayed next
to the action name in the Action Library.

IP address. Enter the IP address of the device to which you want to connect using
SSH.

Note: You can enter %Device.Address into the IP Address field, however, an SSH action
that doesn't specify a specific IP address in this field is not available in the Recurring Actions
wizard.

Command to run. Enter the command to be ran and executed on the remote device.
This command can be anything that the device can interpret and run; for example, a
basic Unix command or a Perl script.

Note: If you create a script to run on the remote device, the script must be developed,
tested, and/or debugged on the remote machine. WhatsUp Gold does not support
manipulation of the remote script.
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4 Click OK to return to the action properties dialog.
5 Click OK to save changes.

Using the Email Action

SSH credential. Select the appropriate SSH credential that WhatsUp Gold will use to
connect to the remote device. If you select Use the device SSH credential, WhatsUp
Gold uses the SSH credential assigned to the device for which the IP address is listed
above. If the appropriate SSH credential is not listed, or the device has no SSH
credentials assigned, browse (...) to the WhatsUp Gold Credentials Library to configure
a set of credentials.

The Email Action sends an SMTP mail message to a specific email account. An Email Action

can also be used as an email notification in the WhatsUp Gold Alert Center. While you can

configure this action on both the console and web interface, you can only configure the Alert

Center notification message on the web.

Configuring an Email Action on the console.

To configure an Email Action on the WhatsUp Gold console:

1 Go to the Action Library:

From the main menu bar of the console, select Configure > Action Library. The Action

Library appears.

2 Inthe Action Library, do one of the following:

Click New, then select Email Action.

-0or-

The action properties page appears.

Select an existing Email Action, then click Edit.

& Mew Email Action

Marne:

Description:

|E—mai| Action

SMTP Server:

Bort: Timeout (sec):
125 |5

hail to:

[[] SMTP server requires authentication

Username:

Password:

[ Use an encrypted connection (SSLTLS)

=)

bdail Content...
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Enter or select the appropriate information in the following fields.

Name. Enter a unique name for this action.

Description. Enter a short description of the action. This is displayed in the Action
Library along with the entry in Name.

SMTP Mail Server. Enter the IP address or Host (DNS) name of your email server
(SMTP mail host).

Port. Enter the port number on which the SMTP server is installed.

Timeout. Enter the amount of time (in seconds) to wait for user authentication on the
SMTP server. The authentication fails if this time limit is exceeded.

Mail To. Enter the email addresses to which you want to send the alert. Email
addresses must be fully qualified. You can enter two addresses, separated by commas
(but no spaces). The address should not contain brackets, braces, quotes, or
parentheses.

Mail From. Enter the email address that will appear in the From field of the email that
is sent by the Email action.

SMTP server requires authentication. Check this option if your SMTP server uses
authentication. This enables the Username and Password fields.

The Email action supports three authentication types:

=  CRAM-MD5
= Jogin
= plain

The authentication type is not configurable. It is negotiated with the SMTP server
automatically.

Username. Enter the username to be used with SMTP authentication.
Password. Enter the password of the username to be used with authentication.

Use an encrypted connection (SSL/TLS). Check this option if your SMTP server
requires the data to be encrypted over a TLS connection (formerly known as SSL).

Click Mail Content. Enter the content of the email alert.

Subject. Enter a text message or edit the default message. You can use percent
variable codes to display specific information in the subject.

Message body. Enter a text message or edit the default message. You can use
percent variable codes to display specific information in the message body.

Click OK to save changes.
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Configuring an Email Action on the web interface

To configure an Email Action/Alert Center Notification on the WhatsUp Gold web
interface:

1 Go to the Action Library:
=  From the web interface, click GO. The GO menu appears.

= [If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

= Select Configure > Action Library. The Action Library appears.
2 Inthe Action Library, do one of the following:

= Click New, then select Email Action.
- or -
= Select an existing Email Action, then click Edit.

The action properties page appears.
3 Enter or select the appropriate information in the following fields.

= Specify a Name for the action as it will appear in the Action Libary.

= Enter a short Description for the action. This description is displayed next to the
action's name in the Action Library.

= Tip: The New/Edit Email Action dialog contains three tabs. Select a tab to specify the
appropriate tab-specific action settings.

The Configuration tab contains options pertaining to the action email's destination:

= SMTP Mail Server. Enter the IP address or Host (DNS) name of your email server
(SMTP mail host).

= Port. Enter the port number on which the SMTP server is installed.

= Timeout. Enter the amount of time (in seconds) to wait for user authentication on the
SMTP server. The authentication fails if this time limit is exceeded.

= Mail To. Enter the email addresses to which you want to send the alert. Email
addresses must be fully qualified. You can enter two addresses, separated by commas
(but no spaces). The address should not contain brackets, braces, quotes, or
parentheses.

= Mail From. Enter the email address that will appear in the From field of the email that
is sent by the Email action.
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= SMTP server requires authentication. Check this option if your SMTP server uses
authentication. This enables the Username and Password fields.

The Email action supports three authentication types:

= CRAM-MD5
= Jogin
= plain

The authentication type is not configurable. It is negotiated with the SMTP server
automatically.

= Username. Enter the username to be used with SMTP authentication.
= Password. Enter the password of the username to be used with authentication.

= Use an encrypted connection (SSL/TLS). Check this option if your SMTP server
requires the data to be encrypted over a TLS connection (formerly known as SSL).

The Mail Content tab contains options pertaining to the message sent as the result
of an active or passive monitor.

= Subject. Enter a text message or edit the default message. You can use percent
variable codes to display specific information in the subject.

= Message body. Enter a text message or edit the default message. You can use
percent variable codes to display specific information in the message body.

¥ Tip: You can add a link to either or both the Device Status and Mobile Device Status
reports by clicking the appropriate button.

The Alert Center Settings tab contains options pertaining to the message that is to
be sent from an WhatsUp Gold Alert Center notification.

= Alert Center Message Subject. Enter a subject for the message. This text appears as
the subject in the email that is sent by the Alert Center notification. This subject can
include percent variables.

= Tip: To include Alert Center percent variables, right click inside the above field.

Alert Center Link

Select Include hyperlink to Alert Center in the email content to have a link to the
Alert Center home page appear in the email message that is sent by the Alert Center
notification.

= Select to use either HTTP or HTTPS in the link address.

= Select to either Use dynamic address or Use static hostname or IP address. If
you select to use the dynamic address, WhatsUp Gold automatically renders the
hostname or IP address at the time the action runs.

= Specify the Hostname or IP address to include in the link address.
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= Specify the specific Port to include in the link address.

@ Important: The address you enter here must be the exact address of the Alert Center home
page to which you want to connect. Verify the address and enter its exact contents in the
above options.

4 Click OK to save changes.

Using an SNMP Set Action

This action sends an SNMP Set to a device in order to change a specific SNMP action. You can
configure SNMP Set Actions perform a number of tasks, including rebooting a device,
changing the state of a network remotely, disabling or enabling a device feature, etc.

The SNMP Set Action can use any SNMP credential defined in the WhatsUp Gold Credential
Library and supports all types of writable objects (strings, integers, timeticks, etc.).

If the action's operation fails, errors are reported to the Action Log.

To create an SNMP Set Action:
1 Go to the Action Library:

= From the web interface, click GO. The GO menu appears.

= |f the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

= Select Configure > Action Library. The Action Library appears.
- or -

=  From the main menu bar of the console, select Configure > Action Library. The
Action Library appears.

2 Inthe Action Library, do one of the following:
= Click New, then select SNMP Set Action.
-or-
= Select an existing SNMP Set Action, then click Edit.
= The action properties page appears.
3 Enter or select the appropriate information in the following fields.

= Name. Enter a name for the monitor. This name is displayed in the Active Monitor
Library.

= Description. Enter a short description for the monitor. This description is displayed
next to the monitor name in the Active Monitor Library.

= |P address. Enter the IP address or hostname of the device to which the action to
send the SNMP Set.

= SNMP Credential. Select the SNMP credential that the action is to use. This list is
populated with credentials currently configured in the Credentials Library.
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Object Identifier. Enter the object identifier (OID) that the action is to use.
Instance. Enter the instance that coincides with the OID that the action is to use.

Tip: You can browse (...) to select both the OID and instance.

Type. Select the type of written object the action is to use.

Value. Enter a value for the type you have selected.

Note: The action only allows you to set one value at a time.

1 Click OK to save this action. The action now appears in the Action Library.

2 Assign the action to a device or a monitor. For more information, see Assigning an action
to a device (on page 300) or Assigning an action to a monitor (on page 301).

Using the Syslog Action

The Syslog Action sends a message to a host that is running a syslog server.

To configure a Syslog Action:
1 Go to the Action Library:

From the web interface, click GO. The GO menu appears.

If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

Select Configure > Action Library. The Action Library appears.
- or -

From the main menu bar of the console, select Configure > Action Library. The
Action Library appears.

2 Inthe Action Library, do one of the following:

Click New, then select Syslog Action.
- or -
Select an existing Syslog Action, then click Edit.

The action properties page appears.

& New Syslog Action |
MName:
Description:
|Sys|0g Action
Syslog server: Port:
| 514
Message: OK
| Cancel

289



Using WhatsUp Gold 14.4

3

Enter or select the appropriate information in the following fields.

Name. Enter a name for the action. This will appear in the Action Library.

Description. Enter a short description of the action. This is displayed in the Action
Library along with the entry in Name.

Syslog Server. Enter the IP address of the machine that is running the Syslog serve

r.

Port. Enter the UDP port that the Syslog listener is listening on. The default port is 514.

Message. Enter a text message to be sent to the Syslog server. This message may

include notification variables. The Syslog message box limits input to 511 characters.

If notification variables are used, then the message that actually gets sent will be

limited to 1023 bytes, in order to comply with the Syslog protocol. Non-visible ASCII

characters such as tabs and linefeeds will be replaced by space characters.

4 Click OK to save changes.

Using a Text-to-Speech Action

The Text-To-Speech Action sends a text-to-speech notification to a specified computer.

T Note: The Desktop Actions application must be running for the Sound and Text-to-Speech

I

actions to work. For more information, see About the Task Tray and Desktop Actions
applications (on page 20).

Note: If you want to bring the text-to-speech action sound to a Windows 2003 or Windows
2008 server class remote desktop (RDP) system, you need to enable audio mapping for the
remote system's Terminal Services Configuration.

1. In Windows, click Start > Run, in the Run dialog enter TSCC.msc, then click OK.

2. In the Connections folder, double-click RDP-tcp. The RDP-TCP Properties dialog appears.
3. Select the Client Settings tab, then click to clear the Audio Mapping check box.

When enabled, the text-to-speech action sound will only play on the remote desktop system.

To configure a Text-to-Speech Action:

1

Go to the Action Library:

From the web interface, click GO. The GO menu appears.

If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO

menu appears.
Select Configure > Action Library. The Action Library appears.
- or -

From the main menu bar of the console, select Configure > Action Library. The
Action Library appears.
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2 Inthe Action Library, do one of the following:
= (Click New, then select Text-to-Speech Action.
-or-
= Select an existing Text-to-Speech Action, then click Edit.

The action properties page appears.

@ New Text to Speech Action |

MName:
|

Description:

|Text to speech action

Speak Rate:

0 v
Volume:

50 v

Message:

3 Enter or select the appropriate information in the following fields.
= Name. Enter a unique name for this action.

= Description. Enter a short description of the action. This is displayed in the Action
Library along with the entry in Name.

= Speak Rate. Select how fast the voice speaks the message.
= Volume. Select the volume of the message.

= Message. Enter any text message you want audibly repeated. Your own text can be
used in addition to percent variables.

4 Click OK to save changes.
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Using the Web Alarm Action
The Web Alarm action sounds an alarm by playing sound file on the WhatsUp Gold console.
On the WhatsUp Gold web interface, when Web Alarms are enabled and a device or a state

change occurs, a window pops up and an audible alarm sounds. In the Web Alarm popup
window, the current Web Alarms are listed. You can mute or dismiss these alarms.

L1 Note: In previous versions of WhatsUp Gold, the Web Alarm Action was included in the
Implicit Action Policy. This is no longer true in WhatsUp Gold v14 and later.

To configure a Web Alarm Action:
1 Go to the Action Library:

=  From the web interface, click GO. The GO menu appears.

= If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

= Select Configure > Action Library. The Action Library appears.
- Or -

= From the main menu bar of the console, select Configure > Action Library. The
Action Library appears.

2 Inthe Action Library, do one of the following:
= Click New, then select Web Alarms Action.
- Or -

Select an existing Web Alarms Action, then click Edit. The Action Properties page
appears.

@ New Web Alarm Action |

MName:
|

Description:
|Web Alarm Action

Message:

[ Play Sound

Sound file name:
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3 Enter or select the appropriate information in the following fields.
= Name. The name identifies the Web Alarm action in the Action Library list.

= Description. A short description of the action. The description appears in the Action
Library list.

= Message. Enter a short message to send to the visual cue part of the Web Alarm in the
web interface. You can use percent variable codes to display specific information in
the message body.

* Play Sound. Select this option to play the sound file whenever a web alarm action is
fired. Clear this option to only have the visual cue appear in the Web Interface.

= Sound file name. Select a sound file that has been installed in your \Program
Files\Ipswitch\WhatsUp\HTML\1033\NMconsole\WebSounds directory. Custom
sounds added to this directory appear in the drop-down list.

.‘T Note: For Web Alarms to work properly, your browser must support embedded sound files.

4 Click OK to save changes.

The Web Alarm popup window

When a Web Alarm Action is fired, and you are logged in to the WhatsUp Gold web interface,
the Web Alarm popup box appears in your browser. From here, you dismiss one or all of the
alarms listed. You can also mute them. Muting an alarm leaves the alarm listed, but stops the
alarm from sounding.

T Note: You cannot disable Web Alarms from the popup window.

.‘T.' Note: If there are web alarms in the list with different sounds configured for each, the oldest
web alarm's sound takes priority. To hear a new or different sound for a web alarm, dismiss
the previous web alarm from the list.

If you'd like more information on one of the devices listed in the popup window, you can
double-click the device to bring up its Device Status Workspace.

T Note: In order for a WhatsUp Gold user to view the Web Alarm popup window and hear the
alarm that sounds, a user account must have the Manage Devices user right enabled. For
more information, see About user rights (on page 77).

Enabling and disabling Web Alarms

While you can mute and dismiss Web Alarms from the Web Alarms popup window, you
cannot disable, or turn them off, from here. Instead, you enable and disable Web Alarms on
the web interface on the User Preferences dialog (Select GO. From the WhatsUp section,
select Configure > Preferences). Also from the User Preferences dialog, you can adjust the
Web Alarms refresh interval. The refresh interval indicates the number of seconds WhatsUp
Gold waits until checking for new Web Alarms.
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By default, Web Alarms are enabled on the web interface with a refresh interval of 120
seconds.

Accessing Web Alarms on the web interface

There are two places users can access Web Alarms from the WhatsUp Gold web interface:
The Web Alarm window. This appears when Web Alarms are enabled and a Web Alarm Action

is fired. You can also access this window by selecting GO, then from the WhatsUp section,
selecting Devices > Web Alarms.

The Web Alarm workspace report. This is a default workspace report located on the Problem
Areas 1 workspace view of the Home Workspace.

Another way of listing and accessing your network's Web Alarms is creating a Dynamic Group
which lists all of the current Web Alarms. For more information on Dynamic Groups in
WhatsUp Gold, please see Using Dynamic Groups.

Using the Windows Event Log Action

The Windows Event Log Action uses Percent Variables to gather information about your
network devices and logs messages to the Windows Event Viewer dependent on the Percent
Variable results. You can select to have messages logged as error, warning, or informational
messages. You can easily sort messages in the Windows Event Viewer by the source that you
specify in the action.

This action is useful to use if you typically check the Windows Event Viewer for network
messages, as an alternative to receiving an email or SMS alert.

To configure a Windows Event Log Action:
1 Go to the Action Library:

=  From the web interface, click GO. The GO menu appears.

= [|f the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

= Select Configure > Action Library. The Action Library appears.
- or -

= From the main menu bar of the console, select Configure > Action Library. The
Action Library appears.

2 Inthe Action Library, do one of the following:
=  Click New, then select Windows Event Log.
- or -

= Select an existing Windows Event Log Action, then click Edit. The action properties
page appears.
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3 Specify or select the appropriate information in the dialog fields.
= Specify a Name for the action as it will appear in the Action Library.
= Specify a short Description for the action as it will appear in the Action Library.

= Specify the Source for the messages that are logged to the Windows Event Viewer.
The default source is the Ipswitch WhatsUp Log Action.

= Specify the Event ID for the messages that are logged to the Windows Event Viewer.
The default event ID is 1000, the WhatsUp engine event ID.

= Select the Level for which messages are logged to the Windows Event Viewer. You
can select either Error, Warning, or Information. The default level is Error.

= Enter the Log Message that will display in the Windows Event Viewer. This message
supports percent variables. The default log message is:
%Device.ActiveMonitorDownNames is %Device.State on %Device.Type:
%Device.HostName (%Device.Address).

Details:

Monitors that are down include: %Device.ActiveMonitorDownNames
Monitors that are up include: %Device.ActiveMonitorUpNames
Notes on this device (from device property page):
%Device.Notes

This message was logged on %System.Date at %System.Time
Ipswitch WhatsUp Gold

4 Tip: Right-click in the Log Message field to select the percent variables you would like to use
in the action.

4 (lick OK to save changes.
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Using the WinPopup Action

the WinPop Action displays a user-specified message in a pop-up window on a Windows NT

system.

To configure a WinPopup Action:
1 Go to the Action Library:

From the web interface, click GO. The GO menu appears.

If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

Select Configure > Action Library. The Action Library appears.
- or -

From the main menu bar of the console, select Configure > Action Library. The
Action Library appears.

2 Inthe Action Library, do one of the following:

Click New, then select WinPopup Action.
- or -
Select an existing WinPopup Action, then click Edit.

The Action Properties page appears.

@ Mew WinPopup Action ===

MName:
I

Description:

|Winp0pup Action

Diestination:

Message:

3 Enter or select the appropriate information in the following fields.

Name. Enter an identifying name for this winpop action.

Description. Enter a short description of the action. This is displayed in the Action
Library along with the entry in Name.

Destination. Specify the Windows NT host or domain that you want to receive this
notification.

Message. Enter a text message using percent variables if needed.
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= Refresh. Click this button to refresh the Destination list. This populates the list with
all of the targets you can choose in which to send a winpop action.

4 (lick OK to save changes.

About Percent Variables

Percent variables allow you to customize the message notification sent from an action.

These variables can be used in all of the WhatsUp Gold actions, though we do not
recommend that you use them in the Active Script Action, as they may cause the action's

code to break.

Percent Variables

You can customize an action's message by adding any of the percent variables in the

following table.

T Note: We do not recommend that you use percent variables in script text (Active Script

Action), because they may resolve to text containing special characters (' ' (quotes),

(double-quotes), % (percent), new line characters, and the like) that may break your script.

Active Monitor Variables

Description

%ActiveMonitor.Argument

SNMP instance number. This is only used when an
action is associated directly with an active monitor,
and not the device as a whole.

%ActiveMonitor.Comment

The human readable name that coincides with the
network switch. This is only used when an action is
associated directly with an active monitor, and not
the device as a whole.

%ActiveMonitor.Name

The name of the active monitor that fired an action.
This is only used when an action is associated
directly with an active monitor, and not the device as
awhole.

%ActiveMonitor .NetworklInterfaceAddress

IP address for the network interface. This is only used
when an action is associated directly with an active
monitor, and not the device as a whole.

%ActiveMonitor.Payload

The payload returned by a WMI, Exchange, SQL,
SNMP or Active Script active monitor. This is only
used when an action is associated directly with an
active monitor and not the devices as a whole.

For Active Script Active Monitors, the payload is the
text that is passed to the SetResult() methodin
the script.
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Active Monitor Variables

Description

%ActiveMonitor.State

The Current status of the monitor, such as "Down at
least 5 min." This is only used when an action is
associated directly with an active monitor, and not
the device as a whole.

Device Variables

Description

%Device.ActiveMonitorDownNames

List of down services using the abbreviated name if
available.

%Device.ActiveMonitorUpNames

Full service names of all UP monitored services on a
device.

%Device.Address

IP address (from device properties).

%Device.Attribute. [Attribute
Name]

Returns an attribute from the SNMP information available
for the device, such as the Contact name. To specify the
attribute, append the category name (listed below) to the
end of the variable. For example:

%Device .Attribute.Contact, returns the contact
name.

Default categories:

- * Returns all attributes

-Info1. Upgrade path from v8

- Info2. Upgrade path from v8

- Contact. Contact information from SNMP

- Location. Location information from SNMP

- Description. Description information from SNMP

- Custom. If you have created a custom attribute you can
use the name of that custom attribute in the percent
variable.

Example:

%Device.Attribute.Phone
%Device.Attribute.RackPosition

To avoid an error, always place a space or line break after
the attribute name.

%Device.DatabaselD

Returns the database ID of a device.

%Device.DisplayName

Display Name (from General of device properties)

%Device.HostName

Host Name (from General of device properties)

%Device.Notes

Notes. (Notes are from the device properties Notes)

%Device.SNMPOid

SNMP Object identifier.

298




Using WhatsUp Gold 14.4

Device Variables

Description

%Device.State

The state's description (such as "Down at least 2 min" or
"Up at least 5 min")

%Device.Status

This shows the name of the active monitor, preceded by
the device state id : 10|DNS

%Device.Type

Device Type (from General of device properties)

Passive Monitor Variables

Description

Y%PassiveMonitor DisplayName

The name of the monitor as it appears in the Passive
Monitor Library.

Y%PassiveMonitor.LoggedText

Detailed Event description. (SNMP traps - Returns
the full SNMP trap text.) (Windows Log Entries -
Returns information contained in the Windows
Event Log entries.) (Syslog Entries - Returns the text
contained in the Syslog message.)

Y%PassiveMonitor.Payload.*

Payload generated by a passive monitor.

Y%PassiveMonitor.Payload.EventType

The type of passive monitor (Syslog, Windows Event,
or SNMP Trap)

Y%PassiveMonitor.Payload.LogicalSource

Shows the device's logical IP address.

Y%PassiveMonitor .Payload.PhysicalSource

Shows the device's physical IP address.

System Variables

Description

%System.Date

The current system date. Configure the date format in
Regional Options (from Program Options)

%System._DisplayNamesDownDevices

Display names of devices with down monitors

%System.DisplayNamesDownMonitors

Shows the name of a device and each monitor that is
down on that device. The format of the response is 'device
name"'monitor 1','monitor 2',"..."

Example: ARNOR: FTP, HTTPS, Ping

%System.DisplayNamesUpDevices

Display names of up devices

%System._DisplayNamesUpMonitors

Shows the name of a device and each monitor that is up
on that device. The format of the response is 'device
name"'monitor 1','monitor 2',"...

Example: ARNOR: FTP, HTTPS, Ping

%System. Instal IDir

Displays the directory on which WhatsUp Gold is installed

%System.NumberofDownDevices

Number of down devices on your network

%System.NumberOfDownMonitors

Shows the number of down monitors on your network

%System._NumberofUpDevices

Number of up devices on your network
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System Variables Description

%System.NumberOfUpMonitors Shows the number of up monitors on your network

%System.Time The current system time. The format is hh:mm:ss
Testing an action

After you create an action, you can test it to make sure it works properly.

To test an action:

1 Select Configure > Action Library. The Action Library appears.
2 Inthe Action Library, select the action you want to test.
3 Click Test.
4 Review the action in the Action Progress dialog.
Assigning an action

After you configure an action in the Action Library, you must add it to the individual devices
and monitors for which you want to receive notifications or related tasks performed.

You can assign one or more individual actions to a device, or an instance of an active or
passive monitor assigned to a single device.

L=

Note: When you assign an action to a device or monitor, an instance of that action is added
to the device or monitor. Changes that you make to the action's configuration via the Action
Library affect all instances of that action. For example, if you assign an action to four separate
devices and then make changes from the Action Library, all four instances of that action
adopt the changes.

Assigning an action to a device

To assign an action to a device:

1

[V, ]

In the Device or Map View, right-click a device, then select Properties. The Device
Properties dialog appears.

Click Actions. The Device Properties - Actions dialog appears; the Apply individual
actions option is selected by default.

Click Add. The Action Builder appears; you can choose to add an action from the Action
Library, or create a new action.

Follow the directions in the Action Builder wizard.
At the end of the wizard, click Finish to add the action to the monitor.
On the Device Properties dialog, click OK to save changes.
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Assigning an action to an active monitor

As you configure active monitors for a device, you have the opportunity to assign actions,
however it is not require that you assign them at that time. If you decide to assign an action
to the monitor at a later time, you can do so through the device's Properties.

To assign an action to an active monitor:

1

5
6
7

In the Device or Map View, right-click a device, then select Properties. The Device
Properties dialog appears.

Click Active Monitors. The Device Properties - Active Monitors dialog appears.

Select the monitor to which you would like to assign an action, then click Edit. The
monitor properties dialog appears; the Apply individual actions option is selected by
default.

Click Add. The Action Builder appears; you can choose to add an action from the Action
Library, or create a new action.

Follow the directions in the Action Builder wizard.
At the end of the wizard, click Finish to add the action to the monitor.
On the Device Properties dialog, click OK to save changes.

Assigning an action to a passive monitor

As you configure passive monitors for a device, you have the opportunity to assign actions,
however it is not require that you assign them at that time. If you decide to assign an action
to the monitor at a later time, you can do so through the device's Properties.

To assign an action to a passive monitor:

1

w

N OO un b

In the Device or Map View, right-click a device, then select Properties. The Device
Properties dialog appears.

Click Passive Monitors. The Device Properties -Passive Monitors dialog appears.

Select the monitor to which you would like to assign an action, then click Edit. The
monitor properties dialog appears.

Click Add. The Action Builder appear.

Select the action you would like to assign to the monitor.
Optionally, create a Blackout Schedule.

Click OK to add the action to the monitor.
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Removing an action

Because actions are assigned to devices and monitors on an individual basis, actions can only
be removed on the device- and monitor-level, and must be deleted from the Action Library.
Additionally, if you have assigned action policies to your devices, you can remove the action
from the policy itself.

When you remove an action from a device or monitor, the action still exists in the Active
Monitor Library and is available for use with other devices and monitors. When you delete an
action, you remove it from the database, and from all devices and monitors to which it is
assigned; further, all report data related to the action is lost. Therefore, we recommend that
you only delete an action when you are absolutely positive that you will not use it in the
future, and feel that the related report data is not useful to your monitoring records.

Removing an action from a device

To remove an action from a device:

1 From Device or Map View, right-click the device from which you want to remove the
active monitor, then click Properties. The Device Properties dialog appears.

2 Click Actions. The Device Properties - Actions dialog appears.

3 Select the action you want to remove, then click Remove. A dialog appears and asks
you if you are sure you want to remove the action.

4 Click OK to remove the action.

Removing an action from an active monitor

To remove an action from an active monitor:

1 From the Device or Map View, right-click the device from which you want to remove the
action, then click Properties. The Device Properties dialog appears.

2 Click Active Monitors. The Device Properties - Active Monitors dialog appears.

3 Select the monitor from which you want to remove the associated action, then click
Edit. The Active Monitor Properties dialog appears.

4 Click Next. The Actions associated with the active monitor are listed.

5 Select the action you want to remove, then click Remove. A dialog appears and asks
you if you are sure you want to remove the action.

6 Click Yes to remove the action, then click Finish.

Removing an action from a passive monitor

To remove an action from a passive monitor:

1 From the Device or Map View, right-click the device from which you want to remove the
action, then click Properties. The Device Properties dialog appears.

2 C(lick Passive Monitors. The Device Properties - Passive Monitors dialog appears.

3 Select the monitor from which you want to remove the associated action, then click
Edit. The Passive Monitor Properties dialog appears.
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4 Under Actions for this passive monitor, select the action that you would like to
remove, then click Remove. A dialog appears and asks you if you are sure you want to
remove the action.

5 Click OK to remove the action.

Creating a Blackout Period

You can create a Blackout Period to have WhatsUp Gold suspend specific actions during a
scheduled period of time. Use this feature to keep from sending a notification to someone
who is on vacation, or to keep from sounding a Web Alarm when there is no one near-by to
hear the alert.

T.' Note: Polling dependencies & blackouts only apply to the collection of device active
monitors.

To create a Blackout period:

1 On the device from which you want to create a Blackout Period, right-click, then select
Properties. The Device Properties dialog appears.

2 Click Actions. The Device Properties - Actions dialog appears.

3 Select the action for which you want to create the Blackout Period, then click Edit. The
monitor properties dialog appears.

4 (lick Edit. The Action Builder appears.
5 Click Blackout Period. The Weekly Blackout Schedule dialog appears.
6 Set the times for which you want the blackout to occur.

T.' Note: The schedule that you set is repeated weekly.

7 Click OK.

About Action Policies

Action policies allow you to group, or sequence, multiple actions together for use on any
device or monitor.

If you make changes to actions in a policy, the changes are applied to all of the devices and
monitors that use that particular policy.

For more information, see:

= (Creating an action policy (on page 304)
= Editing action policies (on page 305)
= Implicit Action Policy (on page 305)
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Creating an action policy
To create an action policy:
1 Open the Action Policies dialog.
=  From the web interface, click GO. The GO menu appears.

= [If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

= Select Configure > Action Policies.
- or -

=  From the main menu on the console, select Configure > Action Policies. The Action
Policies dialog appears.

2 Click New. The New Action Policy dialog appears.

3 Enteraname in Policy name. This name is used to identify the policy later, so you
should make sure the name is something that will help you remember what is contained
in this policy.

4 C(lick Add. The Action Builder wizard appears.

5 Follow the directions in the wizard.

6 Click Finish at the end of the wizard to add the action to the policy.

7 Add as many actions as you need to complete the policy. You can move actions up and

down in the list by clicking Up and Down above the action list.
If you select Only execute first action, WhatsUp Gold executes the actions in the list
for each state, starting at the top, and stops as soon as an action successfully fires.

8 After you have added all of the you would like for the policy, click OK to create the
policy and add it to the active list.

T Note: During Device Discovery, you can assign an existing action policy (if one has been
created previously), create a simple action policy through a wizard, or access the Action
Policy Editor to create an action policy yourself.

Assigning an action policy
To assign an action policy to a device:

1 In Device or Map View, right-click a device, then click Properties. The Device Properties
dialog appears.

2 Click Actions. The Actions dialog appears.
3 Select Apply this Action Policy.

4 Select the action policy you want to use for this device. If you need to create a new
action policy first, click Add to access the Action Builder dialog.

5 Click OK to save changes.

After an action has been added to the device, the action fires when that device reaches the
specified state.
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Editing action policies
When you make changes to an action policy, all devices and monitors currently assigned to

use the policy adopt these changes.

To edit an action policy:
1 Open the Action Policies dialog.

= From the web interface, click GO. The GO menu appears.

= If the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

= Select Configure > Action Policies.
- or -

From the main menu of the console, Configure > Action Policies. The Action Policies
dialog appears.

2 Select the policy you want to modify, then click Edit.

3 Make changes to the policy as necessary.

4 (lick OK.

Implicit action policy

The Implicit Action policy automatically assigns actions to all devices in your database. You
cannot opt out of the Implicit Action policy.

T Note: The Implicit Action Policy only assigns actions to devices. You must create separate
action policies for device monitors.

If at any time during the normal operation of WhatsUp Gold you notice that actions are firing
and you cannot find the action associated to the down device or monitor, remember to check
the Implicit Action Policy.

:T Note: In previous versions of WhatsUp Gold, the Web Alarm action was included in the
Implicit Action Policy. This is no longer true in Ipswitch WhatsUp Gold. For more information
on the Web Alarm action, see About Web Alarms.

To configure the Implicit Action Policy
1 Open the Action Policies dialog.

=  From the web interface, click GO. The GO menu appears.

= |f the WhatsUp section is not visible, click WhatsUp. The WhatsUp section of the GO
menu appears.

= Select Configure > Action Policies.

- Or -
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From the main menu on the console, select Configure > Action Policies.

The Action Policies dialog appears.

2 Select the Implicit Action Policy, then click Edit. The Edit Action Policy dialog appears.

Nl
=

To add an action to the policy, click Add.
To modify an action in the policy, select it, then click Edit.
To delete an action from the policy, select it, then click Remove.

To have WhatsUp Gold execute only the first action in the list for each state, and stop
when that action fires successfully, select Only execute first action.

Tip: Use Up and Down to modify an action's placement in the list.

3 Click OK to save changes.

Example: getting an Email alert when the Web server fails

This example shows how to set up monitoring for your Web server so that an email alert is
sent when the Web server fails, or when Web content is not available.

First, you need to set up the monitors for your Web server. Then, create an Email Action and
assign it to the monitors.

Setting up monitors for a Web server and creating an Email Action that is assigned to
monitors:

1 Open the properties for your Web server device:

In either Device or Map View, right-click on the web server device, then select
Properties. The Device Properties dialog appears.

2 Click Active Monitors. The Device Properties - Active Monitors dialog appears.
3 Click Add. The Select Active Monitor Type dialog appears.

4 Use the following dialogs to add the HTTP active monitor to your Web server device;
this monitor checks that HTTP (port 80) is active.

a)

b)

On the Select Active Monitor Type dialog, select HTTP, then click Next. The Set Polling
Properties dialog appears.

Ensure that the default settings are selected (Enable polling for this Active Monitor
and Use default network interface), then click Next. The Setup Actions for Monitor
State Changes dialog appears.

Select Apply individual actions, then click Add. The Select or Create Action dialog
appears.

Select Create a new action, then click Next. The Select Action Type dialog appears.

In the Select the actions type to create list, select E-Mail Action, then click Next. The
Select State Change dialog appears.
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f) In Execute the action on the following state change, select Down,then click Finish.
The New Email Action dialog appears.

g) Enter the information as shown:

& Mew Email Action

MName:

=S

|Mai|t0Webmaster

Description:

Mail Content...

|E-mai| Action

SMTP Server:

[192 168 5.5
Port: Timeout (sec):
|25 5

Mail to:

|webmaster@yourdomain_com

SMTP server requires authentication

Usemame:

|Emai|UserAccount

Password:

h) Click Mail Content. The following information is included in the Edit Mail Content

[] Use and encerypted connection (SSLTLS)

dialog and can be customized:

& Edit Mail Content

Erom:

|WhatsUpGoId@YourD