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enable

configure terminal

ip flow-export version 

<version_number>

ip flow-export 

destination <IP> <port>



 

 

interface <interface>

ip flow ingress

ip flow egress

 ip flow ingress 

 ip flow egress 
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Router> enable

Router# configure terminal

 

Router(config)# flow monitor application-mon

Router(config-flow-monitor)# description app traffic analysis

Router(config-flow-monitor)# cache timeout active 60

 

Router > enable

Router# configure terminal

 

Router(config)# flow monitor application-mon

 

Router(config-flow-monitor)# flow record nbar-appmon

Router(config-flow-record)# description NBAR Flow Monitor

http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/get_start_cfg_fnflow.html#wp1056535
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/get_start_cfg_fnflow.html#wp1056535


 match

Router(config-flow-record)# match ipv4 tos

Router(config-flow-record)# match ipv4 protocol

Router(config-flow-record)# match ipv4 source address

Router(config-flow-record)# match ipv4 destination address

Router(config-flow-record)# match transport source-port

Router(config-flow-record)# match transport destination-port

Router(config-flow-record)# match interface input

Router(config-flow-record)# match interface output

Router(config-flow-record)# match application name

 collect

Router(config-flow-record)# collect datalink mac source address inpu

Router(config-flow-record)# collect datalink mac destination address 

input

Router(config-flow-record)# collect routing destination as

Router(config-flow-record)# collect routing next-hop address ipv4

Router(config-flow-record)# collect ipv4 dscp

Router(config-flow-record)# collect ipv4 id

Router(config-flow-record)# collect ipv4 source prefix

Router(config-flow-record)# collect ipv4 source mas

 

Router(config)# flow monitor application-mon

Router(config-flow-monitor)# record nbar-appmon

 

Router > enable

Router# configure terminal

 

Router(config)# flow exporter export-to-ipswitch-flow-monitor

Router(config-flow-exporter)# description Flexible NF v9



 

Router(config-flow-exporter)# destination 192.168.3.47

 

Router(config-flow-exporter)# source GigabitEthernet0/0

 

Router(config-flow-exporter)# transport udp 9996

 

Router(config-flow-exporter)# template data timeout 120

Router(config-flow-exporter)# option interface-table

Router(config-flow-exporter)# option exporter-stats timeout 120

Router(config-flow-exporter)# option application-table timeout 120

 

Router# configure terminal

Router(config)# exporter export-to-ipswitch_flow_monitor
 

 

 

 

 

 

 



 

Router> enable

Router# configure terminal

 

Router(config)# ip cef

 

Router(config)# interface FastEthernet 0/1

 

Router(config-if)# ip nbar protocol-discovery

 

Router(config-if)# exit
 

class-map

policy-map

service-policy
 



 class-map

 policy-map

 service-policy

 

Router> enable

Router# configure terminal

 

Router(config)# class-map match-any NMclass

match-any

 

Router(config-cmap)# match protocol snmp

Router(config-cmap)# match protocol icmp

 

Router(config-cmap)# exit

http://www.cisco.com/en/US/docs/ios/12_2/qos/configuration/guide/fqos_c.html


class-map match-any nm

  match protocol snmp

  match protocol icmp

class-map match-any p2p

  match protocol kazaa2

  match protocol gnutella

  match protocol edonkey

  match protocol bittorrent

  match protocol fasttrack

 match protocol directconnect

  match protocol winmx

class-map match-all FTP

  match protocol ftp

class-map match-any web

  match protocol http

class-map match-any utube

  match protocol http s-header-field "*http://www.youtube.com/*"

 config

Router> enable

Router# configure terminal

 config-pmap

Router(config)# policy-map newPolicy

 

config-pmap-c

Router(config-pmap)# class NMclass 

http://www.cisco.com/en/US/docs/ios/12_2/qos/configuration/guide/fqos_c.html


 

Router(config-pmap-c)# drop

 

Router(config-pmap-c)# exit

policy-map crTest2

  class p2p

    drop

  class FTP

    drop

  class nm

    set dscp af43

  class web

    set dscp af12

  class utube

    set dscp af43

 config

Router> enable

Router# configure terminal

 

Router(config)# interface GigabitEthernet0/0

 

Router(config-if)# service-policy output input newPolicy

 

Router(config-if)# exit 

http://www.cisco.com/en/US/docs/ios/12_2/qos/configuration/guide/fqos_c.html


Using WhatsUp Gold Flow Monitor 

 
 

Monitoring traffic on non-standard ports 

Flow Monitor automatically classifies traffic for most common applications. However, in some 
cases, you may need to create a custom definition to ensure that Flow Monitor properly 
classifies some traffic. This need is most common when: 

 Your device routes traffic for applications that use a proprietary protocol. This may be a 
custom program that uses a protocol developed in-house to send data across the 
network or a third-party application that uses its own custom protocol to transmit data. 

 Your device routes traffic for standard applications over non-standard ports. Examples 
include a standard Web server running on a port other than 80 or an FTP client 
connecting to an FTP server that runs on a port other than 21. 

 Note: In Flow Monitor, for traffic to be considered "unclassified," both the port from which 
the data is sent, and the receiving port must not be classified in the Flow Ports dialog. If 
either the sending or receiving port is classified, the traffic is associated with the application 
of the classified port. 

To accommodate these cases, you can classify traffic that meets specific rules so that Flow 
Monitor reports that traffic as belonging to a certain application. 

 Important: You can configure the amount of time unclassified traffic data is kept. For more 
information, see Configuring data roll-up intervals (on page 26). 

 Tip: If Flow Monitor detects a large amount of traffic to an unmonitored port, the Top 
Applications workspace report displays a yellow warning flag that explains the situation and 
guides you in defining the unmonitored port. This can help you to proactively detect 
emerging non-standard traffic on your network. You can also use the Unclassified Traffic 
dialog (available from any page in Flow Monitor by selecting GO > Configure > Flow 
Unclassified Traffic) to view all unclassified traffic since the last hourly rollup. 

To define rules for classifying traffic that uses non-standard ports: 

1 From any workspace view or report in the web interface, select GO. The GO menu 
appears. 

2 If the Flow Monitor section is not visible, click Flow Monitor. The Flow section of the GO 
menu appears. 

3 Select Configure > Applications. The Configure Applications dialog appears. 

4 Click New to configure a new application definition. The Map Ports to Applications 
dialog appears. 

5 In Name, enter the name of the application. 

6 In Port, enter the port number over which the traffic is sent. 

7 In Protocols, select the protocols monitored on the port. 
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Using WhatsUp Gold Flow Monitor 

8 If the Port to Application Mapping applies to the entire network, select Global. 
nd 

s complete, click OK.  The Configure 

Classifying traffic that is considered unclassified 

In Flow Monitor, for traffic to be considered "unclassified," both the port from which the data 

You can classify traffic that is considered unclassified by classifying the source and/or 
ialog. 

To classify a source port: 

w or report in the web interface, select GO. The GO menu 

 Monitor section is not visible, click Flow Monitor. The Flow section of the GO 

e > Flow Unclassified Traffic. The Flow Unclassified Traffic dialog 

st fields at the top of the dialog to manipulate the port data displayed in this 

ct an Interface over which unclassified traffic is transmitting. 

ound, Bounce) in 

rt; Source Port; Destination IP, Port; 
 

destination port: 

 report in the web interface, select GO. The GO menu 

 Monitor section is not visible, click Flow Monitor. The Flow section of the GO 

e > Flow Unclassified Traffic. The Flow Unclassified Traffic dialog 

9 If the Port to Application Mapping applies to a specific subnet, deselect Global a
enter the Subnet address using valid CIDR notation.  

10 Click Save to save changes. 

11 When the port to application mapping i
Applications dialog appears. 

 

is sent, or the source port, and the receiving, or destination port, must not be classified in the 
Flow Ports dialog. If either the source or destination port is classified, the traffic is associated 
with the application of the classified port. 

destination ports over which the traffic is transmitted via the Flow Unclassified Traffic d

1 From any workspace vie
appears. 

2 If the Flow
menu appears. 

3 Select Configur
appears. 

4 Use the li
dialog. 

 Sele

 Select a Traffic direction (Inbound, Outbound, Inbound and Outb
which the unclassified traffic is traveling. 

 Select a filter (Conversations; Source IP, Po
Destination Port) by which to group the unclassified traffic from the Group by field.

5 To begin monitoring a source port, select the port from the list, then click Classify Src 
Port. 

To classify a 

1 From any workspace view or
appears. 

2 If the Flow
menu appears. 

3 Select Configur
appears. 
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