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ingress egress 

ingress egress 

 

 

 



 

enable

configure terminal

ip flow-export version 

<version_number>

ip flow-export 

destination <IP> <port>

 

interface <interface>

ip flow ingress

ip flow egress

 ip flow ingress 

 ip flow egress 



 ip flow-cache timeout active <n>

n

 

 

 

http://www.whatsupgold.com/NF_CiscoCfg


 

 

(config)# sflow 1 destination 

<ipaddress> <port>

(config)# sflow 1 destination 

192.168.3.31 9999

(config)# sflow 1 sampling 

ethernet <interface ID> <sample 

every n packets>

(config)# sflow 1 sampling ethernet A1-

A24 128

(config)# sflow 1 polling 

ethernet <interface ID> 

<polling frequency in seconds>

config)# 

sflow 1 polling ethernet A1-A24 30

 

 



setmib sFlowRcvrAddress.1 -o 

<collector IP address in 

hexadecimal format>

setmib sFlowRcvrAddress.1 -o 

C0A8031F

setmib sFlowRcvrPort.1 -i <port> 

setmib sFlowRcvrPort.1 -i 9999

setmib sFlowRcvrOwner.1 -D 

<Display String value> 

sFlowRcvrTimeout.1 -i <Timeout 

integer value>

setmib sFlowRcvrOwner.1 -D 

NFmonitor sFlowRcvrTimeout.1 -i 

100000000

setmib 

1.3.6.1.4.1.14706.1.1.5.1.4.11.1.3.6.1

.2.1.2.2.1.1.1.<interface integer 

value>

setmib 

1.3.6.1.4.1.14706.1.1.5.1.4.11.1.3.6.1

.2.1.2.2.1.1.1.1



setmib 

1.3.6.1.4.1.14706.1.1.5.1.4.11.1.

3.6.1.2.1.2.2.1.1.1.1 -i <sample 

every n packets> setmib 

1.3.6.1.4.1.14706.1.1.5.1.4.11.1.3.6.1

.2.1.2.2.1.1.1.1 -i 128

setmib 

1.3.6.1.4.1.14706.1.1.5.1.3.11.1.

3.6.1.2.1.2.2.1.1.1.1 -i 

<Enable/Disable sFlow integer 

value>

setmib 

1.3.6.1.4.1.14706.1.1.5.1.3.11.1.3.6.1

.2.1.2.2.1.1.1.1 -i 1

setmib 

1.3.6.1.4.1.14706.1.1.6.1.4.11.1.

3.6.1.2.1.2.2.1.1.53.1 -i 

<polling frequency in seconds>

setmib 

1.3.6.1.4.1.14706.1.1.6.1.4.11.1.3.6.1

.2.1.2.2.1.1.53.1 -i 30

setmib 

1.3.6.1.4.1.14706.1.1.6.1.3.11.1.

3.6.1.2.1.2.2.1.1.53.1 -i 

<Enable/Disable sFlow polling 

integer value>

setmib 

1.3.6.1.4.1.14706.1.1.6.1.3.11.1.3.6.1

.2.1.2.2.1.1.53.1 -i 1

 

 

http://www.whatsupgold.com/NetFlowSettings


 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

Router> enable

Router# configure terminal

 

Router(config)# flow monitor application-mon

Router(config-flow-monitor)# description app traffic analysis

Router(config-flow-monitor)# cache timeout active 60

 

Router > enable

Router# configure terminal

 

Router(config)# flow monitor application-mon

 

Router(config-flow-monitor)# flow record nbar-appmon

Router(config-flow-record)# description NBAR Flow Monitor

 match

http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/get_start_cfg_fnflow.html#wp1056535
http://www.cisco.com/en/US/docs/ios/fnetflow/configuration/guide/get_start_cfg_fnflow.html#wp1056535


Router(config-flow-record)# match ipv4 tos

Router(config-flow-record)# match ipv4 protocol

Router(config-flow-record)# match ipv4 source address

Router(config-flow-record)# match ipv4 destination address

Router(config-flow-record)# match transport source-port

Router(config-flow-record)# match transport destination-port

Router(config-flow-record)# match interface input

Router(config-flow-record)# match application name

 collect

Router(config-flow-record)# collect interface output

Router(config-flow-record)# collect counter bytes

Router(config-flow-record)# collect counter packets

Router(config-flow-record)# collect transport tcp flags

 

Router(config)# flow monitor application-mon

Router(config-flow-monitor)# record nbar-appmon

 

Router > enable

Router# configure terminal

 

Router(config)# flow exporter export-to-ipswitch-flow-monitor

Router(config-flow-exporter)# description Flexible NF v9

 

Router(config-flow-exporter)# destination 192.168.3.47

 

Router(config-flow-exporter)# source GigabitEthernet0/0

 



Router(config-flow-exporter)# transport udp 9996

 

Router(config-flow-exporter)# template data timeout 120

Router(config-flow-exporter)# option interface-table

Router(config-flow-exporter)# option exporter-stats timeout 120

Router(config-flow-exporter)# option application-table timeout 120

 

Router# configure terminal

Router(config)# exporter export-to-ipswitch_flow_monitor
 

 

 

 

 

 

 

 



Router> enable

Router# configure terminal

 

Router(config)# ip cef

 

Router(config)# interface FastEthernet 0/1

 

Router(config-if)# ip nbar protocol-discovery

 

Router(config-if)# exit
 

class-map

policy-map

service-policy
 

 class-map

 policy-map

 service-policy



 

Router> enable

Router# configure terminal

 

Router(config)# class-map match-any NMclass

match-any

 

Router(config-cmap)# match protocol snmp

Router(config-cmap)# match protocol icmp

 

Router(config-cmap)# exit

http://www.cisco.com/en/US/docs/ios/12_2/qos/configuration/guide/fqos_c.html


class-map match-any nm

  match protocol snmp

  match protocol icmp

class-map match-any p2p

  match protocol kazaa2

  match protocol gnutella

  match protocol edonkey

  match protocol bittorrent

  match protocol fasttrack

 match protocol directconnect

  match protocol winmx

class-map match-all FTP

  match protocol ftp

class-map match-any web

  match protocol http

class-map match-any utube

  match protocol http s-header-box "*http://www.youtube.com/*"

 config

Router> enable

Router# configure terminal

 config-pmap

Router(config)# policy-map newPolicy

 
config-pmap-c

Router(config-pmap)# class NMclass 

 

http://www.cisco.com/en/US/docs/ios/12_2/qos/configuration/guide/fqos_c.html


Router(config-pmap-c)# drop

 

Router(config-pmap-c)# exit

policy-map crTest2

  class p2p

    drop

  class FTP

    drop

  class nm

    set dscp af43

  class web

    set dscp af12

  class utube

    set dscp af43

 config

Router> enable

Router# configure terminal

 

Router(config)# interface GigabitEthernet0/0

 

Router(config-if)# service-policy output input newPolicy

 

Router(config-if)# exit 

 

http://www.cisco.com/en/US/docs/ios/12_2/qos/configuration/guide/fqos_c.html


 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 ip flow-cache timeout active <n>

n

 

 

 

 



 

 

 



 
 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 
 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 

 

 

 



 

<ip> nbar protocol-discovery
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.bak

bak

.bak 

Netflow NFArchive)

NETFLOW NFArchive



 
 NETFLOW NFArchive
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