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How to use this guide

This guide details instructionsfor the following workflows. Follow the set of instructions
specific to the migration procedure youare using to migrate your WhatsUp Gold database.

§ Migrating the WhatsUp Gold database using using SQL Server Management Studio (on
page2)
§ Migrating WhatsUp Gold to a new SQL server with a local database (on page 17)
§ Migrating WhatsUp Gold to a new SQL server with a remote database (on page 22)
Additionally, depending on your WhatsUp Gold configuration,you mayalso need to

reference the following workflows if you use End User Monitor componentswith APMand/or
limited rights account.

§ Migrating the iDrone Service Database (if you are using EUM Pollers with APM) (on page
29)

§ Using Limited Rights Accounts with WhatsUp Gold (on page 30)



Migrating the WhatsUp Gold SQL Server
databases using SQL Server Management
Studio

In This Chapter

TN oo [UTex 170 o [T 2

Introduction

This section explains howto migrate the WhatsUp Gold database froman instance of
Microsoft SQL Server installed on the same computeras WhatsUp Gold to a separate local or
remote instance of Microsoft SQL Server. To use this portion of the guide, SQL Server
Management Studiotools must be installed. Please note, WhatsUp Gold installation doesnot
include these tools. SQL Server Management Studio tools can be acquired and installed from
the Microsoft website.

Step 1: Verify SQL Server meets requirements

You can use an existing Microsoft SQL Serverto store the data collected by WhatsUp Gold. To
do this, each of the following requirements must be met:

§ Microsoft SQL Server must be installed on the WhatsUp Gold host computeror
another computer.

WhatsUp Gold does not support non-English versions of Microsoft SQL Server.

8 Ensuretheserver levelcollation for the destination SQL Server matchesthe current
collation of the source SQL Server Expressinstallation.See the instructionsfor howto
do this below.

T
Note: If your Microsoft SQL Server is configured with non-default collation standards, you must
set collation for each WhatsUp Gold database (WhatsUp, NetFlow, and NFArchive)to
SQL_Latinl_General CP1 ClI_AS.
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§ Ensurethat,ifWhatsUp Gold and the SQL Server are notlocated on the same physical
machine (server), the systemclocks are synchronized to the same time zone. If the
system clocks are not synchronized, inaccurate data may occur in reports.

§ Microsoft SQL Server must be configured for mixed-mode authentication. Migration
requires use of the "sa" account.

8 If Microsoft SQL Server is installed on aremotecomputer, remote connections must
be allowed.

§ Usea Microsoft SQL Serveruser account to connectto the database.

Todetermine the collation of a SQL Server:

1 OpenSQL Server Management Studio and connectto the destinationserver when
prompted.

2 Right-click the SQL Server folder at the top of the explorer tree, then click Properties.

lr‘< Microsoft SQL Server Management Studio
File Edit View Tools Window  Community  Help
Snewquery | [y [ |5 H & [E] ¢

Object Explarer

Conneck = |

=@

= [ Databases Connect,..
[ System Databases Disconnect
| MetFlow :
| MFarchive Register...
lJ whatsUp Mew Query
[ Security
(3 Server Objects Activity Monitor
3 Replication
[ Management Skark
Stop
Pause
Resume
Restart
Palicies 3
Facets
Start PowerShell
Reports 3
Refresh
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3

Click General. The server collation is listed in the Server Collation field.

|
E Server Propetties - RKY¥M-2008R2\WHATSUP M= E3
Selectapa ‘S Script m Help
A General
A Memony
A Processors
A Secuity |
[ Connections Hl.(VM-2DDSF|2\WHATSUP -
_,@ Database Settings Produgt M!crosoft SQL Server Express Edition
_,@ Advanced Operating Syztem Microzoft Windows MT B.1 [FE01]
# Permissions Platfprm MT INTEL 86
- “Werzion 10.50.1600.1
Language Englizh [United States]
b emony RO00 [ME]
Frocessors 4
Fioot Directon c:vProgram Files [#86]\Microzoft SOL ServeryMS5S0
| Server Collation S0OL_Latinl_General CP1_Cl_&5 I
Iz Clustered False
Connecl'fi
Server
RK\H-2008R 24 HATSUP
Connection: Name
WwhatsUpGold_REYM-2008R2 Mame of the server and instance.
¢ View connection properties
A Changes to server properties and settings may affect the performance, security, and availability
of thiz SOL Server instance. Before making any such changes, consult the product
documentation.
oK I Cancel |
o

Ensure that the server level collation for the destination SQL server matchesthe current
collation of the source Microsoft SQL Server 2008 R2 Express Edition installation.

Step 2: Back up the database

Execute these procedures on the computer on which WhatsUp Gold is installed.

Toback up the database from the WhatsUp Goldadmin console:

1

Openthe WhatsUp Admin Console, thenclick Tools > Database Utilities >Backup
WhatsUp Database.

(] Ipswitch WhatsUp Gold ¥16.1 - [Network Explorer - My Network]

E File Edit Wiew Configure | Tools “Window Help

J B o & Q\| Discaver Devices...
WolIP Configuration Lkility

LA  Foiover Consols

Remate Deskiop, .,

T2 Device Groups
I:] Iy Metwork Running Actions. .. ey
: m All devices {dynamic group EEEEE RN Back Up Whatslp SQL Database. ..
m All routers (dynamic group Services Manager Restore WhatsUp SQL Database. .

{3 Dynamic Group Examples TFTP Server Settings... Back Up Flow Monitor SQL Databases  »

: {3 Layer 2 Maps Import Trap Definitions. .. Restore Flow Monitor SOL Databases  #
(3l SmartSean (2/14/2013 0% pckrawledge

Tools...
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2 Ifyouarelicensed for Flow Monitor plug-in, repeat this for both the FlowMonitor
currentand FlowMonitor Archive databases.

[.] Ipswitch WhatsUp Gold ¥16.1 - [Network Explorer - My Network]

[T] File Edit Wiew Configure | Tools ‘Window  Help
JJ ] ‘;| Q»| Discover Devices...

WolIP Configuration Lkility
Ll Failaver Consale

el T [ — ool H— | DeviCENREN 15t E—

‘Eg Device Groups
| al My Mebwork, Running Actions... [ e ;
{771 All dewices {dynamic group 5 Back Up WhatsUp SQL Database. .. |

All routers (dynamic group Services Manager Restare WhatsUp SQL Database. ..
| Dynamic Group Examples TFTP Server Settings... [T AN W AT ete W BV ECC Y Biack Uip Flow Monitor Current Database. .. a5t 5 i) 45¢
s Layer 2 Maps Import Trap Definitions. .. Restore Flow Monitor SQL Databases #|  Back Up Flow Monitar Archive Database. ..
[#-{ & SmartScan (2/14/2013 03 Acknowledge

Database Ltilities

Tools... |

3 Ifthedestination MicrosoftSQL Server is installed on aremotecomputer, copy the
backup files (WhatsUp.bak, NetFlow.bak, and NFArchive.bak) created duringthe
backup process to the remote computer. These files are located in the locations you

specified previously.

Toback up the database fromacommand line interface:

it

' Note: The examples below assume that you have created your WhatsUp Gold databases
using the default names. If you used custom names, substitute your database names
wherever the default names are indicated.

Note: Database names must exactly matchthe database names from the source Microsoft
SQL Server: WhatsUp, NetFlow, and NFArchive.

1 Openacommand prompt:

§ FromWindows, click Start> Run. The Run dialog appears.

§ Typecmd, then press ENTER. The command prompt appears.
2 BackuptheWhatsUp Gold database.

T
Note: In the following commands, substitute <SQL server name> with the host name of
the Microsoft SQL Server. If Microsoft SQL Server uses anamed instance (rather than the
defaultinstance), enter SQL_server_name\Instance_name for <SQL server name>.

Note: The <usemame>and <password>values should be replaced with the username and
password for your SQL Administrator account.

§ Tobackup the WhatsUp database, execute the following case-sensitive command:

sglemd -S <SQL server name> -U <user name> -P <password> -Q
"BACKUP DATABASE WhatsUp TO DISK="WhatsUp.bak™"
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3 Ifyouarelicensed for Flow Monitor plug-in, back up the Netflowand NFArchive
databases.

§ Tobackup the Netflow database, execute the following case-sensitive command:

sgllend -S <SQL server name> -U <user name> -P <password> -Q
"BACKUP DATABASE NetFlow TO DISK="NetFlow.bak""

§ Tobackup the NFArchive database, execute the following case-sensitive command:

sglend -S <SQL server name> -U <user name> -P <password> -Q
"BACKUP DATABASE NFArchive TO DISK="NFArchive.bak"™""
4 If the destination MicrosoftSQL Server is installed on aremotecomputer, copy the

backup files (WhatsUp.bak, NetFlow.bak, and NFArchive.bak) created during the
backup process to the remote computer.

Step 3: Migrate the database to Microsoft SQL Server

The steps belowassume that youhave created your WhatsUp Gold databases using the

default names. Ifyou used customnames, substitute your database nameswherever the
default names are indicated.

@ Important: Database names must exactly match the database names fromthe source
Microsoft SQL Server: WhatsUp, NetFlow, and NFArchive.

1 Onthedestination SQL Server, launchSQL Server ManagementStudioand login with
either Windows Authentication if the windows user has sysadmin rights, or a SQL account
that has sysadmin rights. Be sure to select the appropriate SQL Server instance in the
Server Name box.

g!l:onnect to Server B

" §(§T Server2008

Server type: I [Databaze Engine j

Server name:

Authentication: ISQL Server Authentication j
Logir: IWhatsUpGoId_F!KVM-2DDSF|2 j

Password: I

¥ Remember password

Connect I Cancel | Help Options »»
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2 Right-click Databases in the left hand Object Explorer tree, then click Restore
Database.

.' Microsoft SOL Server Management Studio

File Edit View Tools ‘Window  Community  Help
Snewquery | [y [y |15 H & | B o

Object Explarer

Connect = | 42 4 @ 0 J;

=] Lﬂ REMM-Z00ERZVWHATSUP (SQL Server 10,50,1600
[

3 = MNew Database...
[ 54
SR Attach,..

3 Restore Database

Restore Files and Filegroups. ..
Start PowerShell

Reports 3

Refresh

The Restore Database dialog appeatrs.
3 Select From device, then click browse (...).

. Restore Database - =] B3

Selecta 5 Seript - m Help
A General

A4 Optiores

Destination for restare

Select or type the name of a new or existing database for your restore operation.

To database: I j
To a paint in time: IMost recent possible |

Source for restore

Specify the zource and location of backup sets to restore.

© From database: I j
& From device: I _I |

Select the backup zets to restore:

Restare | M ame | Companent | Type | Server | Database | Position | First LSM | Last LSt

Server
RK\H-2008R 24 HATSUP

Connection:
‘whatsUpGold_REWM-2008R2

¢ View connection properties

4] | i
oK I Cancel |

%
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The Specify Backup dialog appears.

4  Click Add.

Specify the backup media and itz location for your restore operation.

Backup media: [ - |

Backup location:

Add ]

Femove

Lartents |

QK I Cancel | Help |

The Locate Backup File dialog appears.
5 Navigateto thelocation of the databasebackup file ( .bak), then click OK.

Locate Backup File - RK¥YM-2008R 2\ WHATSUP

Select the file:

3 Adobe |
1 Common Files

1 InztallShield Installation Information
1 Intemnet Explarer

1 Ipawitch

[ Kiwi SyzlogGen

1 Microzoft Office

1 Microsoft SDEs

-3 Microsoft SOL Server

{1 Template Data

{1 Upgrade
-1 Microsoft SOL Server Compact Edition
-7 Mirrnzaft Sunchronization Serdires i
Selected path: IE:\Program Files (x86)\Microsoft SOL Serveri!
Files of type: IBackup Files[* bak.;" trry) j
File name: Idatabase.bak
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The Specify Backup dialog appearslisting file path of the .bak file.

Specify the backup media and itz location for your restore operation.

Backup media: I File j

Backup location:

Add

Remove |
Contents |

1| | i

QK | Cancel | Help |

6 Click OK.The Restore Database dialog appears.
O[]

. Restore Database - WhatsUp

S Script = Lﬁ Help

A4 Optiores

Destination for restare

Select or type the name of a new or existing database for your restore operation.

To database:

Wwhatsp

To a paint in time:

Most recent pozsible

Source for restore

Specify the zource and location of backup sets to restore.

© From database: I j

' From device: IE:\Program Files [#86]\Microsoft SOL ServersMS5S0LT |

Select the backup sets to restore:

Restore | Mame | Component | Type | Server | D atabase | Fuosition |
v Database Full  REWM-2008R2YWwWHATSUP  ‘whatsUp 1
Server
RK\H-2008R 24 HATSUP
Connection:
za
¢ View connection properties
Feady
K — i

o]

Cancel |

4

7 Inthe Todatabase box, enter WhatsUp.

8 Inthe Select the backup sets to restore section of the dialog, click to select the
Restore checkbox.

9 Click OK.Therestore processcompletes.
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10 Repeatthese steps for the Netflowand NFArchive database backups if you are currently
licensed for Flow Monitor plug-in.

@ Important:If you are currently licensed for Flow Monitor plug-in, you mustrestore all three
databases.

Step 4. Creating a dedicated user account

After the databaseshave been restored, a user account is requiredto connect fromthe
WhatsUp application. The following example steps create an accountcalled

WhatsUpGold User with a password of P@sswOrd. This user is configured with the necessary
rights to connect and use the Whatsup, NetFlow, and NFArchive databases. Allcommands are
runinside a New Query window in SQL Server Management Studio.

1 Click the New Query button on the toolbar in SQL Server Management Studio.

lr‘< Microsoft SOL Server Management Studio

File Edit View Tools ‘Window  Community  Help

[Ereemin 05 &

Object Explarer

Connect = | g 3 EI ‘5
Bl | g RKVM-2008R2\WHATSUP (SQL Server 10.50.1600 - sa)
SRR atabases
[ System Databases
| MetFlow
| MFarchive
| whatslip
[ Security
[ Server Objects
[ Replication
[ Management

Ablank Query window opens on theright side of the screen.
2 Typethefollowing:

10
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USE [master]

GO

CREATE LOGIN [WhatsUpGold User]
WITH PASSWORD = N"P@sswOrd”,
DEFAULT DATABASE = [WhatsUp]
o]

l...;:MichsoFl SQL Server Management Studio

File Edit View Query Debug Tools ‘Window Community Help
A Newuery | [y [ |5 W B [ o

0 %7 | master P35 e [d) 3t % DREEIDI S 2 FE(,
Sl SN | SouQueryl.sql..ster (sa (70))*| - X
Connect ~ | 37 3] B =
= ) RKVM-Z008R2Z\WHATSUP (30L Server 10.50.1600 - sa) USE [master]
- |4 Databases GO

% [ System Databases I CREATE LOGIN [WhatsUpGold User]

@ | MetFlow WITH PASSWORD = N'Plsswird',

® || NFrchive _DEFAULT_DATABASE = [WhatsUp)

B | Whatslp [ |

H 3 Security

® [ Server Objects
+ [ Replication

+ [ Management

< | ;l:I

B conne.. | RKVM-200BRZIWHATSUP (10,50 ... |sa (70) | master | 00:00:00 | 0 rows
Ready Ln7 Col3 ch3 s

Click the Execute button. The commands execute and a confirmation appearsat the
bottom ofthe query thatreads, "Command(s) completed successfully.”

Toassign anewlogin to the dbo userin each of the three restored databases,enter the

following command in the Query window:

ALTER AUTHORIZATION ON DATABASE::[WhatsUp] TO [WhatsUpGold User]
ALTER AUTHORIZATION ON DATABASE::[NetFlow] TO [WhatsUpGold User]
ALTER AUTHORIZATION ON DATABASE::[NFArchive] TO [WhatsUpGold User]

Click the Execute button. The commands execute and a confirmation appearsat the
bottom ofthe query thatreads, "Command(s) completed successfully.”

To grant the newlogin the ability to create newapplication databases, enter the
following command in the Query window:

GRANT CREATE ANY DATABASE TO [WhatsUpGold User]

Click the Execute button. The commands execute and a confirmation appearsat the
bottom ofthe query thatreads, "Command(s) completed successfully.”

(Optional) To prevent the newlogin from having visibility into othernon-WhatsUp
databases, enterthe following command in the Querywindow:

11



WhatsUp Gold Database Migration and Management Guide

DENY VIEW ANY DATABASE TO [WhatsUpGold User]

9 Click the Execute button. The commands execute and a confirmation appearsat the
bottom ofthe query thatreads, "Command(s) completed successfully.”

Step 5: Update the database connections
Execute this procedure on the computeron which WhatsUp Gold is installed.

1 Verify that the username and password for WhatsUp Gold has been configured for use
when connecting to the database.

a) FromtheWindows Startmenu:
§ ForWindows 64-bit OSes, click Start > Run. The Run dialog appears.
§ Enter c:\Windows\Sys\Wowe4\odbcad32.exe. The ODBC Data Source
Administratordialog appears.
-or-
§ ForWindows 32-bit OSes, click Start > Run. The Run dialog appears.

§ Enter c:\Windows\system32\odbcad32.exe. The ODBC Data Source
Administratordialog appears.

b) Click the System DSN tab.
"UserDSM  System DSM | File DSM I Driversl Tracingl Connection Poolingl About I

System Data Sources:

Mame |Driver | Add... |

MetFlow  SGL Server

whatsp SOL Server Femayve |
Canfigure... |

An DDBC System data source stores information about how to connect to
the indicated data provider. A System data source iz vizible to all uzers
on this machine, including MT services.

QK I Cancel Apply Help

12
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c) Selectthe WhatsUp DSN, then click Configure. The ConfigurationWizard appears.

Microsoft SQL Server DSN Configuration x|

Thiz wizard will help you create an ODBC data source that you can uze to
connect to SOL Server.

ﬁ' ‘what name do you want to use to refer to the data source?

5

1

MName: IWhatsUp

How do you want to describe the data source?

Description: [iw/hatsUip Database

‘wihich SOL Server do you want to connect bo?

Server IFlKVM-2DDBF|2\W’HATSLIP j

Finizh | Mext » | Cancel | Help |

d) Verify that the boxes in thefirst dialog are correct for your SQL Serverauthentication

e)

Microsoft SQL Server DSM Configuration [ %]
How should SGL Server verify the authenticity of the login 107
;‘ = with Windows NT authentication uzsing the netwark lagin 1D
};l IS ‘wiith SOL Server authentication uzing a login 1D and password
[ e entered by the uzer.

preferences, then click Next.

To change the network: library used to communicate with SOL Server,
click Client Configuration.

Client Configuration...

Connect to SGL Server to obtain default settings for the
v v A ; -
additional configuration options.

Login ID: IWhatsU plGold_User

Password: |""""|

< Back I Mext » I Cancel Help

Onthesecond dialog, verify that the With SQL Server authentication using login ID

and password entered by the user option is selected. In the Login box, enter the
SQL username. In the Password box, enter the SQL user's password. Click Next.

13
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f) Onthethird dialog, verify that the Change the default database to optionis selected
and that the WhatsUp database appears in the drop-downmenu. Click Next.

[+ ‘Change the default database tod
IWhatsUp j
E‘ : [~ Attach database filename:
b |

~ Lreate temporany stored procedures for prepared SHL statements
and|drop the stored procedures:

& Onlywhen you disconnest,

wihen vou disconnect and as appropriate while you are
cotinected.

[V Use ANSI quated identifiers.
IV Use ANSI nulls, paddings and warnings.

r IUze the failover SEL Server if the primary SEL Server iz nat
ayailable;

< Back I Mest » I Cancel | Help |

g) Continueto click Next untilyou come to the final dialog, then click Finish. The ODBC

Microsoft SQL Server Setup dialog appears. Youcan click Test Data Source to test the
configuration or click OK.

ODBC Microsoft SQL Server Setup E

A new ODBC data source will be created with the following
configuration:

Microsoft SOL Server ODBC Driver Yersion 06.01. 7601 ;I

[rata Source Mame: WhatsUp

[rata Source Description: Whatslp Database
Server: REVM-2008R 28WHATSUP
Databaze: WhatslUip

Language: [Default)

Translate Character Data: ves

Log Long Running Queries: Mo

Log Driver Statistics: Mo

Usze Regional Settings: Mo

Frepared Statements Dption: Drop temporary procedures on
dizconnect

Usze Failover Server: Mo

Usze &MSI Quoted Identifiers: Yes

Use ANSI Mull, Paddings and Warnings: Yes
[rata Encryption: Mo

-]

| Test Data Source... I oK | Cancel |

h) Repeatstepsb-fforthe NetFlow DSN.

2 Verify that WhatsUp Gold and its plug-ins use the updated username and passwordfor
the database.

14
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a) OpentheWhatsUp Gold Database Configuration Utility fromthe Startmenu at Start

> Programs > Ipswitch WhatsUp Gold > Utilities > Database Configuration
Utility.

@ patabase Connection _ O x

Server Mame: IF!KVM-2DDSF| 2N HATSUP

Browse for Server: I j

Authentication
7 Use windows Authertication
& Use SOL Server Authentication

Uszername: IWhatsU pGold_RKVM-2008R2

Password: |uuuuuu|

D atabase Timeout: Igg 3: seconds

Connect |

Thiz tool iz used to madify the databaze connection for WhatsUp
Gold and itz plug-ing. The database server and instance are inherited
from the WhatsUp DSH. Select an authentication method and, if
necessary, enter a username and password. To verify your
connection information, click Connect.

b) Select Use SQL Server Authentication.

c) Verify that the Username and Password that you entered in the DSN are correct, then

click Connect. The utility verifies the connection information. If the information is
correct, the Update Registry dialog appears.

d) Verify the Restart the WhatsUp service after the update is not selected.

[.] Update Registry =] E3

“rour database connection has been verified.
Presz Save to update your registiy with this connection information.

| [ Restart the ‘WhatslJp services after the update.

Save |

15
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e) Click Save. The utility updates the database connection settingsand restartsservices.

The Finished dialog appeatrs.
@ Finished =] B3
The update was successful.
‘Whatsl)p Gold and itz plug-ing will now use the databaze connections
you have specified.
A
f) Click Finish.

3 Remove the Microsoft SQL Serverservice dependencies fromthe Ipswitch Service
ControlManager.

a) OpentheWindows command prompt(click Start> Run, then enter cmd.exe).
b) Enterthe following case-sensitive command:
sc config "lIpswitch Service Control Manager” depend= "‘RPCSS"

Note: There isaspace after depend=and before "RPCSS". This space is required for the script
to execute.

Thiscommand removesthe dependency on Microsoft SQL Server fromthe WhatsUp
Services Manager.

4 If youare using the Microsoft Internet Information Services (lIS) web server, startthe
WhatsUp Services Manager (Start > Ipswitch WhatsUp Gold > Utilities > Service
Manager), then start the Microsoft Internetinformation Services (lIS) service.

]

Tip: You can use the WhatsUp Services Controller dialog (Ipswitch Service Control Manager)

to manage services. For more information, see About the WhatsUp Services Controllerin the
help.

Note: Some services are optional. If the associated product is not licensed and enabled, you
may not be able to start and stop the service with the WhatsUp Services Controller dialog
(Ipswitch Services Control Manager). Your license file determines whether you can access a
plug-in. To update your license, visit the WhatsUp Customer portal
(http://www.whatsupgold.com/wugCustPortal).

5 Startthe Desktop Actions Application and the Task Tray Application by selectingeach
application on the Start menu (Start > Ipswitch WhatsUp Gold > Utilities).

After completing these steps, WhatsUp Gold resumes polling and writes allnew data to the
Microsoft SQL Server database.

16
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Migrating WhatsUp Gold to a new SQL
server

In This Chapter

Migrating WhatsUp Gold with a local database...............ccccoocovviviinnnnn. 17
Migrating WhatsUp Gold with a remote Microsoft SQL Serverdatabase22

Troubleshooting Migration ISSUES..........c.cvrininrnensnnsisssssesenens 27

This section explains howto migrate an installationof WhatsUp Gold from one server to
another.

§ IfyouareusingalocalMicrosoft SQL Server databasewith WhatsUp Gold, follow the
instructionsfor Migrating WhatsUp Gold with alocal database (on page 17). These
instructionsassume youare using the latest version of WhatsUp Gold.

8 Ifyouare using aremote database with WhatsUp Gold, follow the instructions for
Migrating WhatsUp Gold with a remote database (on page 22).

et
@ Important: If you are migrating to Microsoft SQL Server 2012 or later, you must first upgrade
WhatsUp Gold to version 16.2 or later.

Migrating WhatsUp Gold with a local database

Theseinstructionsexplain howto move an installation of WhatsUp Gold that is using a local
database from one server to another.

Step 1. Upgrade existing server to latest version of WhatsUp Gold

To successfully migrate WhatsUp Gold from one server to another, the versions of WhatsUp
Gold on both servers mustmatchexactly. We strongly recommend upgrading to the latest
version of WhatsUp Gold, which is available to active service agreement holders on the
WhatsUp CustomerPortal. If you are not an active service agreementholder,you can renew
your service agreement in the WhatsUp Customer Portal.

Todownload the latest version of WhatsUp Gold:
1 GototheWhatsUp Customer Portal (http://www.whatsupgold.com/wugCustPortal).

17
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2

If you do not have an account, create anewaccount.
- or -
If you have an account, enter yourusername and password to access your account.

Select the My Downloads tab. The My Downloads page appears.

In the Network Management section, locate the latest version of WhatsUp Gold that is
available toyou. Ifthis version is newer than the currentlyinstalled version of WhatsUp
Gold, click Download. The file begins downloading.

After the download completes, launch theinstallation program to upgrade. Follow the on-
screeninstructions to completetheinstallation.

=

Tip: Additional installation instructions are available in the Release Notes, which are available
from the first screen of the installation program.

Step 2: Back up existing databases

To move the data from the existing serverto the newserver, you must first back up the
databases.

Caution: Any data collected fromthe time you back up the databases to when you restore
them on the new server will be lost. We recommend executing these ste ps during non-peak
times, when minimal downtime can be tolerated.

To back up the databases:

1

Back up the WhatsUp Gold database.

a) Fromthe WhatsUp Gold console, select Tools>Database Utilities > Back Up
WhatsUp SQL Database. The Save Database As dialog appears.

b) Enteraname for the database backup file, such as whatsup_backup.bak; then click
Save.
Back up the Flow Monitor database.

a) FromtheWhatsUp Gold console, select Tools>Database Utilities> Back Up Flow
Monitor SQL Databases > Back Up Flow Monitor Current Database. The Save
Database As dialog appears.

b) Enteraname forthe database backup file, such as nf_backup.bak, then click Save.
Back up the Flow Monitor archive database.

a) FromtheWhatsUp Gold console, select Tools>Database Utilities > Back Up Flow
Monitor SQL Databases > Back Up Flow Monitor Archive Database. The Save

Database As dialog appears.
b) Enteraname for the database backup file, such as nfarchive_backup.bak, then
click Save.
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4 Closethe WhatsUp Gold console.

T
Note: These operations may take some time depending on the size of your database.

Note: Evenif you do not use the WhatsUp Gold Flow Monitor plug-in, you need to back up
the Flow Monitor databases.

Step 3: Disable WhatsUp Gold on existing server

Your license provides a limited number of activations, so we recommend deactivating the
license on the existing server before installing on the newserver.

Todeactivate the license on the existing server:

1 FromtheWindows Startmenu, select Programs > Ipswitch WhatsUp Gold > Manage
WhatsUp GoldLicense. The WhatsUp Gold Activation utility appears.

2 Select Deactivate this license on thiscomputer, then click Next. The license is
deactivated.
3 Click Finish to close the WhatsUp Gold Activation utility.

Step 4: Copy installation program and database backup files to new

server

Using a network share, common FTP server, USB thumb drive, or whatever method you
prefer, copy the installation program and the database backupfiles to the newserver. We
recommend storing these files in a temporarydirectory.

Step 5: Install WhatsUp Gold on new server

Using the installation programthat youcopied in step four, install WhatsUp Gold. Referto
Installing and Configuring WhatsUp Gold (http://www.whatsupgold.com/wuginstall_164) for
specific steps for installing WhatsUp Gold.

Step 6: Restore backed up databases over new server's default
databases

After WhatsUp Gold is installed using the defaultdatabase,you can restore your existing
database.

T
Note: Itisrecommended that you only restore the database from alocal drive; restoring a

database from a network drive can potentially cause severe problems with your database.
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Torestore the backed-up databases over the new server's default databases:
1 Restorethe WhatsUp Gold database.

a) FromtheWhatsUp Gold console, select Tools>Database Utilities > Restore
WhatsUp SQL Database. The Restore Database From dialog appears.

b) Locateandselect the database backup file that you moved from the existing WhatsUp
Gold server, then click Open.

c) When prompted, entervalid credentialsfor a SQL Loginin the sysadmin roleand
click OK.

Note: If a dialog appears informing you that the WhatsUp service must be stopped and
restarted during a database restore, click Yes.

2 Restorethe Flow Monitor database.

a) FromtheWhatsUp Gold console, select Tools>Database Utilities > Restore Flow
Monitor SQL Databases > Restore Flow Monitor Current Database. The Restore
Database From dialog appears.

b) Locate and select the database backup file that you moved from the existing WhatsUp
Gold server, then click Open.

c) When prompted, entervalid credentialsfor a SQL Login in the sysadmin roleand
click OK.

Note: If a dialog appears informing you that the Flow Monitor service must be stoppedand
restarted during a database restore, click Yes.

3 Restore the Flow Monitor Archive database.

a) FromtheWhatsUp Gold console, select Tools>Database Utilities > Restore Flow
Monitor SQL Databases > Restore Flow Monitor Archive Database. The Restore
Database From dialog appears.

b) Locateandselect the database backup file that you moved from the existing WhatsUp
Gold server, then click Open.

c) When prompted, entervalid credentialsfor a SQL Loginin the sysadmin roleand
click OK.

Note: If a dialog appears informing you that the Flow Monitor service must be stopped and
restarted during a database restore, click Yes.
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Step 7. Migrate settings and files that are not stored in database

WhatsUp Gold storessome settings in the Windows Registry which must be manually re-
entered onthe newserver.

Caution: We do not recommend exporting registry hives on the existing server toimporton
the new server, assome settings are custom to the specific computer. Importing the
computer-specificsettings from one computer into the registry of another can resultin
instability.

Important: Make sure that non-default port settings are set appropriately on the computer
to which you migrate WhatsUp Gold.

If any of the following settings were modified on the existing server, the modifications must
be repeated on the newserver:

§ Passive Monitor Listeners(Configure >Program Options > Passive Monitor
Listeners)

§ ReportData (Configure>Program Options > Report Data)
§ Regional (Configure > Program Options > Regional)
§ Modem portsettings(available from the Beeper and Pager actions dialogs)

In addition, any settings manually configured in the registry must also be reconfigured on the
new server.

:f E
@ Important: Thisincludes Device Group Access rights. Select Admin > Usersto launch the
Manage Users dialog and ensure Enable Device Group Access Rights is selected.

Copy files you have added to the Data subfolder of the WhatsUp Gold install directory to the
same location on the newserver. These files include custom sounds, MIB files, device icons,
and SSL certificates.

Step 8: Restart WhatsUp Gold services on new server

Werecommend restartingthe server for optimal performance. If restarting the entireserveris
notan option, however, youcan restart the following services:

= Tip: You can use the WhatsUp Services Controller dialog (Ipswitch Service Control Manager)
to manage services. For more information, see About the WhatsUp Services Controller
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Note: Some services are optional. If the associated product s not licensed and enabled, you
may not be able to start and stop the service with the WhatsUp Services Controller dialog
(Ipswitch Services Control Manager). Your lice nse file determines whether you can access a
plug-in. To update your license, visit the WhatsUp Customer portal
(http://www.whatsupgold.com/wugCustPortal).

Polling Engine (nmservice.exe)

Flow Collector (bwcol lector .net.exe)

Alert Center (alertcenterservice.exe)

Configured (networkconfigservice .exe)

Discovery (discoveryservice. exe)

Failover Manager (nmfai lover .exe)

APl (nmapi .exe)

Connected Data Service (networkviewerdataservice.exe)
Virtual Service (whatsvirtualservice .exe)

Service Bus (nmservicebus .exe)

Polling Controller (nmpol I ingcontroller _.exe)

Data Collector (nmdatacol lector . exe)

Active Monitor Manager (nmmanagers.exe)

Poller (nmpol ler_exe)

Task Controller (nmtaskcontrol ler _exe)

Wireless (nmwireless._exe)

WhatsUp Configuration APl (nmconfigurationmanager .exe)
WhatsUp Message Server (nmmessageserver .exe)

Internet Information Services(IIS). To access IIS options, click Start, then type
services.msc in the Search box. Locate the World Wide Web Publishing Service in

the dialog, right-click it, and then select Restart.
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Migrating WhatsUp Gold with a remote Microsoft
SQL Server database

Theseinstructionsexplain howto move an installation of WhatsUp Gold that is using a
remote Microsoft SQL Server database fromone server to another.

Prerequisites

Thefollowing requirements must be met to successfully use an existing Microsoft SQL Server
database:

§

Microsoft SQL Server (Englishonly) must be installed on the WhatsUp Gold host
computer or another computer. WhatsUp Gold doesnot supportnon-English
versions of Microsoft SQL Server.

Ensure the server level collation for the destination SQL Server matchesthe current
collation of the source SQL Server installation.

Ensure that, if WhatsUp Gold and the SQL Server are notlocated on the same physical
machine (server), the systemclocks are synchronized to the same time zone. If the
system clocks are not synchronized, inaccurate data may occur in reports.

Microsoft SQL Server must be configured for mixed-mode authentication. Migration
requires use of the "sa" account.

If Microsoft SQL Server is installed on aremotecomputer, remote connections must
be allowed.

Use a Microsoft SQL Serveruser account to connectto the database.

Microsoft SQL Server must be configured to have a user account thatmeetsthe
following requirements:

The SQL login used must be amember of the sysadmin serverrole
- Or -
If the SQL login is not amember of the sysadmin serverrole:

The SQL login must have the CREATE ANY DATABASE rightfor new WhatsUp Gold
installations

- Or-

The SQL login must be the owner of the databases for WhatsUp Gold to function
properly. Additionally, the SQL login must be amember of the db_owner database
role for all product databases.

Note: Following application and database setup, you can setthe DENY VIEW ANY DATABASE
permission for the SQL login if desired. If this permission is set, ensure the SQL login can still
access the WhatsUp Gold databases.
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For additionalinformation on the sysadmin serverrole and limited rights accounts, see the
Limited Rights: Overview (on page 30).

§ User'slanguageis set to (United States)English. This can be set in the propertiesfor
the login used by WhatsUp Gold.

To determine the collation of a SQL Server:

1 OpenSQL Server Management Studio and connectto the destinationserver when
prompted.

2 Right-click the SQL Server folder at the top of the explorer tree, then click Properties.

lr‘< Microsoft SQL Server Management Studio

File Edit View Tools Window  Community  Help

Hvewouery | [0y | [ | (5 H & | &) -

Object Explarer

Connect ~
= (8]
= 3 Databases
3 System Databases

[J MetFlow i

| ) MFArchive Register...

| whatsUp

Connect...

Disconnect

. Mew Cuery
[ Security
(3 Server Objects Activity Monitor
[ Replication
[ Management Skark
Stop
Pause
Resume
Restart
Palicies 3

Facets
Start PowerShell
Reports 3

Refresh
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3

Click General. The server collation is listed in the Server Collation field.

Propetrties - RKYM-2008R2\ WHATSUP

IS[=] 3

A General

A Memony

A Processors

A Security

A Connections

A4 Database Settings
A Advanced

A Pemmigzions

Server
RK\H-2008R 24 HATSUP

Connection:
‘whatsUpGold_REWM-2008R2

¢ View connection properties

S Script = Lj Help
Mame RKM-2008R 24 HATSUP
Product bicrozoft SOL Server Express Edition
Operating Syztem Microzoft Windows MT B.1 [FE01]
Platform MT INTEL 86
“Werzion 10.50.1600.1
Language Englizh [United States]
b emony RO00 [ME]
Frocessors 4
Fioot Directon c:vProgram Files [#86]\Microzoft SOL ServeryMS5S0
| Server Collation S0OL_Latinl_General CP1_Cl_&5

Iz Clustered False

Name

Mame of the server and instance.

A Changes to server properties and settings may affect the performance, security, and availability
of thiz SOL Server instance. Before making any such changes, consult the product

documentation.

o]

Cancel |

4

Step 1: Upgrade existing server to latest version of WhatsUp Gold

To successfully migrate WhatsUp Gold from one server to another, the versions of WhatsUp
Gold on both servers mustmatchexactly. We strongly recommend upgrading to the latest
version of WhatsUp Gold, which is available to active service agreement holders on the
WhatsUp CustomerPortal. If you are not an active service agreementholder,you can renew
your service agreement in the WhatsUp Customer Portal.

Todownload the latest version of WhatsUp Gold:
Go to the WhatsUp Customer Portal (http://www.whatsupgold.com/wugCustPortal).
If you do not have an account, create a newaccount.

1
2

-or-

If you have an account, enter your username and password to access your account.
Select the My Downloads tab. The My Downloads page appears.

In the Network Management section, locate the latest versionof WhatsUp Gold that is
available toyou. If this version is newer than the currently installed version of WhatsUp
Gold, click Download. The file begins downloading.
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After the download completes, launch the installation program to upgrade. Follow the on-
screen instructions to completethe installation.

= Tip: Additional installation instructions are available in the Release Notes, which are available
from the first screen of the installation program.

Step 2: Disable WhatsUp Gold on existing server

Your license provides a limited number of activations, so we recommend deactivating the
license on the existing server before installing on the newserver.

Todeactivate the license on the existing server:
1 FromtheWindows Startmenu, select Programs > Ipswitch WhatsUp Gold > Manage
WhatsUp Gold License. The WhatsUp Gold Activation utility appears.

2 Select Deactivate this license on this computer, then click Next. The license is
deactivated.

3 Click Finish to close the WhatsUp Gold Activation utility.

After you deactivate the license, youcan safely uninstall WhatsUp Gold.

o Warning: During the uninstall, select Remove the WhatsUp Gold application, butleave

network datal have collected intact. Selecting any other option will delete all of the data
from the WhatsUp Gold database.

Step 3: Install WhatsUp Gold on new server

Using the installation programthat you copied in step four, install WhatsUp Gold. Referto
Installing and Configuring WhatsUp Gold (http://www.whatsupgold.com/wuginstall_164) for
specific steps for installing WhatsUp Gold.

Step 4. Migrate settings and files that are not stored in database

WhatsUp Gold storessome settings in the Windows Registry which must be manually re-
entered on the newserver.

Caution: We do notrecommend exporting registry hives on the existing server to importon
the new server, as some settings are custom to the specific computer.Importing the

computer-specificsettings from one computer into the registry of another can resultin
instability.

Important: Make sure that non-default port settings are set appropriately on the computer
you migrate WhatsUp Gold to.
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If any of the following settings were modified on the existing server, the modifications must
be repeated on the newserver:

§ Passive Monitor Listeners(Configure >Program Options > Passive Monitor
Listeners)

§ ReportData (Configure>Program Options > Report Data)

8 Regional(Configure > Program Options > Regional)

8 Modem portsettings(available from the Beeper and Pager actions dialogs)

In addition, any settings manually configured in the registry must alsobe reconfigured on the
new server.

@ Important: This includes Device Group Access rights. Select Admin > Usersto launch the
Manage Users dialog and ensure Enable Device Group Access Rights is selected.

Copy files you have added to the Data subfolder of the WhatsUp Gold install directory to the
same location onthe newserver. Thesefiles include customsounds, MIB files, device icons,
and SSL certificates.

Troubleshooting migration issues

Error: "Could not find '<SQL server name>' insys.servers."

S&  Failed to create new pelicy. Error=Error=80004005
W ErrorMessage=Unspecified error
- Description=[Microsoft][ODBC SQL Server Driver][SQL Server]Could not
find server "WILLTEST' in sys.servers. Verify that the correct server name
was specified. If necessary, execute the stored procedure
sp_addlinkedserver to add the server to sys.servers.

If you encounter this error after migrating, the host name ofthe SQL Server may havebeen
changed after Microsoft SQL Server was installed. This causesa disconnect betweenthe
actualhost name of the server and what Microsoft SQL Server believes the hostname to be.

There are two ways to correct this:

§ Changethehost name of the MicrosoftSQL Serverback to what the hostname was
when it was installed.
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8§ Updatethe sys.servers table to reflect the correct information.

1 Executethese commandsinthe command prompt:

8 sglond -E -S <SQL server name> -d master -Q "EXEC sp dropserver
"<old host name>""*

8 sglond -E -S <SQL server name> -d master -Q "EXEC sp addserver
"<new host name>", "local ™"

2 Restart Microsoft SQL Server.
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In This Chapter

Migrating the iDrone Service Database..........c..cooovvenrininnniininnenenn, 29

Migrating the iDrone Service Database

If you are using APMwith one or more iDrones (EUM Pollers), in addition to migrating your
WhatsUp Gold database, you alsoneed to point the iDrone lIS application to the machine
hosting the iDroneService database.

To update the iDroneService database location following WhatsUp Gold database
migration:

1 LaunchWindows Explorer and navigate to the iDronefolder on the WhatsUp Gold
server. This is typically <computer>\Program Files
(86)\Ipswitch\WhatsUp\HTML\iDrone.

2 OpentheWeb.config file inany text editor application.

3 Modify the dbConnectionString valueto match the host where the WhatsUp Gold
database has beenrelocated.

T
Note: Forexample, if you've relocated the WhatsUp Gold database from the localhostto a
server named 'mydbserver":

<value>Server=localhost\WhatsUp; Database=iDroneService; Integrated
Security=True;</value>

would be modified to read as follows:

<value>Server=mydbserver\WhatsUp ; Database=iDroneService; Integrated
Security=True;</value>

4 SavetheWeb.config file.
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Using a Limited Rights Account with
WhatsUp Gold

In This Chapter

Limited RightS: OVENVIEW. ... 30
Limited Rights: Local SQL SEIVET ... ssessenes 31
Limited Rights: Remote SQL SEIVEr ..., 35
Limited Rights: Denying access to other databases..............cccouueennn. 38

Limited Rights: Overview

Thefollowing procedures instruct you on how to create or modify an SQL login for use by
WhatsUp Gold depending on yourdatabase configuration. Please note the following:

§

This sectionis only applicable if you are upgrading WhatsUp Gold from a previous
release toversion 16.1 or later. New WhatsUp Gold installationsuse limited rights
account settings by default.

This content assumes youhave already installed WhatsUp Gold and have already
begun collecting network data. Ifyou have notyetinstalled the software, do so
before proceeding.

These instructionsare valid for all editions of SQL Server and for all currently-
supported versionsof SQL Server.

The commands to create the SQL login, assign rights and database permissions
should berunasauserwhoisa member of the sysadmin fixed server role.

These commands can be executed using the SQLCMD utility, delivered with the
WhatsUp Gold install or can be run by a database administrator with the necessary
permissions.See Executing SQL statements against the WhatsUp Gold database
http://whatsupgold.force.com/kb/articles/FAQ/How-To-Executing-SQL-statements-
against-the-WhatsUp-Gold-database-1307717774087 for information on executing SQL
statementsusing SQLCMD.

By default, the three application databases are named WhatsUp, Netflow, and NFArchive. If
you have chosen alternate names for your application databases, youwill need to enter the
correct names in place of these in the SQL commands within the following procedures.
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Werecommend naming the SQL login WhatsUpGold_Userto provide an easily
distinguishable namefor the login, but you are free to assign whatever label you would

prefer to the login.

Additionally, we recommend granting the CREATE ANY DATABASE and VIEW SERVER STATE
server permissionsto the SQL login. This allows the application to create additional
databases should a futureversionof WhatsUp Gold require themfor data storage. And, it
allows the application to monitor the performance of general SQL statistics for use in
diagnostictroubleshooting.

Limited Rights: Local SQL Server

Limited Rights: Local SQL Server - Windows authentication with
local administrator account

Use the following procedure to create a dedicated SQL login if your WhatsUp Gold solution
utilizes a customer-installed instance of SQL on the same computeras WhatsUp Gold. A new
SQL login must be provisioned in the SQL instance and must be assigned ownership of the

application databases.

If WhatsUp Gold is configured to use Windows Authentication to connectto the database,
the connection must be modified to use SQL Authentication.

Tocreate a dedicated SQL loginfor use by WhatsUp Gold:

1 Stopthelpswitch Network Management Windowsservices, main WhatsUp Gold
application, and task trayapplications.

2 StopllS.

3 Enable mixed mode authenticationin the SQL server instance.

4 Restartthe SQL serverprocesses.

it
Note: Steps 3 and 4 may require you to refer to the Microsoft SQL Server documentation.

ol

Launch the SQLCMD utility.

6 Ensureyouareconnectedtothe master database.
7 CreateaSQL login by entering the following command:
CREATE LOGIN [WhatsUpGold User] WITH PASSWMORD = N"P@sswOrd-®,
DEFAULT _DATABASE = [WhatsUp]
8 Assignthenewlogintothedbo userineach of the applications' databasesby entering

the following command:

ALTER AUTHORIZATION ON DATABASE::[WhatsUp] TO [WhatsUpGolld User]
ALTER AUTHORIZATION ON DATABASE::[NetFlow] TO [WhatsUpGold User]
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10

11
12

13

14
15
16

ALTER AUTHORIZATION ON DATABASE::[NFArchive] TO [WhatsUpGold User]

Grant the newlogin the ability to create new application database by entering the
following command:

GRANT CREATE ANY DATABASE TO [WhatsUpGold User]

Grant the newlogin the ability to monitor general server performance by entering the
following command:

GRANT VIEW SERVER STATE TO [WhatsUpGold User]

Modify the WhatsUp and Netflow system DSN to use SQL Authentication.

Verify that you can successfully test the database connection usingthe new SQL login in
both DSNs.

From the WhatsUp Gold programgroup's Utilities folder in the Start Menu, runthe
Database Configuration Utility.

Enter the username and passwordfor the new SQL login and click Connect.
Restart the Ipswitch Network Managementservices.
Restart lIS.

P
@ Important: After completing the migration to alimited permissions model, we highly

recommend you create new backups for each of the application databases. Database
backups created prior to this event can no longer be restored using the main WhatsUp Gold
application and after restoration, the SQL login used by WhatsUp Gold must be re-assigned
to the dbo userin the databases. Database backups made after this event can be restored
using the main WhatsUp Gold application and will not require modifications to the dbo user.

Limited Rights: Local SQL Server - SQL authentication with existing
sysadmin account

If your WhatsUp Gold solution utilizes SQL authentication with an existing sysadmin account,

a new SQL login does not need to be provisioned for WhatsUp Gold. The applicationcan
continue using the existing login, however, the login must be removed fromthe sysadmin

fixed server role and then granted the appropriate rights to the applicationdatabases. Use
the following procedure to grant appropriate application database rightsto the SQL login.

p
@ Important: This procedure must not be competed using the login used by WhatsUp Gold.

Togrant appropriate application database rights to the SQL login:

1 Stopthelpswitch Network Management Windowsservices, main WhatsUp Gold
application, and task trayapplications.

2 StopliS.
3 Launchthe SQLCMD utility.
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4

While connected to the master database, remove the WhatsUp Gold SQL login from
the sysadmin fixed server role by entering the following command. Replace
sglloginname with the name of the SQL login used by WhatsUp Gold:

EXECUTE [sys]-Isp_dropsrvrolemember] @loginame = N*sglloginname®,
@rolename = N"sysadmin®

Verify that the SQL login is not currently mapped to any usersin each of the application
databases by entering the following command. This command must be executed on
each of the application databases:

EXECUTE [WhatsUp]-[sys]-[sp_helpuser] @name_in db NULL
EXECUTE [Netflow].-[sys]-[sp_helpuser] @name_in db NULL
EXECUTE [NFArchive].[sys]-[sp_helpuser] @name_in db = NULL

@ Important:If the stored procedure indicates that the SQL login is currently mapped to the

6

dbo UserName in the database, proceed directly to Step 7.

If the login is mapped to a database user other than the dbo user,remove the database
user for the SQL login by entering the following command. Replace DBUserName with
the name of the database user to which the SQL login is associated:

DROP USER [DBUserName]

@ Important: Thiscommand must be repeated in any application database inwhich a

database user existed for the login (if that database user is not dbo).

7 While connected to the master database,assignthe newlogintothedbo userineach

ofthe application's databases by entering the following command:
ALTER AUTHORIZATION ON DATABASE::[WhatsUp] TO [WhatsUpGold User]

ALTER AUTHORIZATION ON DATABASE::[NetFlow] TO [WhatsUpGold User]
ALTER AUTHORIZATION ON DATABASE::[NFArchive] TO [WhatsUpGold User’]

While connected to the master database, grantthe newlogin the ability to create new
application database by entering the following command:

GRANT CREATE ANY DATABASE TO [WhatsUpGold User]

While connected to the master database, grantthe newlogin the ability to monitor
general server performance by enteringthe following command:

GRANT VIEW SERVER STATE TO [WhatsUpGold User]
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10 From the WhatsUp Gold programgroup's Utilities folder in the Start Menu, runthe

Database Configuration Utility.

11 Enterthe username and passwordfor the new SQL login and click Connect.
12 RestartlIS.

P
@ Important: After completing the migration to alimited permissions model, we highly

recommend you create new backups for each of the application databases. Database
backups created prior to this event can no longer be restored using the main WhatsUp Gold
application and after restoration, the SQL login used by WhatsUp Gold must be re-assigned
to the dbo userin the databases. Database backups made after this event can be restored
using the main WhatsUp Gold application and will not require modifications to the dbo user.

Limited Rights: Local SQL Server - SQL authentication with sa login

Use the following procedure to create a dedicated SQL login if your WhatsUp Gold solution
utilizes SQL authentication with an existing sa account. A new SQL login mustbe provisioned
in the SQL instance and mustbe assigned ownership of the application databases.

Tocreate a dedicated SQL loginfor use by WhatsUp Gold:

1
2

3

Launch the SQLCMD utility.
Ensureyou are connectedto the master database.

Create a SQL login by entering the following command:

CREATE LOGIN [WhatsUpGold User] WITH PASSWORD = N*P@ssword",
DEFAULT DATABASE = [WhatsUp]

Assignthe newlogin to the dbo userin each of the applications' databasesby entering
thefollowing command:

ALTER AUTHORIZATION ON DATABASE::[WhatsUp] TO [WhatsUpGold User]
ALTER AUTHORIZATION ON DATABASE::[NetFlow] TO [WhatsUpGold User]
ALTER AUTHORIZATION ON DATABASE::[NFArchive] TO [WhatsUpGold User]

Grant the newlogin the ability to create new application database by entering the
following command:

GRANT CREATE ANY DATABASE TO [WhatsUpGold User]

Grant the newlogin the ability to monitor general server performance by entering the
following command:

GRANT VIEW SERVER STATE TO [WhatsUpGold User]
Stop the Ipswitch Network Management Windows services, main WhatsUp Gold
application, and task trayapplications.

StopllIS.
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9 FromtheWhatsUp Gold programgroup's Utilities folder in the Start Menu, runthe
Database Configuration Utility.

10 Enterthe username and passwordfor the new SQL login and click Connect.
11 RestartlIS.

e

@ Important: After completing the migration to alimited permissions model, we highly
recommend you create new backups for each of the application databases. Database
backups created prior to this event can no longer be restored using the main WhatsUp Gold
application and after restoration, the SQL login used by WhatsUp Gold must be re-assigned
to the dbo userin the databases. Database backups made after this event can be restored
using the main WhatsUp Gold application and will not require modifications to the dbo user.

Limited Rights: Remote SQL Server

Limited Rights: Remote SQL Server - SQL authentication with
existing sysadmin account
@ Important:|If the connection is using Windows Authentication, the connection should be

temporarily modified to use SQL Authentication with an existing sysadmin account before
beginning this process.

If your WhatsUp Gold solution utilizes SQLauthentication with an existing sysadmin account,

anewSQL login does not need to be provisioned for WhatsUp Gold. The applicationcan

continue using the existing login, however, the login must be removed fromthe sysadmin
fixed server role and then granted the appropriate rights to the application databases. Use
thefollowing procedure to grant appropriate application database rightsto the SQL login.

e
@ Important: This procedure must not be competed using the login used by WhatsUp Gold.

Togrant appropriate application database rights to the SQL login:

1 Stopthelpswitch Network Management Windowsservices, main WhatsUpGold
application, and task trayapplications.

2 StopllS.

Launch the SQLCMD utility.

4  While connected to the master database, remove the WhatsUp Gold SQL login from

the sysadmin fixed serverrole by entering the following command. Replace
sqlloginname with the name of the SQL login used by WhatsUp Gold:

w

EXECUTE [sys]-[Isp_dropsrvrolemember] @loginame = N*sglloginname®,
@rolename = N"sysadmin®
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5 Verify thatthe SQL loginis not currently mapped to any usersin each of the application
databases by entering the following command. This command must be executed on
each of the application databases:

EXECUTE [WhatsUp]-[sys]-Isp_helpuser] @name_in db = NULL
EXECUTE [Netflow].[sys]-[sp_helpuser] @name in db = NULL
EXECUTE [NFArchive].[sys]-Isp _helpuser] @name in do = NULL

@ Important:If the stored procedure indicates that the SQL login is currently mapped to the
dbo UserName in the database, proceed directly to Step 7.

6 Iftheloginis mapped toadatabase user other than the dbo user,remove the database
user for the SQL login by entering the following command. Replace DBUserName with
the name of the database user to which the SQL login is associated:

DROP USER [DBUserName]

@ Important: Thiscommand will need to be repeated in any application database in which a
database user existed for the login (if that database user is not dbo).

7 While connected to the master database, assignthe newlogintothedbo userineach
ofthe application's databases by entering the following command.

ALTER AUTHORIZATION ON DATABASE::[WhatsUp] TO [WhatsUpGold User]

ALTER AUTHORIZATION ON DATABASE::[NetFlow] TO [WhatsUpGold User]
ALTER AUTHORIZATION ON DATABASE::[NFArchive] TO [WhatsUpGold User]

8 While connectedto the master database, grantthe newlogin the ability to create new
application database by entering the following command:

GRANT CREATE ANY DATABASE TO [sglloginname]

9 While connected to the master database, grantthe newlogin the ability to monitor
generalserver performance by enteringthe following command:

GRANT VIEW SERVER STATE TO [WhatsUpGold User]

10 Fromthe WhatsUp Gold programgroup's Utilities folder in the Start Menu, runthe
Database Configuration Utility.
11 Entertheusername and passwordfor the new SQL login and click Connect.
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12 RestartlIS.

@ Important: After completing the migration to alimited permissions model, we highly

recommend you create new backups for each of the application databases. Database
backups created prior to this event can no longer be restored using the main WhatsUp Gold
application and after restoration, the SQL login used by WhatsUp Gold must be re-assigned
to the dbo userin the databases. Database backups made after this event can be restored
using the main WhatsUp Gold application and will not require modifications to the dbo user.

Limited Rights: Remote SQL Server - SQL authentication with sa

login

Use the following procedure to create a dedicated SQL login if your WhatsUp Gold solution
utilizes SQL authentication with an existing sa account. A new SQL login must be
provisioned in the SQL instance and must be assigned ownership of the application
databases.

Tocreate a dedicated SQL loginfor use by WhatsUp Gold:

1
2
3

Launch the SQLCMD utility.
Ensureyou are connectedto the master database.
Create a SQL login by entering the following command:

CREATE LOGIN [WhatsUpGold User] WITH PASSAWORD = N*P@sswOrd",
DEFAULT DATABASE = [WhatsUp]

Assign the newlogin to the dbo userin each of the applications' databasesby entering
the following command:

ALTER AUTHORIZATION ON DATABASE::[WhatsUp] TO [WhatsUpGolld User]
ALTER AUTHORIZATION ON DATABASE::[NetFlow] TO [WhatsUpGold User]
ALTER AUTHORIZATION ON DATABASE::[NFArchive] TO [WhatsUpGold User]

Grant the newlogin the ability to create newapplication database by entering the
following command:

GRANT CREATE ANY DATABASE TO [WhatsUpGold User]

Grant the newlogin the ability to monitor general server performance by entering the
following command:

GRANT VIEW SERVER STATE TO [WhatsUpGold User]

Stop the Ipswitch Network Management Windowsservices, main WhatsUp Gold
application, and task tray applications.

StoplIS.
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9 FromtheWhatsUp Gold programgroup's Utilities folder in the Start Menu, runthe
Database Configuration Utility.

10 Enterthe username and passwordfor the new SQL login and click Connect.
11 RestartlIS.

e

@ Important: After completing the migration to alimited permissions model, we highly
recommend you create new backups for each of the application databases. Database
backups created prior to this event can no longer be restored using the main WhatsUp Gold
application and after restoration, the SQL login used by WhatsUp Gold must be re-assigned
to the dbo userin the databases. Database backups made after this event can be restored
using the main WhatsUp Gold application and will not require modifications to the dbo user.

Limited Rights: Denying access to other databases

Optionally, once the databases have been properly provisioned, you mayset the DENY VIEW
ANY DATABASE permission for the SQL login. This will prevent the login from seeing
databases to which he/she hasnot been specifically granted access. Itisimportant to note
thatevenifthe VIEN ANY DATABASE permission hasnot been revoked, alogin cannot
access a database without being mapped to a user within the database unless that login has
administrator rights to the instance.Consequently, removingthe VIEW ANY DATABASE
permission only hides databases to which the login had no permissionsanyway.

The login will still have access to the master and tempdb databases on any securable visible
to the public databaserole. Accessto tempdb should not be removed as thisis requiredfor
many of our SQL procedures. Manysecurity-conscious database administrators often remove
access from certain views, functions, and stored procedures for public database role fromthe
master database, however itis recommended thataccesstothe xp _instance regread
extended stored procedure remains accessible as this enables helpful featureswithin the
database backup and database upgrade processes. Removing access simply disables these
features and willnot cause an application failure.
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