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Introduction

F or m ost IT org aniz ations, netw ork m onitoring  is an essential piece of the IT toolkit. 
N etw ork m onitoring  tools play an important role in letting  IT pros g et com plete 
visibility into the status of netw ork devices, system s and applications, so that they know  
w here issues exist before helpdesk tickets start coming  in, keeping  the IT team aw are of 
problem s w ith services, netw orks, application perform ance, and m ore.

But despiBut despite its reputation as an IT Sw iss-A rm y K nife, there is one area w here N etw ork 
Monitoring  tools are rarely used to their full potential: Security.

A nd that's too bad because you can easily put the data and insig hts g enerated by 
netw ork m onitoring  to g ood use for security purposes.  

W ith a little tw eaking  and creative thinking , you can put the inform ation, alerts, and 
reports that netw ork m onitoring  tools are desig ned to g ive to w ork beefing  up your 
security posture.

TThink of it this w ay: if your netw ork m onitoring  tools m onitor the health of your netw ork, 
and security events such as attacks or malw are adversely affect the health of your 
netw ork, then netw ork m onitoring  tools can, in a sense, m onitor for security events.

A nd in a w orld w here 68% of all data breaches took m onths or long er to discover, 
according  to V eriz on’s 2018 D ata Breach Investig ations Report (D BIR), w ho w ouldn't w ant 
all the help they can g et m onitoring  for breaches? 

W hat’s m ore, because these tools are already in place, they can provide security value at a 
rrelatively low  cost. That's g ood new s for org aniz ations w ith a limited budg et for security 
tools. 

In this eBook, w e'll g ive you four techniques you can use to put your netw ork m onitoring  
solution to w ork for security.
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Real world exam ple/D id y ou know ? 

W hen C hinese hackers broke into the U S Office of Personnel Manag em ent’s network in 2 014, 
they rem ained undiscovered on the network for nearly a y ear before they were found when 
outbound traffic from the O PM’s network ping ed a suspicious U RL in A pril 2 015 . By then, 
the hackers had made off with the personally identifiable information of 2 1.5  million U S 
federal g overnm ent em ploy ees.

D etect C ry ptominers U sing  Your Resources

C ry ptojacking , or hijacking  other people's processing  power and using  it to mine 
cry ptocurrencies, is a g rowing  trend am ong st cy bercriminals. This is ty pically achieved with 
scripts that run behind the scenes on websites, thoug h it's also possible to hijack machines 
and servers to run full-blow n cry ptocurrency mining  software, which is either installed by 
m alware or by rog ue em ploy ees.

FF or the perpetrators, the benefit is obvious: they can mine cry ptocurrencies without 
worrying  about the taxing  resource usag e that com es from such activity, and if their victim s 
are unprepared, it's easy to g et a way undetected. 

But with a N etwork Monitoring  tool like W hatsU p G old, it's easy to detect the increase in 
resource usag e caused by cry ptomining .

Reg ardless of the m ethod used, mining  cry ptocurrency is g oing  to be a major resource hog , 
which will make the m achines doing  it stand out. This is especially true in off-business hours 
when m ow hen m ost m achines will be less active, but those with cry ptominers installed will continue 
using  resources at a hig h rate.

W ith a m odern network m onitoring  tool, like W hatsU p G old, y ou can easily m onitor for C PU  
spikes and set up alerts for when C PU  usag e exceeds 90%  (or any other threshold y ou want) 
on machines that don't reg ularly perform C PU -intensive tasks. This is a simple way to keep 
track of y our machines and find out if there's any thing  strang e g oing  on. 

In W hatsU p G old, m onitoring  for C PU  spikes is a preset config uration, and blackout policies 
can be used can be used to limit m onitoring  to off-business hours if so desired. Likewise, setting  up alerts 
for spikes in C PU  usag e is easy to config ure.
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瀀爀漀愀挀琀椀瘀攀氀礀 椀搀 攀渀琀椀昀礀 猀攀挀甀爀椀琀礀 椀猀猀甀攀猀 氀椀欀攀 䐀 䐀 漀猀 愀琀琀愀挀欀猀Ⰰ 甀渀愀甀琀栀漀爀椀稀攀搀  搀 漀眀 渀氀漀愀搀 椀渀最 愀渀搀  漀琀栀攀爀 猀甀猀瀀椀挀椀漀甀猀 愀渀搀  
瀀漀瀀漀琀攀渀琀椀愀氀氀礀 洀 愀氀椀挀椀漀甀猀 渀攀琀眀漀爀欀 戀攀栀愀瘀椀漀爀⸀ 一攀琀眀漀爀欀 ˻漀眀 洀 漀渀椀琀漀爀椀渀最 挀愀渀 戀攀 礀漀甀爀 戀攀猀琀 愀氀氀礀 昀漀爀 瀀攀爀昀漀爀洀 椀渀最 
猀攀挀甀爀椀琀礀 昀漀爀攀渀猀椀挀猀 愀渀搀  愀渀愀氀礀猀椀猀 戀礀 愀甀琀漀洀 愀琀椀挀愀氀氀礀 椀搀 攀渀琀椀昀礀椀渀最 栀椀最栀 琀爀愀ϻ挀 ˻漀眀 猀 琀漀 甀渀洀 漀渀椀琀漀爀攀搀  瀀漀爀琀猀Ⰰ 攀砀 瀀漀猀椀渀最 
甀渀愀甀琀栀漀爀椀稀攀搀  愀瀀瀀氀椀挀愀琀椀漀渀猀 氀椀欀攀 ǻ氀攀 猀栀愀爀椀渀最 愀渀搀  瘀椀搀 攀漀 猀琀爀攀愀洀 椀渀最Ⰰ 洀 漀渀椀琀漀爀椀渀最 琀爀愀ϻ挀 瘀漀氀甀洀 攀猀 戀攀琀眀 攀攀渀 瀀愀椀爀猀 漀昀 
猀漀甀爀挀攀 愀渀搀  搀 攀猀琀椀渀愀琀椀漀渀猀Ⰰ 愀渀搀  搀 攀琀攀挀琀 昀愀椀氀攀搀  挀漀渀渀攀挀琀椀漀渀猀⸀

唀渀甀猀甀愀氀 瀀愀琀琀攀爀渀猀 椀渀 椀渀最爀攀猀猀 漀爀 攀最爀攀猀猀 琀爀愀ϻ挀Ⰰ ⠀猀甀挀栀 愀猀 眀 栀攀渀 愀 洀 愀挀栀椀渀攀 瀀椀渀最猀 愀渀 甀渀欀渀漀眀 渀 
漀爀 猀甀猀瀀椀挀椀漀甀猀 䤀倀 愀搀 搀 爀攀猀猀⤀Ⰰ 愀爀攀 最漀漀搀  椀渀搀 椀挀愀琀漀爀猀 漀昀 琀栀攀 瀀爀攀猀攀渀挀攀 漀昀 戀愀搀  愀挀琀漀爀猀Ⰰ 愀渀搀  昀甀爀琀栀攀爀 
攀砀 愀洀 椀渀愀琀椀漀渀 漀昀 䤀倀 愀搀 搀 爀攀猀猀攀猀 椀渀瘀漀氀瘀攀搀 Ⰰ 琀栀攀 渀甀洀 戀攀爀 漀昀 瀀愀挀欀攀琀猀 猀攀渀琀Ⰰ 琀栀攀 戀礀琀攀猀 瀀攀爀 瀀愀挀欀攀琀Ⰰ 
愀渀搀  琀栀攀 搀 甀愀渀搀  琀栀攀 搀 甀爀愀琀椀漀渀 漀昀 琀栀攀 挀漀洀 洀 甀渀椀挀愀琀椀漀渀 挀愀渀 最椀瘀攀 昀甀爀琀栀攀爀 椀渀搀 椀挀愀琀椀漀渀⸀ 吀栀攀 洀 愀樀漀爀椀琀礀 漀昀 
琀爀愀ϻ挀 漀渀 愀 最椀瘀攀渀 渀攀琀眀漀爀欀 椀猀 昀愀猀琀Ⰰ 眀 椀琀栀 爀攀氀愀琀椀瘀攀氀礀 昀攀眀  瀀愀挀欀攀琀猀 漀昀 搀 攀挀攀渀琀 猀椀稀攀⸀ 䤀昀 愀 猀攀爀瘀攀爀 
戀攀最椀渀猀 猀攀渀搀 椀渀最 猀洀 愀氀氀 瘀漀氀甀洀 攀猀 漀昀 戀礀琀攀猀 瘀椀愀 愀 氀愀爀最攀 愀洀 漀甀渀琀 漀昀 瀀愀挀欀攀琀猀 
漀瘀攀爀 愀 氀漀渀最 琀椀洀 攀 瀀攀爀椀漀搀 Ⰰ 椀琀 椀猀 氀椀欀攀氀礀 猀甀猀瀀椀挀椀漀甀猀 琀爀愀ϻ挀⸀ 唀渀甀猀甀愀氀 琀爀愀ϻ挀 
猀栀漀甀氀搀  戀攀 琀爀攀愀琀攀搀  眀 椀琀栀 攀瘀攀渀 洀 漀爀攀 猀甀猀瀀椀挀椀漀渀 搀 甀爀椀渀最 漀ûⴀ戀甀猀椀渀攀猀猀 
栀漀甀爀猀 猀甀挀栀 愀猀 渀椀最栀琀猀 漀爀 眀 攀攀欀攀渀搀 猀⸀ 

䄀 猀 眀 椀琀栀 愀渀礀 漀琀栀攀爀 洀 攀琀爀椀挀Ⰰ 椀琀✀猀 攀愀猀礀 琀漀 猀攀琀 戀愀渀搀 眀 椀搀 琀栀 琀栀爀攀猀栀漀氀搀 猀 
椀渀 椀渀 圀 栀愀琀猀唀瀀 䜀 漀氀搀 Ⰰ 猀漀 琀栀愀琀 礀漀甀 挀愀渀 最攀琀 愀氀攀爀琀猀 眀 栀攀渀 洀 愀挀栀椀渀攀猀 
戀攀栀愀瘀攀 愀戀渀漀爀洀 愀氀氀礀⸀ 夀漀甀 挀愀渀 猀攀琀 甀瀀 洀 甀氀琀椀瀀氀攀 挀漀渀ǻ最甀爀愀戀氀攀 
琀栀爀攀猀栀漀氀搀 猀 琀爀愀挀欀椀渀最 琀栀攀 瘀漀氀甀洀 攀 漀昀 琀爀愀ϻ挀 戀攀琀眀 攀攀渀 
挀漀渀瘀攀爀猀愀琀椀漀渀 瀀愀椀爀猀Ⰰ 昀愀椀氀攀搀  挀漀渀渀攀挀琀椀漀渀猀 瀀攀爀 栀漀猀琀Ⰰ 琀漀瀀 
猀攀渀搀 攀爀猀 愀渀搀  爀攀挀攀椀瘀攀爀猀Ⰰ 愀渀搀  猀瀀攀挀椀ǻ挀 椀渀琀攀爀昀愀挀攀猀 漀瘀攀爀 琀椀洀 攀⸀ 
䌀 甀猀琀漀洀  挀漀渀ǻ最甀爀愀戀氀攀 琀栀爀攀猀栀漀氀搀 猀 瀀爀漀瘀椀搀 攀 攀瘀攀渀 洀 漀爀攀 
最爀愀渀甀氀愀爀 琀爀愀挀欀椀渀最 漀昀 渀攀琀眀漀爀欀 琀爀愀ϻ挀⸀ 䄀 氀攀爀琀猀 愀爀攀 猀攀渀琀 眀 栀攀渀 
琀栀攀 琀栀攀 挀漀渀ǻ最甀爀攀搀  琀栀爀攀猀栀漀氀搀 猀 愀爀攀 攀砀挀攀攀搀 攀搀 Ⰰ 攀渀愀戀氀椀渀最 渀攀琀眀漀爀欀 洀 愀渀愀最攀爀猀 琀漀 
瀀爀漀愀挀琀椀瘀攀氀礀 琀爀漀甀戀氀攀猀栀漀漀琀 愀渀搀  爀攀猀漀氀瘀攀 瀀攀爀昀漀爀洀 愀渀挀攀 戀漀琀琀氀攀渀攀挀欀猀 愀渀搀  
攀氀椀洀 椀渀愀琀攀 洀 愀氀椀挀椀漀甀猀 渀攀琀眀漀爀欀 戀攀栀愀瘀椀漀爀⸀

吀栀椀猀 愀氀猀漀 搀 漀攀猀渀ᤠ琀 栀愀瘀攀 琀漀 挀漀猀琀 愀 氀漀琀⸀ 䄀  欀攀礀 昀攀愀琀甀爀攀 漀昀 圀 栀愀琀猀唀瀀 䜀 漀氀搀  椀猀 琀栀攀 
昀愀挀琀 琀栀愀琀 椀琀ᤠ猀 氀椀挀攀渀猀攀搀  戀礀 搀 攀瘀椀挀攀 爀愀琀栀攀爀 琀栀愀渀 戀礀 攀氀攀洀 攀渀琀 漀爀 戀礀 洀 漀渀椀琀漀爀⸀ 
吀栀椀猀 洀 攀愀渀猀 琀栀愀琀 礀漀甀 爀ᤠ攀 瀀愀礀椀渀最 琀栀攀 猀愀洀 攀 愀洀 漀甀渀琀 琀漀 洀 漀渀椀琀漀爀 攀瘀攀爀礀 
椀渀琀攀爀昀愀挀攀 漀渀 愀 ㄀㈀ⴀ瀀漀爀琀 猀眀 椀琀挀栀 愀猀 愀 ㄀㈀　 ⴀ瀀漀爀琀 猀眀 椀琀挀栀⸀ 䴀 愀渀礀 渀攀琀眀漀爀欀 
洀 漀渀椀洀 漀渀椀琀漀爀椀渀最 猀漀氀甀琀椀漀渀猀 挀栀愀爀最攀 昀漀爀 攀愀挀栀 椀渀琀攀爀昀愀挀攀 眀 栀椀挀栀 洀 攀愀渀猀 
愀搀 洀 椀渀椀猀琀爀愀琀漀爀猀 漀渀氀礀 戀漀琀栀攀爀 洀 漀渀椀琀漀爀椀渀最 琀栀攀 ᠠ椀洀 瀀漀爀琀愀渀琀ᤠ 漀渀攀猀⸀ 吀栀椀猀 挀愀渀 
氀攀愀瘀攀 愀猀 洀 甀挀栀 愀猀 㠀㔀─ 漀昀 琀栀攀 渀攀琀眀漀爀欀 椀渀琀攀爀昀愀挀攀猀 甀渀洀 漀渀椀琀漀爀攀搀  眀 栀椀挀栀 
洀 愀欀攀猀 琀栀椀渀最猀 洀 甀挀栀 攀愀猀椀攀爀 昀漀爀 洀 愀氀椀挀椀漀甀猀 椀渀琀爀甀搀 攀爀猀⸀ 䴀漀渀椀琀漀爀椀渀最 攀瘀攀爀礀 
猀椀渀最氀攀 瀀漀爀琀 椀渀 礀漀甀爀 渀攀琀眀漀爀欀 洀 愀欀攀猀 椀琀 攀愀猀椀攀爀 昀漀爀 礀漀甀 琀漀 猀攀攀 愀戀渀漀爀洀 愀氀 
琀爀愀ϻ挀 瀀愀琀琀攀爀渀猀 愀渀搀  洀 愀欀攀猀 椀琀 栀愀爀搀 攀爀 昀漀爀 琀栀攀洀  琀漀 栀椀搀 攀⸀ 

㐀 圀 愀礀猀 琀漀 匀琀爀攀渀 最琀栀攀渀  䐀愀琀愀 匀攀挀甀爀椀琀礀 眀 椀琀栀 一攀琀眀 漀爀欀 䴀 漀渀 椀琀漀爀椀渀 最                      倀䄀 䜀䔀 㐀



Real w orld exam ple/did you know ?

A  2 0 18 Bloom berg  article accuses C hina of installing  thousands of spy chips into Super 
M icro m otherboards used in servers ow ned by A m az on, A pple, and the US G overnm ent. 
A ccording  to Bloom berg , the nefarious chips w ere first noticed w hen one called out to an 
unrecog niz ed IP  address.

Stop Rog ue Users from  E xfiltrating  D ata and Selling  your Secrets

WW hile outsiders account for the m ajority of cyber-attacks, that doesn’t m ean they’re the 
only threat. Insider attacks also account for a larg e proportion of attacks and data thefts. In 
fact, according  to the Veriz on’s 2 0 18 D BIR, 2 8%  of all attacks involved insiders. 

But m anag ing  insider threats can be one of the m ost difficult areas of C ybersecurity. 
Identity and A ccess M anag em ent controls are a g ood start, but it's also im portant to utiliz e 
the tools you already have, such as activity and Netflow  m onitoring  to search for suspicious 
behavior. 

WW hile, som etim es, an increase in user activity m ay be com pletely explainable, other tim es it 
can indicate som ething  m ore concerning . Som e users m ay w ork from  hom e to com plete 
projects w hich shouldn’t im m ediately be seen as suspicious behavior, w hile others m ay have 
w ork that calls for intensive G P U or C P U usag e. That said, if an em ployee has sudden and 
dram atic increases in their activity and resource usag e com bined w ith suspicious activity, 
                            this should be cause for concern.

                            F or exam ple, if a m em ber of your m arketing  team  
                                                        w hose job usually involves handling  social m edia 
                            and scheduling  events is suddenly using  10 0  
                            percent of their G P U, 2 4 hours a day, seven days a 
                            w eek, that's a g ood indicator that they're up to no 
                            g ood, or their m achine is com prom ised. 

                            If an em ployee is com m unicating  w ith suspicious IP  
                            addresses, that can be another cause for concern. 
                                                        A nd traffic from  Tor clients w ould be a m ajor cause 
                            for investig ation. 

                            W ith W hatsUp G old, you can alert adm inistrators 
                            w hen users access the D ark W eb (Tor) w ith a feature 
                            that m onitors all Netw ork Traffic A nalyz er Sources 
                            and can alert adm ins w hen any host exceeds a 
                            config urable num ber of connections to know n Tor 
                                                        ports during  a set period. This allow s adm inistrators 
                            to control access to the D ark W eb by their users. 

4 W ays to Streng then D ata Security w ith Netw ork M onitoring                       P A G E  5



刀攀愀氀 圀 漀爀氀搀 䔀 砀 愀洀瀀氀攀 

䄀 挀 挀 漀爀搀椀渀最 琀漀 愀 ㈀　㄀㜀 爀攀瀀漀爀琀 昀爀漀洀 猀攀挀 甀 爀椀琀礀 ǻ爀洀猀 刀攀搀伀 眀 氀 愀渀搀 䤀渀琀匀椀最栀琀猀Ⰰ 琀栀攀 洀漀渀攀琀椀稀 愀琀椀漀渀 漀昀 椀渀猀椀搀攀爀 愀挀 挀 攀猀猀 椀猀 愀 
最爀漀眀 椀渀最 琀爀攀渀搀 漀渀 搀愀爀欀 眀攀戀 洀愀爀欀攀琀瀀氀愀挀 攀猀⸀ 匀椀琀攀猀 猀甀 挀 栀 愀猀 ᰠ䬀椀挀 欀 䄀 猀猀 䴀愀爀欀攀琀瀀氀愀挀 攀ᴠ 愀爀攀 椀渀挀 爀攀愀猀椀渀最氀礀 瀀愀礀椀渀最 眀漀爀欀攀爀猀 
琀漀 氀攀愀欀 挀 漀爀瀀漀爀愀琀攀 猀攀挀 爀攀琀猀Ⰰ 眀 栀椀挀 栀 愀爀攀 瘀攀琀琀攀搀 愀渀搀 漀û攀爀攀搀 琀漀 挀 氀椀攀渀琀猀 漀昀 琀栀攀 猀椀琀攀 昀漀爀 愀 猀甀 戀猀挀 爀椀瀀琀椀漀渀 昀攀攀⸀ 吀栀攀 椀渀昀漀爀洀愀琀椀漀渀 
漀û攀爀攀搀 甀 瀀 昀漀爀 猀愀氀攀 挀 愀渀 戀攀 愀猀 挀 漀洀瀀氀攀砀  愀猀 椀渀猀椀搀攀爀 琀爀愀搀椀渀最 猀攀挀 爀攀琀猀Ⰰ 漀爀 愀猀 猀椀洀瀀氀攀 愀猀 爀攀愀氀 攀猀琀愀琀攀 挀 氀椀攀渀琀 氀椀猀琀猀Ⰰ 愀挀 挀 漀爀搀椀渀最 琀漀 
琀栀攀 爀攀瀀漀爀琀⸀ 吀栀愀琀 猀椀琀攀 愀氀漀渀攀 洀愀欀攀猀 愀瀀瀀爀漀砀 椀洀愀琀攀氀礀 ␀㌀㘀 Ⰰ　　　 愀 眀攀攀欀 椀渀 猀甀 戀猀挀 爀椀瀀琀椀漀渀 昀攀攀猀⸀

䠀䠀 漀眀  圀 栀愀琀猀唀瀀 䜀漀氀搀 䌀 愀渀 䠀 攀氀瀀 匀琀爀愀椀最栀琀攀渀 伀 甀 琀 夀漀甀 爀 匀攀挀 甀 爀椀琀礀 倀漀猀琀甀 爀攀

䤀瀀猀眀 椀琀挀 栀 猀ᤠ 圀 栀愀琀猀唀瀀 䜀漀氀搀 ㈀　㄀㠀 椀猀 愀渀 椀搀攀愀氀 猀漀氀甀 琀椀漀渀 昀漀爀 戀漀琀栀 琀礀瀀椀挀 愀氀 渀攀琀眀 漀爀欀 洀漀渀椀琀漀爀椀渀最 渀攀攀搀猀Ⰰ 愀渀搀 昀漀爀 琀栀攀 猀攀挀 甀 爀椀琀礀 
挀 愀猀攀猀 漀甀 琀氀椀渀攀搀 椀渀 琀栀椀猀 攀䈀漀漀欀⸀ 
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